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Work systems are comprised of the technical and social systems that should
harmoniously work together to ensure a successful attainment of organizational goals and
objectives. Information security controls are often designed to protect the information
system and seldom consider the work system design. Using a positivist case study, this
research examines the user’s perception of having to choose between completing job
tasks or remaining compliant with information security controls. An understanding of this
phenomenon can help mitigate the risk associated with an information system security
user’s choice. Most previous research fails to consider the work system perspective on
this issue. This study is based on the socio-technical system theory, the Leavitt Diamond
Model (1965). Using this model as a lens to examine user information security behavior
and perspectives, the Synergistic Security Model was developed. The research data
indicated that the relationships between the structure, technology, task and people
constructs can have an impact on user information security behavior. The research found
that a change in the organization’s information security policies, technology, or a change
in employee processes for task completion can impact a user’s information security
choice. Some of the information security situations found in the research could be easily
changed to lower the risk of a user’s choice to circumvent information security. This
change could be a technical configuration change, a purchase of a new technology or a
change in a process to help impact a user’s choice to circumvent information security
controls.
The Synergistic Security Model can help researchers understand the relationships
between the general constructs found in a work system and how those relationships can
influence user behaviors. The research presented in the paper examines a triad
relationship between each work system construct, consisting of: Structure-TechnologyPeople; Structure-Task-People; Task-Technology-People; and Task-TechnologyStructure. The findings indicate that the relationship between the constructs can have a
significant impact on user information security behavior and therefore should be a
consideration when designing an efficient and effective information security program.
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Chapter 1
Introduction

1.1 Introduction
Information security management is built upon the understanding of multiple
categories and functions of the organization. While the technical tools used to secure
information are important, there is more to keeping information secure than simply the
installation and configuration of technical tools.
Insider threats to information systems by organizational users are significant. The
Key findings from the 2013 US State of Cybercrime Survey (Carnegie Mellon CERT
Program; CSO Magazine; PricewaterhouseCooper & United States Secret Service, 2013)
stated that considerable damage has occurred by those who have legitimate access to the
organization’s information systems. These users are more likely to be the source of
organizational damage than hackers or other attackers, who are outside of the
organization. A very important finding of the survey points out that twice as many of the
organizational leadership respondents indicated that user’s unintentional actions has
caused more sensitive data loss than those who wish to conduct malicious activity.
Additionally, the report indicates that leaders of organizations do not take this risk
seriously. The results of the Key findings from the 2013 US State of Cybercrime Survey
(Carnegie Mellon CERT Program; CSO Magazine; PricewaterhouseCooper & United
States Secret Service, 2013) indicates the dire need for a greater understanding of why
users choose to circumvent information security controls and thereby creating a greater
risk to the organization. This research study examined the user information security
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compliance issue with respect to job task completion, contributing to the overall picture
of factors impacting this phenomenon.
1.2 Research Problem
Information system users make decisions that have the potential to affect the
entire organization, both positively and negatively. Organizational leaders should make
certain the information system users are provided the best tools, knowledge, and skills
possible to ensure the results of their actions are positive for the organization. However,
considering the protection of the IS assets of an organization, research indicates that users
will circumvent information security controls (Dhillon, 2001; Nash & Greenwood, 2008;
Stanton, Stam, Mastrangelo & Jolton, 2005). The results of this action could be positive
or negative for the organization. If the circumvention of an information security control
results in no negative information security event and yet the employee experiences
positive job task related results, the practice of circumventing information security
controls could be reinforced. Users determine their goals and values as they complete
their work, which in turn determines the actions or behaviors they choose to make
(Beautement, Sasse & Wonham, 2008; Dhillon & Torkzadeh, 2006; Hedstrom,
Kolkowska, Karlssom & Allen, 2011). For example, Hedstrom et al. (2011) found that
health care users will employ rational thinking that will focus on providing high quality
health care if there is a conflict between it and information security requirements.
Additionally, research indicates users will often choose to complete job tasks over
choosing to follow information security controls (Albrechtsen, 2007; Besnard & Arief,
2004; Post & Kagan, 2007). To illustrate, the Albrechtsen (2007) study found that if a
user is placed within a busy environment with many work related demands, information
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security is given a lower priority than other job tasks. For the users, this situation is a
trade-off between “right versus right” (Badaracco, 1993). This type of situation creates a
dilemma for users and a potential information security risk for the organization. Users’
choice to circumvent information security controls in order to complete job tasks has the
potential to create unknown information security related risk to organizations. Therefore,
it is important to understand the factors that place users in a situation where they must
make that choice.
The research problem for this study was to investigate socio-technical factors
impacting user’s non-malicious choice to circumvent information security controls in
order to complete job tasks. The study was not focused on malevolent user actions
because the key assumption was that the user is completing a job task. The very nature of
attempting to complete a job task indicates a non-malevolent act. Previous research has
minimal focus on the factors that impact this choice, even though it has been presented as
an information security risk (Albrechtsen, 2007; Besnard & Arief, 2004). Information
security’s goals are often in conflict with the business goals of the organization (Niekerk
& von Solms, 2010). Organizational goals are to improve productivity and to minimize
cost. Often information security goals do not take into account the organization’s goals.
The two goals can even be found to be in conflict. The socio-technical perspective is
seldom considered in the design of information security controls. Most information
security designs focus on protecting the information systems, rather than to ensure the
information security practices are not negatively affecting the work system as a whole.
This research took a positivist view, which stresses the natural sciences, using
constructs and variables, and is concerned with validity and reliability (Yin, 2003). This
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reality is created in the context of user’s perceiving they are forced to choose between
completing a job task and remaining compliant to information security controls. This
research argued that users choose to break information security controls when completing
job tasks because of inharmonious aspects of a work system design, and that the users
should not bear the full burden of the blame for their choice. An understanding of the
factors that cause user non-compliance when completing job tasks can lead to new
solutions managers can implement to help prevent negative information security related
outcomes for the organization. This is important because negative outcomes caused by a
bad user choice can have financial, reputational, or legal ramifications for the
organization.
1.3 Importance of Problem
As an indication for the typical information systems technical focus, one need
only to examine recent information security related surveys. For example, a review of the
Global Information Security Survey 2013 (Ernst & Young, 2013) had a total of 63
questions and answers that related to technical information system concerns, 27 were
related to administration, budgetary or governance concerns and only 11 questions
considered the human element of information security. (Multiple choice answers were
counted separately.) Another example includes the Key Findings 2013 Status of
Cybercrime Survey (Carnegie Mellon CERT Program et al., 2013). This survey had 11
technically related survey questions, 10 administrative, budgetary or governance related
questions and only three human related questions. Previous research has provided insight
into the some of the problems related to the human side of information security, but more
is needed (Albrechtsen, 2007; Besnard & Arief, 2004; Furnell & Clark, 2012; Kraemer &
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Carayon, 2007; Schultz, 2005). The human side of information security continues to be a
significant factor when designing an information security program and to fail to
recognize this factor creates a significant risk to organizations.
The human factor has been called the “Achilles heel” of information security
(Gonzalez & Sawicka, 2002). Solutions for information security problems must take the
human factor into consideration. One such consideration is the fact that users will choose
to circumvent information security controls to complete their job tasks (Albrechtsen,
2007; Besnard & Arief, 2004). Additionally, users will lower their regard for overall
security when they perceive they must choose to circumvent information security
controls and procedures (Adams & Sasse, 1999). This increases an organization’s risk for
an information security breach. Many of the studies related to user behavior imply that
users make bad information security choices for many reasons. For example, users base
their decision on their values; they make bad choices because of a lack of training;
because of their lack of a threat perception; or the organization’s poor security culture.
(Hassanzadey, Jahangiri, Brewster, 2014; Hedstrom et al., 2011; Ifinedo, 2012; Renaud,
2011; Siponen, Pahnila & Mahmood, 2010, 2014). Additionally, much research has
contributed to the understanding of user behavior within the organization (Ifinedo, 2012;
Ng, Kankanhalli & Xu, 2009; Siponen, Pahnila & Mahmood, 2010, 2014). Other issues
involve technical employees. For example, technical users may use system service
accounts when they should be using a regular user account. Service accounts tend to have
more power within the system and can create more vulnerability when the user is making
changes while logged in. Also, technical users may share the system service account with
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other technical users, rather than creating a separate service account for each technical
user.
Other research has shown no statistically significant relationship between the
adoption of policies within organizations and the prevention of information security
breaches (Doherty & Fulford, 2005). Simply creating and informing users of information
security policies does not appear to prevent non-compliance. In fact, the study by Renaud
(2011) indicated that the problem may not always lie with the users, but could be found
in the design or use of organizational policy rather than poor user behavior. When users
are placed in situations where they must make a choice between compliance and job task
completion, they will experience a negative result no matter the choice they make. The
user will either break a security control or be inefficient or ineffective with their job task.
Boyce, Duma, Hettinger, Malone, Wilson and Lockett-Reynolds (2011) discussed the
problem of users and information security compliance. The researchers explained that
information security usability can help to ensure user compliance. Boyce et al. (2011)
posit that the experiences of the users in relation to information security controls and
work tasks should be examined under the lens of usability. The current research study
posits that the experience of users in relation to information security controls should be
examined with the perspective of the entire work system. The socio-technical perspective
should be used to help determine the factors contributing to the information security
compliance choice dilemma faced by users when attempting to complete their job tasks.
The contribution of this study was to gain an understanding of how inharmonious work
system design factors impact users’ non-malicious choice to circumvent information
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security controls to complete job tasks. Users should not bear the full burden of the blame
for this information security choice.
1.4 Definitions
In order to ensure the researcher and the reader have a consistent understanding of
the research discussion, a set of key definitions have been included within this section.
There may be numerous definitions or understandings of the provided terms and therefore
the researcher has determined to ensure the reader will have a context with which to
follow the research concepts.
Information security – As cited in Tejay, Dhillon and Chin (2006), the definition given by
Dhillon (1995) was, “Minimizing risks arising because of inconsistent and incoherent
behavior with respect to the information handling activities of organizations”.
Additionally, Anderson (2003) defines information security as “a well informed sense of
assurance that information risks and controls are in balance.” Information security
involves all aspects of risk mitigation, especially risks of threats from malevolent intent,
or user and system errors. This research examined the information security threats from
inconsistencies caused by non-malicious user behaviors associated with employee
decision conflicts. Using the lens of a socio-technical perspective, it examined the factors
contributing to users’ circumvention of information security controls when attempting to
complete job tasks.
Information System – Liebenau and Backhouse (1990) explained that information
systems are the total of all activities involved in handling data at the technical, formal,
and informal levels of the organization. This research considered all the components
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involved in the information system design that can impact the information system user’s
choice to circumvent information security controls when completing job tasks.
Violations – Within the human error taxonomy and within the information security
domains, violations are “unsafe acts that are assumed to contribute to security
vulnerabilities and breaches (Kraemer & Carayon, 2007).” Additionally, “safe violations”
are coupled with a “valid mental model and will ensure or even increase the security level
of the computer information system (Besnard & Greathead, 2003).” The researchers
explain that without this valid mental model of tasks and the results from that task,
violations lead to vulnerabilities and breaches. It is possible that users may believe their
violations are beneficial to the organization. While this is not the focus of the research
study presented here, the perspective may help explain the choice made by some users
when choosing to circumvent information security to complete a job task.
Human error – Kraemer and Carayon (2007) state human error is, “Any action leading to
an undesired result”. In some cases, users may not mean to cause a negative event for the
organization. The user’s intent when completing job tasks is to help the organization,
rather than to harm, meaning the user will have experienced an “undesired result” from
their choice of action. The organizational policies and management decisions will
determine the fate of someone who has made a bad decision. However, if the user was
placed in a situation where a choice was made between following organizational
priorities and goals or information security priorities and goals, management would have
a difficult time determining the proper course of action.
Socio-technical system – Bostrom and Heinen (1977) define a socio-technical system as
an organizational system that is comprised of interacting social and technical systems.
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The components of this system affect one another if any of them are changed. This
research used a socio-technical systems model to examine the situation where users must
choose between completing a job task or comply with information security controls.
1.5 Summary and structure of the dissertation
Information security relies on a number of solutions to help mitigate the risk of
security breaches. Many technical solutions, like anti-virus applications or access control
technologies, have helped in this endeavor. Recent research has begun to consider the
human perspective of information security (which can include individual behaviors,
group or team behaviors or organizational culture). To increase the understanding of
information security compliance, further research is required (Adams & Sasse, 1999;
Dhillon & Backhouse, 2000; Dhillon & Backhouse, 2001). Users continue to choose noncompliance, and a majority of available research has focused on the user’s behavior.
Additional research should consider other factors that contribute to the user’s noncompliance choice when attempting to complete job tasks. New approaches to
information security management are needed to address the risk created by this choice.
This study considered socio-technical components in attempting to understand the factors
that affect users circumventing information security controls to complete job tasks. The
research attempted to answer the question of why users choose to circumvent information
security controls when attempting to complete their job tasks.
This dissertation report is organized into five chapters. The remaining chapters
will be presented as follows. Chapter two provides a literature review, which includes
previous research regarding user compliance to information security controls, the
relationship between functional work tasks and information security, and human behavior
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within information security. Chapter two analyzes the current and relevant literature
relating to factors that contribute to user non-malicious information security behaviors
and provides evidence of the existence of the problem. The gaps presented in the
literature provide a basis for the need of further research. The last section of chapter two
provides a discussion on the contribution the research will provide to the body of
knowledge.
Chapter three provides the theoretical basis and research propositions. The first
section of chapter three includes an explanation of macroergonomics and socio-technical
theory. It includes a discussion on factors contributing to user information security noncompliance. Additionally, section three includes the research design, data collection, data
analysis, and research procedures. Chapter four includes information about the research
organization in the first section. Section one includes a detailed explanation on the
research organization. Section two provides a discussion on the theoretical model, broken
into four different views. The third section is a discussion on the research validation and
the last section is a summary. Chapter five begins with the research conclusions in the
first section. Implications are discussed in the second section and recommendations
conclude the last section of this chapter.
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Chapter 2
Review of the literature

2.1 Introduction
Information security requires a coordinated effort between executive leadership,
middle management, information system users, the technical team and a list of many
differing types of technical tools. Everyone and everything involved in the information
security effort must focus on protecting all aspects of the information system; from the
data that is stored and shared to the hardware that allows the electronic system to
function. Growing cybercrime concerns mean that the need for reliable and efficient
information security measures continue to increase (Bauer & van Eeten, 2009). For many
years, the focus of information security research was devoted to the technical aspects
(Besnard & Arief, 2004; Dhillon & Backhouse, 2001; Schultz, 2005). Dr. Eugene
Schultz (2005) stated that we do not have a sufficient number of experts that deal with the
human factors of information systems and this indicates a need for more studies that
focus on human behavior. The Schultz (2005) statement also indicates that little
consideration was made for the effects of placed on the work system when the
implementation of information security was made because the human factors side was not
thoroughly studied. Human behavior has rarely been a consideration in the
implementation of an information security program.
Continued problems with user information security compliance can be evidenced
in responses found in the Key findings from the 2013 US State of Cybercrime Survey
where a large number of organizational leadership participants indicated that more
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sensitive data was lost from non-malicious organizational users than from outside attacks.
(Carnegie Mellon CERT Program et al., 2013). The potential impact of user noncompliance can be devastating for the organization, resulting in a ruined reputation, client
distrust, governmental sanctions, and financial loss.
Recent research has proposed that future information security behavior studies
should separate insider deviant behavior from insider misbehavior (Crossler, Johnston,
Lowry, Hu, Warkentin & Willison, 2009). Crossler et al. (2013) explained that the
mixing of deviant insider behavior of security controls and misbehavior insiders within a
research study can significantly limit the effectiveness and applicability of proposed
solutions. Crossler et al. (2013) explained that deviate behavior is behavior that is
intentional, like stealing important organizational secrets, while misbehavior is
unintentional, like clicking on a phishing link. This research study focused only on user
misbehavior, meaning the deviant user behavior is not a category under study. The
presented research posits that many factors can affect the behavior of users as it relates to
information security and to better understand their behavior, each of these factors should
be considered. The socio-technical perspective can provide a view into how these factors
impact user misbehavior.
2.2 Previous research on user compliance to information security controls
Much research can be found on the information security problem of policy and
procedure compliance (Albrechtsen, 2007; Besnard & Arief, 2004; Ifinedo, 2012;
Kraemer & Carayon, 2007; Post & Kagan, 2007; Siponen, Mahmood & Pahnila, 2009,
2014; Stanton et al., 2005). When users choose not to follow information security policies
and procedures, significant risk to an organization is created. This risk can negatively
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affect the organization’s finances and reputation and it can result in significant legal
ramifications (Furnell & Thomson, 2009; Siponen et al., 2009, 2014; Vroom & von
Solms, 2004). Therefore, it is important to ensure that users make the right choices when
it comes to complying with information security controls. By considering the sociotechnical perspective for a work system, all elements that are involved with the
implementation of an information security program can be considered. Elements such as
the structure of the organization, the technical tools that are in place, the tasks required of
the employees and the information security behaviors that employees exhibit.
Adams and Sasse (1999) studied compliance in relation to password management.
Their findings indicated that users often violate security controls because they want to
complete a job task. The two researchers also stated users can become accustomed to
circumventing security measures, causing them to lower their regard for the overall
security controls in the organization. This lowered regard for security controls creates an
ever increasing risk to the organization. It also indicates a work system that is not in
harmony and that the user is adjusting a work system area to ensure efficiency and
effectiveness in the completion of organizational goals and objectives. Users often view
security controls as unnecessary or too labor intensive and they perceive they are forced
to circumvent the security controls because they have no choice (Adams & Sasse, 1999).
This perception gives rise to the question of what factors contributed to this user view.
The Albrechtsen (2007) study found that users often indicate they are motivated to follow
security controls; however their actions do not indicate this is accurate. The users indicate
a desire to be compliant with information security controls, but in the course of
completing job tasks something or someone is causing their actions to deviate from their
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intentions. Additionally, the Albrechtsen (2007) study found that a high workload will
create a conflict of interest between completing the functional job tasks and following
information security controls. Pfleeger & Caputo (2012) found that in some instances,
cognitive load becomes an issue for users because the amount of stress placed on
individuals working memory becomes unmanageable. The study indicated that
information security is most often secondary to the primary goal of completing a job task
and when security interferes, users will ignore or subvert the action. Additionally, the
study indicated that users choose to meet their primary goal over complying with
information security controls because they are rewarded for completing their job tasks.
The natural conclusion of many managers is to train the users on information security
requirements. However, some research indicates that when management documents
security requirements and provides security awareness campaigns there is little impact on
the information security behavior of users (Albrechtsen, 2007). The question then
remains as to why the users continue to circumvent information security controls.
Ifinedo (2012) conducted research in regard to user policy compliance. It focused
on Theory of Planned Behavior (TPB) and Protection Motivation Theory (PMT). The
two theories were used to develop factors in regard to information security policy
compliance. The study proposed the following factors influenced information security
policy compliance:


Self efficacy



Attitude toward compliance



Subjective norms



Response efficacy
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Perceived vulnerability

All of the factors identified by Ifinedo (2012) were focused on the individual user. The
factors did not consider the other aspects of a work system design. There may be factors
outside of the individual user that impact the user’s decision to circumvent information
security controls. It is important to consider all possible factors that influence a user’s
decision to circumvent security controls in order to better mitigate this choice.
Considering a work system design will allow for a deeper investigation into this
phenomenon.
Siponen, Pahnila and Mahmood (2010) conducted a survey based on behavioral
theories to examine why some users comply with information security policies and why
others do not. The findings pointed to peer and supervisor behaviors as being a factor to
ensure security compliance. Additionally, the study indicated that users must have an
accurate view of the vulnerability of the organization in order to affect their information
security behavior. The Siponen et al. (2010) study proposed the idea that supervisor
behaviors can influence user behavior as it relates to user compliance to information
security controls. The results of the Siponen et al. (2010) study suggest that the structural
socio-technical component should be examined in relation to this research study. The
Siponen et al. (2010) study provides insight into components of the work system that are
outside of the users.
Most studies that focus on user information security compliance is focused on the
user behavior perspective. Few studies consider the possibility that the problem may exist
outside the realm of the user. One study that considered the possibility that the problem is
not solely on the user was conducted by Renaud (2011). Renaud (2011) suggested that
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attention should be paid to the entire system, rather than to merely focus on the individual
user. Pressures on the organization’s employees and the rules created by policies can
place the users in impossible situations. Often the user may be faced with a choice
between two “good” or “right” decisions. Some situations leave the users feeling as if
they had no choice (Renaud, 2011). Another study that considers factors impacting the
user’s choice to circumvent information security is the Hedstrom et al. (2011) study. This
study posits that the users’ values should be considered when designing the processes
used to complete a job task. The researchers developed a value-based model to help
organizations develop information security. The presented research points to the fact that
the design of the work system should incorporate information security within it, allowing
it to meet the needs of the user. This research examined the factors within a work system
that can impact a user’s non-compliance decision.
2.3 Previous research on factors impacting information security behavior
This section will discuss the research problem and how previous research
indicates that information security controls can interfere with job task completion. Next,
the section presents information security behavior factors that have been previously
examined by researchers.
2.3.1 Information security controls interfere with job task completion
Previous research shows that information security can interfere with user job
tasks. The implementation of information security requires a balance between data access
for authorized users and ensuring the protection of the data. Tightened security that limits
user access can cause users to be unable to complete their job tasks (Post & Kagan, 2007;
Ruighaver, Maynard & Chang, 2007). The users will often try to find ways around the
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security controls because of this. Users will give priority to the completion of their job
tasks over the compliance of information security controls; however an understanding as
to why this occurs has not yet been thoroughly investigated (Albrechtsen, 2007; Besnard
& Arief, 2004; Huang, Rau, Salvendy, Gao & Zhou, 2011). The Post and Kagan (2007)
study analyzed the tradeoffs made between protection and accessibility. There was a 34%
response that stated users perceived there was interference or delays in their work caused
by information security related controls. The Post and Kagan (2007) study indicated there
is enough of a problem with security interference with job task to warrant further
investigation. Huang et al. (2011) studied how perceived knowledge, controllability,
awareness, severity, and the real security level will affect user information security
behaviors. However, few studies have considered the socio-organizational aspect related
to task completion and information security compliance.
Hedstrom et al. (2011) studied the tension created between information security
policies and the actual information security practices that occur within a healthcare
environment. This study attempted to identify value-conflicts between information
security and healthcare practices. These value-conflicts are based on professional values.
One such value was high quality health care standards. In the course of this study, the
users chose to deliver high quality health care over meeting information security control
requirements. The study used the findings to develop a value-based model for
information security development. The researchers posit that the value-based model
could be used to determine where conflicts exist between information security policies
and healthcare job tasks. Hedstrom et al. (2011) argued that a value-based model would
meet the needs of the users because it considers the user’s values and that the control
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based model is not always the best way to manage user behavior. A view from the user’s
perspective was presented, indicating that the problem of user circumvention of security
controls should not only focus on the behavior of users, but also the job task requirements
and information security requirements. Often information security policies and
procedures are implemented without the consideration of the user’s daily work practice.
The Hedstrom et al. (2011) study is an example of users placing priority of job task
completion over that of information security controls. The presented study will analyze
the effects of a work system on user information security behavior.
Safety science research can help with understanding why information system
users do not comply with information security controls (Young & Leveson, 2013). A
study by Lawton (1998) aimed at rule violations and the motivations given by violators.
This study found that, in most cases, the violations occurred because of a “wellintentioned desire to get the job done” (Lawton, 1998). Time pressure, work load, and
using a “quicker way of working” were among some of the motivations found for the
violations. However, the most common motivation found was related to either selfimposed pressure or external pressure to get the job done quickly and efficiently. The
pressures experienced by users affect their perception of priorities and therefore affect the
overall work system. The Reason (1990) study created a topology for the understanding
of rule violations. The Lawton (1998) topology was built on the Reason (1990) study, and
focused on intentional but non-malevolent violations rather than all rule violations
(Lawton, 1998). This study aligns with the presented research in that it found employees
violate rules to complete job tasks and it indicates that there may be unexamined factors
of the socio-technical system which can affect users’ choice to circumvent information

19

security controls to complete job tasks. Additionally, the Pfleeger and Caputo (2012)
study suggested that when users determine they need to circumvent security controls in
the course of their work, the users often assume that the technical security controls will
assure the safety of their actions, even if they do not follow policy. (i.e. A user opening
an attachment, and the user assumes that the attachment has been checked for viruses.)
Post and Kagan (2007) conducted an information systems user’s survey. They
reported, “Over one-third of respondents report problems with interference from security
provisions”. As stated earlier, Albrechtsen (2007) indicated that users will choose to
circumvent information security controls when there is an increased work load and the
environment is very busy. Albrechtsen (2007) and Post and Kagan (2007) were not the
only researchers to find that users circumvent security controls due to job interference.
Adams and Sasse (1999) found that users will choose to circumvent information security
controls when they believe the security control is causing a problem with the completion
of their job tasks. Besnard and Arief (2004) used a cognitive approach to understand
human behavior. They indicated that humans do not have perfect responses to situations,
but rather make trade-offs, deciding on “good enough” solutions. Besnard and Arief
(2004) posit that this type of thought process creates risk to information security if the
user chooses to trade-off security for job task completion. The Pfleeger and Caputo
(2012) study examined the designing, building, and using of cyber security technology
through the lens of behavior science. The researchers examined behavior science findings
for improvement in information security technology. They indicated that users can feel
overwhelmed with the complexity of information security implementations or they
misunderstand, mistrust, or circumvent information security controls. Additionally, the
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researchers indicate that users tend to view information security as “onerous or
burdensome” (Pfleeger & Caputo, 2012).
Ruighaver et al. (2007) indicated that the limitation of access to an asset can
improve security but then cause an interference with user’s daily job task completion.
The Vance et al. (2012) study found that if a user’s perception was that information
security interferes with work tasks, they will continue to maintain this belief.
Additionally, the study found that users will weigh the cost to comply with information
security requirements and they consider inconvenience a legitimate reason for noncompliance to information security controls. Safety science studies can contribute to this
issue. The Lawton (1998) study examined why employees choose to violate written
rules. The Lawton (1998) study found that the employees were motivated to violate the
rule because of a genuine desire to “get the job done”. Researchers have found that user
behavior is a great concern for the implementation of an information security program
and to understand why users choose to circumvent information security controls can lead
to methods that minimize information security risk, thereby protecting the organization
from damage.
2.3.2 User focused factors on information security behavior
The human behavior aspect of information security has previously been studied using
various behavior theories. West (2008) studied why good users make bad security related
decisions. The research studied how people viewed their security related risk. Through
the basis of threat assessment, users decided whether to comply with security controls or
not. In some cases, they may choose to meet other needs or wants, such as convenience
(West, 2008; Workman, Bommer & Straub, 2008). Convenience is measured when users
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evaluate the benefit and cost of security and then they make a trade-off between the two
(West, 2008). The socio-technical perspective can consider the convenience of the task
for the user. If information security is inconvenient there may be a simple solution to
address the issue. The Health Belief Model has been used to understand user information
security compliance. Ng, Kankanhalli and Xu (2009) used the Health Belief Model to
study the influences on a user when complying with information security. Their findings
indicated users’ perceived susceptibility, perceived benefits and self-efficacy have an
effect on email security behavior. This study focused on the individual user, and did not
consider the entire socio-technical system design. Additionally, the Huang, Rau,
Salvendy, Gao and Zhou (2011) study indicated that users’ perceived knowledge and
perceived severity will affect their compliance to information security requirements. Both
studies indicate that user perception can have a significant effect on their behaviors. This
should be a concern for organizational leaders when that perception may put the
organization at risk; however other perceptions should be considered within the work
system design. Vance, Siponen and Pahnila (2012) conducted a study that looked at habit
and protection motivation theory (PMT). The results of this study indicated that habit
does have an impact on user perceptions related to information security threats and their
ability to minimize security breaches.
Furnell and Rajendran (2012) conducted a study on the influences of security
behavior. Based on their research a model on the influences of information security
behavior was created. This model considered the following categories: job characteristics,
organizational factors, workplace interactions, real life exposure, perceived benefits and a
wider awareness. While these influences do consider a broad array of areas that impact a
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user’s behavior and the model parallels well with the presented study, it does not address
the entire work system design. The design of the work system and the harmony of each
construct are important aspects when considering information security compliance. For
example, a possibility exists that the security tool may need to be deployed in a different
manner or completely redesigned in order to allow the user to complete their job task, or
a policy may need to be re-written because it was written without considering the user’s
needs for completing their tasks. This research study can provide insight into the design
of the entire information security program and assist organizations in the evaluation of
the information security program in the context of the complete work system.
Leach (2003) examined 6 factors, in two general categories, that had an influence on
information security behavior. The factors included the following:




The user’s understanding of what behaviors are expected of staff:


The Body of Knowledge (Values, Policies, Standards, Procedures, etc.);



The behaviors demonstrated by senior management and colleagues;



The user’s common sense and decision making skills.

The user’s willingness to constrain their behavior to stay within accepted norms:


The user’s personal values and standards of conduct;



The user’s Psychological Contract with their employer;



The effort required for compliance and temptation not to comply.

The factors listed above address individual behaviors. They also listed the user’s
perception of what was expected from staff and the behaviors demonstrated by senior
management and colleagues. These expectations and behaviors of staff are an indication
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that perceived organizational and management expectations can affect a user’s
information security behavior.
2.3.3 Organizational factors that impact information security noncompliance
Dhillon (2001) conducted a study of two organizations. The findings indicated
that the organization should focus on influencing a person’s behavioral and normative
beliefs. User behaviors can be modified by creating formalized rules, using normative
controls and the monitoring of behavior. Dhillon (2001) proposed there should be an
organizational feeling of everyone working together to solve problems, rather than hiding
their problems. The view of everyone working together to solve problems aligns with the
socio-technical system model in that the work system should have harmonious
components that help create an efficient and effective method for meeting organizational
goals. The effects on the entire work system should be considered when implementing
information security management.
Another organizationally influenced human behavior that has been examined in
the realm of information security is General Deterrence Theory. The D’Arcy, Hovav and
Galletta (2009) research found that General Deterrence Theory for information systems
security does have some effect on human information security behavior. However, they
also state that many other studies related to information security and General Deterrence
Theory has been inconclusive. Additionally, Harris and Furnell (2012) examined shame,
which is from the Stafford and Warr (1993) model for punishment avoidance. The
deterrence theory proposed by the Stafford and Warr (1993) model considers the noncompliant person’s perception caused by the influence of others. The Harris and Furnell
(2012) study indicated that the participants considered some forms of shaming as very
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severe and ranked them the same as getting fired or demoted. The researchers from the
study recommended that the use of shaming be considered carefully as it can have a
negative effect on the people’s view of security and has the potential to outweigh any
benefits gained by its practice. Additionally, the study indicated rewards should be
considered when implementing the use of shaming. When making an allowance for all
individuals within an organization, one cannot consider shaming as the only solution
because of the various natures of individuals. Not everyone will react to the same
situations in the same manner. Other research would indicate this is true. Oliver (1980), a
sociology researcher, indicated that negative incentives can motivate cooperation within a
group, but can also cause hostilities that disrupt this cooperation. While deterrence has
been shown to be somewhat effective, it should not be the only perspective considered in
the implementation of information security management.
Information system culture has been studied in relation to the management of
human behavior. The information system culture can affect the behavior of users within
the organization and should be developed to motivate users’ actions to meet information
security requirements (Alfawaz, Nelson, Mohannak, 2010; De Veiga & Eloff, 2009;
Vroom & von Solms, 2004). Alfawaz et al. (2010) conducted a study on information
security culture and created a compliance framework. The study used Theory of
Reasoned Action (TRA) and the Theory of Planned Behavior (TPB) to create a
framework of modes of individual behavior as it relates to information security.
Information security culture includes a training aspect. Several studies can be found that
examined training, information security awareness, and self-efficacy to determine their
affect on users choosing to comply with security controls (Albrechtsen & Hovden, 2010;
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Kruger & Kearney, 2006; Rhee, Kim & Ryu, 2009; Schultz, 2005; Siponen, Mahmood &
Pahnila, 2009). Information security culture is dependent on senior management and their
priorities, actions and attitudes (Furnell & Thomson, 2009; Knapp, Marshall, Rainer &
Ford, 2006; Niekerk & von Solms, 2010; Thomson, von Solms & Louw, 2006). This is
an indication of the need for a work system perspective. The impact of senior
management can affect the work system and its effectiveness. The entire work system
should be considered in the study of information systems security. The Albrechtson and
Hovden (2007) and the Ruighaver, Maynard and Chang (2007) studies suggested that
user’s should develop an information security ownership that would motivate the users to
feel responsible for the mitigation of information security risk. The organizational
leadership should assist the employees to develop this ownership.
Leach (2003) stated that the behaviors of management employees can affect
information security behaviors of users. The Kraemer and Carayon (2007) study found
that other factors, such as communication, security culture or policy, can affect human
behaviors. Both studies provide examples of separate components in the work system that
could affect user’s decision to circumvent information security when completing job
tasks.
Organizational power has also been studied for its impact on information security
behavior. Kolkowska and Dhillon (2013) state that the “constitution of a new information
security rule means changes in structure, processes and values within an organization.”
This study proposed that strategic changes require an integrated mobilization of all
dimensions of power; however the presented research suggests that the design of the
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information system should include all constructs of a work system to improve the
information security behaviors of individuals.
2.3.4 Usability factors for information security noncompliance
The design of the user interface for technical controls can also have an influence
on user behavior. Pfleeger and Caputo (2012) stated system developers seldom consider
the usability of information security technical controls. Rather they focus more on the
implementation of security requirements and the ease of building and testing a technical
system that meets information security objectives. For example, password requirements
are a very basic information security control, but the requirements placed on users of
these passwords are seldom considered. Adams and Sasse (1999) stated that requiring
users to have a large number of passwords causes usability problems. Users feel forced to
break security controls with noncompliant methods to help them manage the passwords.
Most organizations have a policy against writing passwords down, yet users feel they
have no choice due to the number of passwords they are required to remember.
According to Adams and Sasse (1999), users also choose less secure password creation in
order to make the passwords more memorable. Other researchers found that usability can
affect information security behaviors. The Renaud (2011) study found similar evidence as
Adams and Sasse (1999). They examined the causes of user noncompliance to password
policies. The Renaud (2011) study indicated that the problem should be considered with
the entire system in mind.
Boyce et al. (2011) indicated that more research is needed for addressing the
behavior of users by studying better methods for the design and deployment of
information security systems. The researchers state that usability designs should go
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beyond the user’s ease of use, but should also consider the user’s work load and their
potential for human error. Parkin, Moorsel, Inglesant and Sasse (2010) indicated that
managers should have an awareness of how information security controls can impact the
user’s when they are attempting to employ information systems tools. The researchers
designed a tool for leadership that will assist them with information security design
related decisions. A study by Schultz, Proctor, Lien and Salvendy (2001) examined
many of the major types of security controls necessary to establish a reasonably secure
information system environment. The researchers provided a discussion on the usability
issues that can be found for information system users. A Taxonomy of Information
Security Tasks and Related Human Usability Factors (Shcultz et al., 2001) was provided
that demonstrated many of the issues and problem faced by users when attempting to use
information security mechanisms. The researchers indicated there is a need to consider
the usability of security controls when designing and developing information security
controls.
Usability of information security controls can influence users to choose to
circumvent these controls. It is important that all aspects of the work system be
considered when users are attempting to conduct their day to day activities. An all
encompassing view of the issue will provide managers with an affective mechanism to
assist users to not only remain compliant to information security controls, but to also
complete their job tasks in a manner that is efficient and effective.
2.3.5 Work system factors for information security noncompliance
The work system design view for managing information system security considers
all previously mentioned factors for noncompliance. Hendrick and Kleiner (2001)
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indicated a fully harmonized work system can ensure that the organizational goals are
met efficiently and effectively. The work system design includes the technical tools of the
work system. Information security tools are part of the work system design. The human
side of a work system considers the behaviors of the users and their attempt to meet
leadership expectations, which include job task completion and compliance to
information security controls. Additionally, managers should consider the relationship
between the technology and the user, which can be found by examining usability. Each
of these factors should be considered when creating an information security program.
Other aspects of the work system also come into play, such as the policies and procedures
that the users are expected to follow. Policies and procedures might be unreasonable or
may be perceived by users as unnecessary burdens. Each of these organizational factors
should be considered when examining user behavior within the information security
perspective. Previous information security studies have considered the work system
design perspective to information security. Kraemer and Carayon (2001) developed a
framework that examined a “multi-dimensional” approach to the design and
implementation of computer information security. Kraemer and Carayon (2007) later
examined work conditions that caused human errors and violations with information
security. The result of the researchers’ study was a framework that identifies human and
organizational factors contributing to human errors. Further research into this perspective
can assist organizations with the mitigation of information security risks. Therefore, this
study examines the issue of information security user compliance through the view of a
work system design. Kraemer, Carayon and Clem (2009) conducted a study into the
human and organizational factors that result in information security vulnerabilities. Each
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of these factors was categorized into 9 areas: external, human error, management,
organization, performance and resource management, policy issues, technology, and
training. The study was an indication of the many areas that can have an impact on the
success of an information security program, indicating the design of the information
security program should consider more than just one aspect of the organization, but the
entire work system design. Table one provides a summary of the research related to nonmalicious user information security non-compliance.
2.4 Contribution to the Body of Knowledge
This study contributed to the user-behavior body of knowledge as it relates to
information security. It examined socio-technical factors that contribute to the user
dilemma of choosing job task completion over information security compliance. This
research found that the work system design can have a significant impact on user
information security behavior. An inharmonious design can cause a user to choose to
circumvent information security controls in order to complete job tasks. The results found
in this research can help determine the organizational factors contributing to a user’s
choice to circumvent information systems security when completing job tasks. These
factors can then be used to help organizational leaders manage this information security
risk. The results of this research can provide insight into organizational designs and
practices that affect employee behaviors when conducting their daily routines. The gained
knowledge has the potential to help clarify those organizational practices that should be
adjusted to ensure the security of organizational information systems. This presented
study extended the body of knowledge relating to non-malicious user information
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security behavior by providing an understanding of user non-compliance from the
perspective of a socio-technical theory.
Table 1: Current research on factors impacting information security behavior

Factors impacting
information security
behavior
Information security
controls interfere with
job task completion

Definition / Explanation

Literature

Users violate information security
controls in order to complete job
tasks. Users perceive that
information security controls affect
efficiency and effectiveness of job
task completion.

User focused factors on
information security
behavior

Information security noncompliance is influenced by user’s
self efficacy, attitude toward
security compliance, subjective
norms, information security
response efficacy, user perceive
vulnerability or risk, perceived
knowledge, awareness, perceived
severity, user trade-offs, user
information security ownership, and
habit
Users violate information security
controls because the policies, rules
and processes are not well designed
or because there is a poor
understanding of organizational
power dimensions.

Adams & Sasse, 1999;
Albrechtsen, 2007; Besnard &
Arief, 2004; Lawton, 1998;
Pfleeger & Caputo, 2012; Post
& Kagan, 2007; Ruighaver,
Maynard & Chang, 2007;
Vance et al., 2012
Albrechtsen & Hovden, 2010;
Furnell and Rajendran, 2012;
Huang et al., 2011; Ifinedo,
2012; Kruger & Kearney, 2006;
Leach, 2003; Ng et al., 2009;
Rhee, Kim & Ryu, 2009;
Ruighaver, Maynard & Chang,
2007; Schultz, 2005, Siponen et
al., 2009, 2014;Vance et al.,
2012; West, 2008; Workman,
Bommer & Straub, 2008
Alfawaz et al., 2010; D’Arcy
et al., 2009; De Veiga &
Eloff, 2009; Dillon, 2001;
Furnell & Thomson, 2009;
Harris & Furnell, 2012;
Hedstorm et al., 2011; Knapp
et al., 2006; Kolkowska &
Dhillon, 2013; Kraemer &
Carayon, 2007; Niekerk &
Von Solms, 2010; Renaud,
2011; Vroom & von Solms,
2004; Thompson et al., 2006
Adams & Sasse, 1999; Boyce
et al., 2011; Parkin et al,
2010; Pfleeger & Caputo,
2012; Renaud, 2011; Shultz et
al., 2001

Organizational factors,
such as culture, policies,
rules, power, and
processes that impact
information security noncompliance.

Usability

Work system design
factors

Users violate information security
controls due to usability factors
related to information systems
security controls. Users assume
technical controls will take care of
the vulnerabilities
Users violate information security
controls because of an
inharmonious relationship between
the constructs of a work system
design.

Kraemer & Carayon (2001,
2005); Kraemer, Carayon &
Clem (2009)
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Chapter 3
Methodology

3.1 Introduction
The problem of users’ circumventing information security controls to complete
job tasks has been mentioned in previous research but is seldom the focus of the research
project (Albrechtsen, 2007; Besnard & Arief, 2004). The current study will examine this
problem. The design and method of the study is presented in this chapter. The following
sections will provide a description of the theoretical framework for this research, the
research propositions, the design of the research project, data collection method, and the
data analysis strategies.
3.2 Theoretical Basis
A consideration was made for the use of safety science to examine the
multifaceted view of a successful information security program. However, few safety
science theories consider all of the various factors for information security
noncompliance that were found in previously discussed research. Many of these theories
focus on management practices and other structural components of protecting lives and
equipment. Few focus on the harmony within a work system design. The researcher
wanted to examine a theory that would take into consideration all of the previously
mentioned information security compliance research findings.
This research study posits that there is more to the information security user
behavior problem than user’s making a bad choice. Macroergonomics considers the
overall work system, including the human factors and the technical factors of that system.
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For example, the Renaud (2011) study indicated the possibility of poorly designed policy
being a factor for information security non-compliance. Policy is just one aspect of an
information security program that has the potential to impact user information security
behavior. By conducting research to determine factors for non-compliance from various
aspects of a working system, responses and solutions can be developed to help mitigate
the causes of risk created by users circumventing information security controls in order to
complete their job tasks, thereby minimizing the information security risk. If a work
system is well designed, situations experienced by users that cause them to choose to
circumvent security controls can be minimized.
Previous information security studies have applied the macroergonomic
perspective to information security (Kraemer & Carayon, 2007; Kraemer, Carayon &
Clem, 2009). Kraemer et al. (2009) used it to study the factors in computer and
information security vulnerabilities. Additionally, the researchers presented a
macroergonomic framework of security in computer and information systems.
According to Kleiner (2006), macroergonomics is centered on the organizationalsystem. Its focus is on the aspects that are involved in making the organizational system
work in a harmonious manner. The organization should experience fewer problems, such
as errors or violations, when all aspects work smoothly together. Macroergonomics is
based on two perspectives of organizational theory. The first is from the Classical School.
This school of thought introduced studies on supervision, hierarchy, reward systems, and
span of control. The second perspective is from the Human Relations School. It focuses
on such things as teams, motivation, and machine automation. Smith and Sainfort (1989)
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introduced a balance between the two perspectives, which is where the macroergonomics
perspective fits.
Macroergonomics has a clear theoretical contextual framework based on sociotechnical systems theory. It is an integration of the principles of industrial, work and
organizational psychology. Figure 1 below provides a picture of a basic work system
(Kleiner, 2006).

Figure 1: Basic Work System Model (Kleiner, 2006)

Hendrick and Kleiner (2001) explain that macroergonomics is the study of these work
systems. The researchers stated, “The goal of macroergonomics is to optimize the work
system’s design in terms of its socio-technical system characteristics, and then carry the
characteristics of the overall work system design down through to the design of
individual jobs and human-machine and human-software interfaces to ensure a fully
harmonized work system (2002, p.3).” This research study examined users’ choices to
circumvent information security to determine factors contributing to user non-compliance
of information security controls when completing job tasks. The harmonized work system
view can assist with the understanding of the factors that contribute to users choosing to
circumvent information security controls when attempting to complete job tasks.
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3.2.1 Factors of information security non-compliance outside of user behavior
The Kraemer, Carayon, and Clem (2009) study explored the human and
organizational factors that lead to information security vulnerabilities. Their study used
the macroergonomic approach and the conclusion of the study indicated organizations
should use an integrated, multi-layered approach to improve their information security.
Organizational leaders should examine more than just the user’s behavior, but consider
all components involved in the work system design.
A seminal theory within the macroergonomic school of thought is the Leavitt
Diamond Model, represented in figure 2 (Leavitt, 1965). Socio-technical systems are
comprised of the four areas which are represented by the model. Leavitt (1965) indicated
that one component cannot change without the other component being affected. This
helps to explain the complexity of a socio-technical system and the interrelated
components. For example, if a technology within the system were to change, the
remaining three components would adjust to the situation created by that change.
Additionally, the three unchanged components may react in such a way as to minimize
the new initiative. The concern that fits this research study includes the fact that the new
initiative could be an information security related initiative. The interaction of each of
the components of the socio-technical system can either hinder or enable the performance
of the organization’s information security program. The model provides a framework
with which researchers can examine the alignment of tasks, people, structure and
technology in order to best ensure a successful socio-technical system.
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The task component of the model represents all those things that must be
completed (both large and small) to produce goods and services. It is the actual work that
must be done, including each step to accomplish that goal. This research study included
information security tasks as part of the framework to be examined and studied the task
requirements related to job task completion. The structure component of the model refers
to the structure of the organization. It includes organizational relationships, such as the
system used for communication, the system of workflow, or the system of authority. The
structure component would also include policies and procedures. With this research
study, the information security policies and procedures were examined and analyzed to
determine the affect they have on job task completion. Structure also includes the
leadership expectations and actions, which was also examined during this research study.
The people component includes all the employees of the organization. Leavitt (1965)
stated that people are the actors in the organization. They are the ones who are
performing the work within the organization. The attitudes of the people need to be
defined and understood to help understand the people component of the model. This
research study examined the information security attitudes and perceptions of the users
within an organization. Last, the technology component of the Leavitt Diamond Model is
defined as problem-solving inventions. They can be anything from a chain saw, to a word
processor, to a complex information system. For this research study, the information
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system and those technologies that assist with the protection of data are the technologies
that were under analysis. The information security technology was examined in light of
the user’s ability to complete job tasks and at the same time, remain compliant to
information security controls.
The Leavitt Diamond (Leavitt, 1965) has been previously used within the
information technology research. Bostrom and Heinen (1977) expanded on the sociotechnical systems area of research by using the Leavitt Diamond framework to examine
organizational behavior problems related to the design of management information
systems (MIS). They argued that most organizational behavior problems are caused by
inadequate socio-technical designs. The researchers explained that a major reason an MIS
will fail is because of the system designer’s limited view of the organization (Bostrom &
Heinen, 1977). The researchers posit that MIS designers should consider this model
when developing MIS systems. Designers should consider the impact experienced in each
component area when a change is made to one component, specifically the technical side
of the diagram. The modified model presented by Bostrom and Heinen is presented in
Figure 3.
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This research used the Leavitt Diamond to help explain the behavior problems of
users when they are found to circumvent information security controls. This research
argued that there are socio-technical factors within the work system design that cause the
user to perceive they must choose between information security compliance and the
completion of job tasks. The perception of users should be that information security has a
priority over other tasks. The work system should be designed in such a manner that the
required tools and time are provided to meet the information security requirement.
However, this may not be the case in many situations. The design of the work system
should be such that the choice to circumvent information security or complete a specific
job task does not create a dilemma for users. This research examined the various factors
that can create the situation where users perceive they must choose the completion of job
tasks or follow information security controls.
3.2.2 Propositions
A review of the literature finds that users’ behaviors are influenced by
organizational factors, such as policies, and by management influences, such as task
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performance expectations (Lawton, 1998; Leach, 2003; Renaud, 2011; Siponen, Pahnila
& Mahmood, 2010). Such influences would fit into the structure component of the
Leavitt Diamond Model. These influences can have an impact on the choices users make
when faced with ethical decisions. Users experience an ethical decision when they are
faced with either completing a job task or remaining compliant with information security
controls. Figure 4 is a representation of the pressures placed on individual employees
when job task completion and information security controls are in conflict. If user
perception of organizational or management influences is that of a high pressure to
complete job tasks over remaining compliant to information security controls, the
likelihood of non-compliance with those controls is very high. Conversely, if users
perceive organizational or management pressures to be high in relation to compliance
with information security over the completion of job tasks, compliance to information
security is more likely. However, if both job task completion and compliance with
information security controls receive an equivalent amount of pressure, the likelihood of
non-compliance to information security controls is unknown or based on other factors.
As previously discussed, research does indicate that users often behave according
to personal beliefs, attitudes and self-efficacy. These factors fit into the people construct
of the Leavitt Diamond Model. As captured in Figure 4, this research posits that the
decision to remain compliant in the face of completing a job task could go either
direction and without the pressures from the organization or management to direct the
results toward information security, users will behave according to other factors. A sociotechnical perspective can help determine other factors that impact this user choice.
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To further exemplify the influence of leadership on employees, a study by Kluge, Badura,
Urbas and Burkolter (2010) examined the effects of framing on production goals. The
study examined how framing of production goals can affect employee’s choice to
circumvent safety rules and regulations. The results of the study indicated that subjects
can be “seduced to violate rules in a production setting when explicitly asked.” Basically,
when management asked a subject to break a safety control, the employee was willing to
do so. If managers are not aware that their requests are causing a user to feel the need to
choose between completing the job task request and following information security
controls, then managers contribute to the risk created by such a choice. This research
examined perceived views of users (the people component) in relation to the structure
component of the Leavitt Diamond Model.

Figure 4: Organizational and management influences and pressures outcome matrix

The study clearly indicated that management must frame newly introduced safety
rules as a gain for both the company and for the workers if they want to minimize
vulnerability to violations (Kluge et al., 2010). This research study posits that rules to
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safeguard information systems will be subject to the same vulnerabilities as rules that
safeguard the physical welfare of employees. Therefore, the management framing issue
should be considered as it relates to information security concerns. This is an example of
the structure component of the Leavitt Diamond Model impacting the people component
(i.e. the user’s choice to circumvent information security control is impacted by the
structural component).
To further support the use of the Leavitt Diamond Model to examine information
security compliance, Albrechtsen (2007) conducted a study of users’ view of information
security. The study found a latent conflict of interest between functionality of systems for
users and information security. The study incorporated discussions with information
security professionals and interviews with information system users. Time pressures
caused by efficiency goals of one organization (in this case a bank) created a perception
that the users did not have time to think about information security. This would indicate
users had a perception of efficiency goals being very important and therefore could be
perceived by the users to be more important than following information security controls.
The impact of efficiency goals could be an indication of the relationship between the
structural component and the task component of the Leavitt Diamond model are
impacting the choice to circumvent information security controls (Leavitt, 1965).
Additionally, the Albrechtsen (2007) study found that an increased work load would
cause a conflict of interest between functional task completion and information security
controls. The increased work load is another indication that the relationship between the
organizational structure component and the task component of the Leavitt Diamond
model is impacting information security control compliance. This research study
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examined this relationship to determine if there is an impact to information security
compliance.
Other studies have found that security can be a hindrance to job task completion
(Dhillon & Torkzadeh, 2006; Johnson & Goetz, 2007; Leach, 2003; Post & Kagan,
2007). Lawton (1998) conducted a study of rule violations. One conclusion made by
Lawton (1998) was that managers need to be aware of the effect of working conditions
on workers. Jobs should be designed with a consideration of how the rules affect job
performance. The researcher further explained that rules can make a job unworkable.
This same situation can be applied to information security rules. The information security
rules and processes have to ability to hinder job task completion. Organizational rules are
part of the structural component of the Leavitt Diamond Model (Leavitt, 1965). The rules
are affecting the user’s ability to complete their job task; therefore this is further evidence
that the relationship between the structural component and the task component of the
Leavitt Diamond model is impacting a user’s choice to circumvent information security
controls. Management has the ability to manage workloads for employees. If users
perceive their work load is difficult to manage, they are more likely to choose to
complete the required job tasks than to ensure they comply with information security
controls (Beautement & Sasse, 2010; Beautement, Sasse & Wonham, 2008). Workloads
are designed by and pushed upon employees from the structure component of the Leavitt
Diamond model. This is another indication that the relationship between the structural
component and the task component of the Leavitt Diamond Model can impact user’s
choice to circumvent information security controls. The research study examined the
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relationship between the structural and task components of the Leavitt Diamond Model
while investigating the impact of this relationship on information security compliance.
It is the responsibility of the manager to ensure well written rules are established,
sufficient time, proper equipment, and adequate staffing is provided in order to minimize
the likelihood of the need to break a rule, whether that rule is a safety rule, or an
information security rule. The technical component of the Leavitt Diamond Model
includes all problem-solving inventions and this would include technology systems. If
users perceive that the relationship between the structural component of the Leavitt
Diamond Model (Leavitt, 1965) and the technical component are not designed so that
information security controls can be followed, they will choose to circumvent
information security controls. The technical component should be designed in such a
manner that user’s can accomplish their job task without being placed in a position to
consider breaking a security control. Usability should be considered when information
security controls are put into place. This research study examined the usability of
information security controls and the impact it has on user’s choice to circumvent
information security controls.
The users’ perception of information security being an additional work load, extra
effort or a hindrance to their functional task effort will cause them to choose their
functional job task over information security requirements. They will view information
security controls as something that is in the way of their requirements to complete the
functional task. The user perception will be that there is a conflict between their
completing required job tasks and information security compliance. Information security
controls are placed on employees without consideration of how it affects the job task
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requirements. Considering the Leavitt Diamond Model (Leavitt, 1965), the structural
component would impact the task component if rules or policies were involved in the
users’ decision to circumvent security controls. The technical component would impact
the task component if the design of the security controls impacted the task component
and caused a user perception that the technical design of the security controls were
impeding job task completion. This research examined each of these relationships to
determine the impact of each Leavitt Diamond Model component on the information
security choice.
Organizations provide the information security plans, policies and procedures that
users must follow in order to meet organizational security goals (Warkentin & Willison,
2009). Management assists the organization with implementing the organizational goals,
for both the information security goals and the functional goals. When organizations and
management focus on creating a work environment that emphasizes information security,
information security compliance will be affected (Siponen, Mahmood & Pahnila, 2009;
Siponen, Pahnila & Mahmood, 2010). Previous research has indicated that employees
will comply with information security policies and procedures if they are asked to do so
by individuals who are important to them (Siponen, Pahnial & Mahmood, 2010). This
influence on information security compliance is an example of the relationship between
the structure component and the people component of the Leavitt Diamond Model
(Leavitt, 1965). This relationship was examined during the research study to determine if
this relationship has an impact on user information security choices when completing
their job tasks.
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All organizations have a corporate culture, which is the shared assumptions a
group has created over a period of time (Schein, 1999). Previous research has indicated
an information security culture will have a significant effect on user compliance to
information security controls and top management can have a significant effect on
ensuring a high information security culture (Alfawaz, Nelson & Mohannak, 2010;
Furnell, Thomson, 2009). When faced with organizational goal priorities, management
may inadvertently give the perception that information security takes second place.
Management pressures to complete the organization’s goals may override the
development of a strong information security culture. Organizational strategies that are
based on efficiency of job tasks are often in conflict with information security goals.
Managers have a significant effect on the effectiveness of the information security culture
and on emphasizing the organization’s functional goals. Management then must ensure
that employees understand the priority of each. If both are equally emphasized, other
socio-technical factors may impact a user’s decision of non-compliance. Organizations
and management must ensure there is a perception of job task and information security
compliance harmony. An organization’s information security culture contributes to the
pressures users’ experience to comply with information security controls. The culture of
the organization would fit into the structure component of the Leavitt Diamond Model
(Leavitt, 1965). The influence the culture creates is on the people of the organization;
therefore the relationship between the structure of the organization and the people
component of the Leavitt Diamond Model (Leavitt, 1965) will impact a user’s decision to
circumvent information security controls when completing job tasks. This research
examined this relationship for evidence that information security compliance is impacted.
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Proposition 1: The relationship between the organizational structures and the
organization’s technology impacts a user’s choice to circumvent information
security controls when completing job tasks.



Proposition 2: The relationship between the organizational structures and job
tasks impacts a user’s choice to circumvent information security controls when
completing job tasks.



Proposition 3: The relationship between the organizational structures and the
people in the organization impacts a user’s choice to circumvent information
security controls when completing job tasks.
Adams and Sasse (1999) conducted a study on the usability of password

mechanisms. The results of the study indicated that password tools were incompatible
with work task practices and may produce responses of user non-compliance to security
controls. The conclusion of the study was that if security mechanisms and policies do not
consider the user’s perspective related to work activities into account, the users will have
low information security motivation. Renaud (2011) conducted a study that examined
policies for password control. There were many situations where the policy did not
consider the human ability of the employee or the needs of the team. For example, a
policy stated they could not write down passwords, yet a high number of passwords were
required in order for the employee to complete job tasks. This study indicated noncompliance should be examined with the entire system in mind. Impossible policies and
pressures from staff members were found to cause employees to be placed in impossible
positions and they were left with no option but to break rules in order to complete their
job task (Renaud, 2011). Security controls involve the interaction between users and the
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system and often the system is not designed in a manner that allows the user to remain
compliant with information security policies and procedures (Shultz, Proctor, Lien &
Salvendy, 2001). This is an example of the technology component of the Leavitt
Diamond Model (1965) impacting the job task component. This research examined this
relationship to determine if there is an impact on user information security compliance.
Further, Shultz et al. (2001) stated, “Although information security involves automated
computing systems, protecting these systems necessarily involves human intervention
both in judgment of appropriate courses of action and performance of interaction
sequences that implement these courses of action.” Organizations should ensure their
policies and processes encourage following information security requirements and they
should ensure the requirements are realistic for the users (Renaud, 2011). When user
perspectives are not considered, the information security requirements can be nearly
impossible for users to accomplish. When information security requirements are not
realistic for users, the technology component of the Leavitt Diamond Model would
impact the people component. Therefore, the requirements of information security
controls must take into account the actions required of the people who ensure the
strategic organizational goals and objectives are met. This research considered the
relationship between the technology component of the Leavitt Diamond Model and the
people component to determine if the relationship has an impact on user information
security compliance.
Previous research indicates that users often perceive they have no choice but to
circumvent information security controls (Adams & Sasse, 1999; Besnard & Arief,
2004). Adams and Sasse (1999) considered the issues of why users circumvent
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information security mechanisms and they explained there are two factors that occur with
password usage:


System factors – which users perceive they are forced to circumvent information
security;



External factors – which are perceived as incompatible with working procedures.

The researchers further explain that users will choose not to use information security
mechanisms because they perceive them to cause problems with completing their job
tasks. Besnard and Arief (2004) found that users will overlook information security in
order to more efficiently complete job tasks. The view from users is that task completion
and information security conflict exists and the users will skip information security
measures in order to ensure job task performance over information security performance.
The Leavitt Diamond Model would indicate that the relationship between the people (or
user) and the job task required may cause the user’s perspective to be they must
circumvent information security to complete their job task. This research examined this
relationship to determine if there is an impact on user information security compliance.
Usability of security mechanisms can impact user’s choice to circumvent security
mechanisms, especially when they perceive the mechanisms are too difficult or time
consuming to incorporate into their daily work (Boyce et al., 2011; Schultz, Proctor, Lien
& Salvendy, 2001). Security managers determine the information security controls that
are implemented and seldom are aware of how those controls will affect the end user
when using information technology mechanisms (Parkin, Moorsel, Inglesant & Sasse,
2010). Additionally, most security mechanisms have been designed with little
consideration for effects it has on the user (Post & Kagan, 2007). It is important that all
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management realize the time delays or other issues regarding information security
practices that occur when users complete their functional job tasks. These issues are an
example where the technology component of the Leavitt Diamond Model impacts the
people component of the model. This research examined this relationship from the
information security compliance lens.


Proposition 4: The relationship between the organization’s technology and the
people within the organization impacts a user’s choice to circumvent information
security controls when completing job tasks.



Proposition 5: The relationship between the organization’s technology and the job
task impacts a user’s choice to circumvent information security controls when
completing job tasks.



Proposition 6: The relationship between the organization’s people and the job
task impacts a user’s choice to circumvent information security controls when
completing job tasks.

3.3 Research Design
Details of the research design are presented in this subsection of Chapter 3,
starting with an explanation of the case study methodology. The data collection details
and data analysis details are also provided within this subsection. Lastly, the evaluative
criteria and how the criteria are addressed in the research study are presented.
3.3.1 Case Study Methodology
This section of Chapter three provides an explanation on the methodology used to
conduct the presented study. After careful consideration, it was decided that an
instrumental case study was the best methodology to choose. Yin (2003) explained that
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the case study method is commonly used by researchers to investigate the social sciences,
management sciences, and many other fields. Case studies are used to determine “how”
and “why” phenomenons occur. “In brief, the case study method allows investigators to
retain the holistic and meaningful characteristics of real-life events – such as individual
life cycles, organizational and managerial processes, neighborhood change, international
relations, and the maturation of industries (Yin, 2003, p.2).” This research study
examined the “how” and “why” question. It analyzed processes that users chose to follow
when completing their job task, which easily provides the justification for a case study
method when using the Yin (2003) explanation.
However, Yin (2012) explains that some researchers believe the case study is for
preliminary and exploratory purposes of research, and is to be used prior to other research
methods. But Yin would disagree. Yin explained that case study research can go past the
exploratory functions of research (Yin, 2003; 2012). Stake (1995) explained that an
instrumental case study is used to gain insight into a phenomenon or to understand a
particular situation. The use of case studies within information system research has been
a common practice among researchers (Darke, Shanks & Broadbent, 1998; Lee, 1989;
Orlikowski & Baroudi, 1991). Additionally, Darke et al. (1998) stated the case study is a
suitable choice for attempting to understand the organizational context of interactions
between information technologies related innovations. Therefore, based on all of the
discussed factors it was apparent that a case study was an appropriate choice for this
study.
When conducting a theoretically based case study, a positivist perspective is
indicated when the research follows the natural sciences, has hypotheses or propositions,
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measures for variables or constructs are provided, and there is a concern for validity and
reliability (Dubé & Paré, 2003). A positivist perspective examines relationships within
phenomena using a structured instrumentation (Orlikowska & Baroudi, 1991). These
studies are used to test theory and can assist in understanding and predicting phenomena.
The case study presented in this paper used a positivist perspective, testing a theoretically
based study, which was a socio-technical model. The phenomena under analysis were the
user’s choice to circumvent information security controls during the course of completing
their job tasks.
This positivist research study used a single case because the study attempted to
answer the “how” and “why” questions relating to user’s circumvention of information
security controls when completing job tasks. A single case study should be used when an
established theory guides the study or when there are a clear set of research questions
(Yin, 2003). The Leavitt Diamond Model is the theory that guided this research project
and a set of propositions were developed that assisted with the research analysis. The
research project examined factors that impact user’s choice to circumvent information
security controls when completing job tasks. The unit of analysis was the individual user
and factors causing the users to choose to circumvent information security controls when
completing job tasks.
Information systems case study research has been studied in relation to providing
adequate rigor (Darke et al., 1998; Dubé & Paré, 2003; Yin, 2003). Dubé and Paré (2003)
provide a list of recommendations that are designed to enhance the overall rigor of
positivist case studies. The following list includes items presented by Dubé and Paré
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(2003) that can assist in the evaluation of this research study. (Items not applicable to this
research study were not included in this list.)


Design Issues
o Identify clear research questions
o Specify clear rationales for single case selection
o Take advantage of pilot cases in order to help refine the design and the
data collection plans
o Consider rival or alternative theories in order to increase the validity and
predictive power of explanatory case studies.



Data Collection
o Provide detailed information with respect to the data collection methods
(e.g. interviews, questionnaires, direct observation, etc.) and procedures
(sampling strategies, number of interview and interviewees, use of an
interview guide, instrument validation, etc.)
o Effectively use tables to summarize information about the data collection
process
o Triangulate data in order to increase internal validity of the findings and
provide clear explanations on how the triangulation process is achieved.



Data Analysis
o Provide clear descriptions of the analytic methods and procedures
(especially the dominant mode of analysis) and provide external observers
with sufficient relevant information so they can follow the derivation of
evidence from initial research questions to conclusions and vice-versa.
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o Make greater use of preliminary data analysis techniques and tools
including field notes, coding, and data display as a means of reflecting on
the data.
o Present sufficient quotes so that external observers can reach an
independent judgment regarding the merits of the analysis
This research study addressed the research design issues by providing clearly
stated propositions, which guided the research goals and objectives. Additionally, the
report will include the details necessary to ensure a clear presentation of the entire
research project.
3.3.2 Data collection
There were four forms of data collection for this study: organizational documents,
observations, online interviews, and follow up interviews. This section is designed to
provide the details on each of these data collection forms. The most common data
collection method used is the interview. The initial interview for this study was
conducted online. However, if additional clarification was needed, the initial interview
was followed by a second interview, which could have been conducted as either face-toface, telephone or instant messaging. In order to ensure that the interview was well
designed, a pilot case study was implemented.
The organization’s information security related policies, as well as other related
organizational documentation, were collected and used to identify the key participant
behaviors during direct observations. Direct observation of the employees provided
insight into the participant’s actions in their natural work environment and provided the
researcher valuable information as to the user compliance issues faced by the
organization. Semi-structured online interviews were used to gather data regarding the
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user’s perspective as it relates to the perceived need to violate an information security
control. Additionally, the semi-structured online interviews helped to determine the
user’s perspective of the organizations functional requirements, and information security
management requirements relating to the research problem.
The use of online tools for questioning of participants has been shown to be
substantially lower in cost than paper based methods (Hanna, Weinberg, Dant & Berger,
2005). Additionally, online tools can provide a much quicker response speed, often
within the first few days of implementation (Hanna et al., 2005). The largest disadvantage
of the use of the internet for research purposes is the possibility that the desired
population may have limited access. However, if the desired population is in a situation
where they already have access to the internet, then this disadvantage is not a problem.
Additionally, the use of online interview methods has been shown to encourage an
increase in self disclosure and self-awareness (Hanna et al., 2005; Joinson, 2001; Walker,
2013 ). Self-awareness means the participants will be more likely to disclose deeper
feelings. Internet respondents have been found to be more self-reflective when a sense of
anonymity was provided through the use of an internet tool. This study required the
participants to provide sensitive data regarding information security non-compliance. The
research method was designed in such a manner that attempts to mitigate any discomfort
the participants may feel during the discussion of the targeted activity. Additionally,
confidentially and anonymity with the online tools chosen for the proposed research is
maintained through the use of a pseudo-name and password protection.
The common orientation of the questions within a case study is formulated from
the researcher’s perspective, rather than from the perspective of the participant (Yin,
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2003). The questions serve as reminders to the researcher of the information that needs to
be collected. Therefore, the health care information system users were interviewed with
the research propositions in mind and the interview questions were formulated with the
researcher’s perspective in mind. Additionally, this perspective held true when observed
actions were written down during the observation phase. The propositions force the
researcher to move in the right direction of the research study (Yin, 2003).
The Leavitt Diamond Model (Leavitt, 1965) guided the researcher’s perspective
and assisted in the collection of the data. The focus during data collection was on the
factors contributing to information security circumvention when completing job tasks,
based on the four Leavitt Diamond Model constructs. Yin (2003) explained that
propositions help the researcher to keep their thoughts on certain data. This process helps
the researcher to pay no attention to other data that might otherwise cloud the issues
under investigation. Additionally, using propositions helps to organize the entire case
study, as well as providing a method to define alternative explanations of a phenomenon.
The design of the interview questions was based on the seminal research by
Lazarsfeld (1935). The researcher explained how to ask “why” type questions for
research. There are three basic principles to follow:
1. The principle of specification – The researcher must find the concrete questions
that will substitute for the “why” question. Why questions often do not provide
the specific answer that the researcher is looking for. Questions should be split to
meet the actual need of the research. The questions should be split to consider
influences and attributes.
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2. The principle of division – the question’s design must fit the experience of the
participant.
3. The principle of tacit assumption – be careful of the meanings of words. The
assumed meaning by the interviewer versus the assumed meaning by the
interviewee may not be the same. Always follow up to clarify the meanings.
Interview participants include management level employees, administrative
assistants, research assistants, data analysts, and information system professionals.
Each of these individuals provided insight into reasons why the work system
design can cause information security non-compliance. The information security
professionals can provide a deeper understanding of the technology design and
how it functions within the required duties of the employees.
The online interview questions assisted the researcher in understanding the
perceptions of the users related to the impact of each of the Leavitt Diamond Model
constructs on information security compliance while completing job tasks. A copy of the
research questions can be found in Appendix A and B. Appendix A is for noninformation technology executives, and Appendix B has added questions to Appendix A,
which was designed for information technology (IT) executives only.
The Leavitt Diamond Model was sectioned into triads that would allow the
researcher to focus on each relationship that could affect an information security user’s
behavior. There are four constructs to the Leavitt Diamond Model: Task, Structure,
Technology and People. User behavior would be an element of the People construct;
therefore there would be three sections to analyze that deal with user behavior with each
of the other construct relationships. A fourth section was designed to analyze the
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relationships between the non-people related constructs. Each section had three questions.
The first section of questions addressed the perception of the people (or users) regarding
the compliance impact made by the relationship between the Structure and Technology
constructs. This was represented in the Leavitt Diamond Model (Leavitt, 1965) with the
People-Structure-Technology constructs and was the first triad of the model. Each
question addressed possible user concerns with the relationship between the structural
and technology aspects of the organization. For example, the first question in this section
is: “Describe how the organization’s policies and procedures are or are not supported by
the organization’s information security technology.” The question is addressed to a user
of the organization, which is the “People” construct of the Leavitt Diamond Model. The
question asks about the relationship between the policies and procedures of the
organization, which is the Structure construct of the model, and the information security
technology, which is the Technology construct. Users were then able to address any
concerns they may or may not have regarding the relationship between policies and
procedures and the technology of the organization. The second and third questions add
further insight into this triad relationship. The next set of questions addressed the
relationship between People- Structure-Tasks and formed the second triad of the model.
For example, question number four asks: “Describe how you feel about your
organization’s policies and procedures for protecting data and include how the policies
and procedures affect the completion of your job tasks (include any positive or negative
influences). For example, are you prevented from accessing data that you might need to
complete an assigned task?” The question included the People construct of the Leavitt
Diamond Model in asking for the user’s view. The question addressed the relationship
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between the Structure construct and Task construct by asking about the policies and
procedures affecting the completion of job tasks. The third section of interview questions
is on the relationship between People-Technology-Task and analyzes the third triad of the
Leavitt Diamond Model (1965). For an example, question number seven asks, “Explain
how you use information security technology during the course of completing your job
tasks. Please include both positive and negative experiences.” Once again, the People
construct is included because the question is asking for the user’s perspective. The
question then asks about the relationship between the Technical construct and the Task
construct by asking about the security technology and the job task. The last section of
questions was reserved for information security leadership because the questions address
the relationship between the Structure construct, the Technology construct, and the Task
Construct. This is the fourth and final triad of the model. Information security leadership
would be more likely to have a complete perspective on the relationship of these three
areas and therefore the final questions are reserved for these professionals.
In this research study, multiple sources of data were collected, which assisted in
the construct validity of the research (Yin, 2003; 2012). Two sources for data included
interviews and observations, which according to Hancock & Algozzine (2011) should be
used with instrumental case studies for data collection. A case study protocol and
database was developed to help ensure the reliability of the research study (Yin, 2003;
2012).
Participants were allow to choose between face-to-face, telephone or the use of
instant messaging if a follow up interview were to be needed. Face-to-face interviews
have long been a standard interview mode for collecting qualitative research data and a
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fair amount of empirical investigations can be found on the subject. In this research
study, note taking was used for face-to-face follow up interviews. The telephone was a
second option made available to research participants. Researchers have found that
telephone interviews can provide quality, cost-effective data and assist in ensuring a high
response rate (Fenig & Levav, 1993; Sturges & Hanrahan, 2004; Tausig & Freeman,
1988). The Sturges and Hanrahan (2004) study compared face-to-face interviewing with
the data collected with telephone interviewing. This study concluded that there was no
significant difference between the two communication modes. Respondents who are
interviewed about sensitive data often prefer the anonymity of telephone interviews,
rather than using face-to-face (Fenig & Levav, 1993; Greenfield, Midanik & Rogers,
2000). Additionally, there are certain qualifications that must be considered when
conducting telephone interviews. A limitation on visual cues that can assist the
researcher with assessing emotional responses can have a negative effect on the data
collected during telephone interviews. However, depending on the research being
conducted, this may not affect the quality of the data. Participants often provide verbal
cues (hesitations or sighs) that researchers can use to determine if a follow up question is
required. Instant messaging is an online tool, which allows users to maintain a feeling of
being anonymous and a feeling of having the freedom to communicate sensitive
information, as previously discussed. Notes were taken by the researcher during the
follow up interviews to allow for later analysis of the responses. No matter the choice of
communication mode, the pseudonyms for participant names continued to be used for
data storage within the database.
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The pilot case study was conducted from December 1, 2013 through January 13,
2014. This pilot included the assistance of a government information security office and
one health care professional, who provided feedback for this study. These participants
were chosen because of the proximity of their office to the researcher and the personal
relationships established by the researcher. Additionally, the participants were selected
based on their similarity to the case study’s population. Three of the pilot participants
were information security professionals that worked at a large information systems
organization. They were chosen because of their knowledge and experience with the
implementation of an information security program. Their feedback would provide
insight into information security concerns for organizations and the reactions of
participants on divulging information security related responses. The other three pilot
participants included: a database administrator, a financial professional, and a healthcare
professional. These three participants were included as representatives of the various
professional areas that would exist in the actual case study. All participants provided
feedback on the research design and field procedures (Yin, 2003). Baker (1994) indicated
that a pilot study should consist of approximately 10% to 20% of the actual research
study’s sample size. Based on several previous information systems case studies, it
appeared that sample sizes range anywhere from approximately 15 to 35 participants.
Case studies that provide examples of sample sizes include Alfawaz et al., (2010),
Kramer & Carayon (2007), and Hedstrom et al. (2011). Since the number of participants
was not predetermined, the researcher determined that six participants, with sufficient
skill sets for each professional area, should be an adequate number of participants for the
pilot. Substantive and methodological issues were addressed during this phase of the
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research (Yin, 2003). The bulleted items are suggestions provided by the pilot
participants:


The information security professionals were concerned over participants
experiencing fear of a reprimand from leadership if the online interview responses
were to be read by their supervisors. They indicated that the actual participants
would be afraid that the leadership of the organization would be able to read their
individual responses. They suggested that the researcher make it abundantly clear
that the research organization’s leadership will not be allowed to read any
individual responses. However, the healthcare professional voiced that she would
gladly share any of the required information if it meant her job tasks could be
improved. She indicated that security controls are often a problem for all of the
staff at her organization.

The actual research organization’s participants are heavily involved with healthcare data
and data analytics. They are very familiar with the Institutional Review Board (IRB)
process and are very aware of the constraints placed on the researcher for causing
individual harm. This knowledge may contribute to a more honest and truthful response
from the research participants.


All pilot participants indicated that the researcher should ensure the research
participants are comfortable with the follow-up and clarification methods. One
pilot participant suggested that an alias or some other method of anonymity would
ease perceived risk to individuals for exposing the organization’s potential
problems.
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In response to the pilot discussion regarding anonymity, participants were provided a
pseudo name that could be used with the online interview.


The information security professionals were very concerned over the participants
being asked to discuss the organizational information security technology. They
said they were very uncomfortable with providing this information; however, the
remaining participants did not have such concerns.

The biggest majority of the research organization’s participants will not be information
security professionals. Therefore, they should not have the increased concern over
discussing security technology, as was the case in the pilot study. The pilot study’s
information security professionals were extra sensitive to exposing any inside technology
details. After all, they would consider it a risk to expose such details simply due to their
training. Additionally, the consent forms provided the employees information about
individual rights, risks, and other IRB requirements, should they decide to participate.
Every participant was required to sign a consent form prior to participation.


All pilot participants indicated the response text box for the online interview was
too small and it should be made larger to allow the participants to view a larger
portion of what they had written within the window.

The text boxes within the online interview were increased significantly, from a single line
of 50 characters to 10 lines of 100 characters.
After written permission was obtained from the authorized organizational leader,
the researcher collected all organizational documentation relating to strategic goals,
projects, policies, procedures and other important details. Once the initial organizational
documentation was thoroughly collected, coded, and reviewed, the researcher spent time
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observing employees conducting their daily job tasks. Observations continued until the
data reached a saturation point and it was apparent that nothing would be gained with
continued observations. A total of 28 hours was spent in observation, extending from
March 5th through March 20th, 2014. For details on the observation schedule, see
Appendix I. During the observations, the researcher focused attention on indications of
information security requirements interfering with the completion of user job tasks. Field
notes were taken by the researcher while at the organizational locations.
The online semi-structured interviews began soon after the observations started.
Users were sent invitations via an initial introductory e-mail (Appendix C), which
contained an attached consent form for signing and a copy of the research questions. The
consent form included information on the research goals and the required IRB
information. Providing a copy of the open ended interview questions allowed individuals
to think about their answers before going online to respond.
Once the researcher received the signed consent form, a second e-mail (Appendix
D) was sent with a pseudo-name, and a link to the web site for the online interview. The
pseudo-name was used for identification during the online interview. The tool used for
the online interview was Survey Monkey (SurveyMonkey at http://surveymonkey.com ).
Toward the end of the online interview questions, participants received an
explanation for the possible need of more in-depth information. Participants were asked
to indicate their preferred mode of communication if a follow-up interview is indicated.
The participants selected the communication mode and included contact information. The
contact information allowed the researcher to contact the participant to schedule a followup interview using their preferred mode of communication.
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Participants were allowed to choose between three modes of communication with
the interviewer: face-to-face, telephone or the use of online, encrypted, secure chat
software called X-IM (http://www.x-im.net/). In each mode of communication, the
researcher worked to maintain participant anonymity. Participants were provided the
choice of communication mode in order to ensure they feel free to discuss this sensitive
information security non-compliance issue. It is important the participants feel at ease
when providing this information.
Prior to the follow up interviews, the researcher reviewed the online interview
responses and created questions based on those answers. During the follow up interview a
review of the research was provided to the participant, as well as a review of the
protections of the IRB. After the initial questions were asked, the researcher then allowed
the participant to describe any specific situations they were aware of that fit the research.
The researcher took notes as the participants provided their required feedback. For details
on the follow up interview schedule, see Appendix I.
There were a total of 23 participants who returned the consent form out of a total
of 35 contacts. Two of the participants who completed the consent form never completed
the online interview and failed to respond to further communication requests. One of the
two participants requested that we meet face-to-face rather than fill out the online
interview form, which the researcher was willing to do. A sample size was not predetermined, rather the data was used to determine if further requests for participation was
required. The researcher would determine this when it became evident that additional
data would not likely return significant new insights into the study. After reviewing
responses from the 23 participants, the researcher began to see a significant number of
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repeated patterns of the same responses, indicating a saturation point. Counting the
previously mentioned face-to-face participants, there was a total of seven follow up faceto-face interviews and five follow up telephone interviews. The face-to-face interviews
ranged anywhere from 15 to 45 minutes. The telephone interviews ranged from 15 to 25
minutes. Once the follow up interviews failed to present new insights, the researcher
determined that the saturation point had been reached and the researcher ceased to
request additional follow up interviews. There were two participants who indicated they
were IT Executives. Over all, six participants indicated they had a management position
and 15 indicated non-management. The positions of the participants broke down as
follows:


Six Director/Managers (IT, Policy, Research, etc.)



Six Research Assistants



Four Data Analysts



One technical writer



One communications specialist



One policy coordinator



One human relations coordinator



One Administrative Assistant

3.3.3 Data Analysis
The use of theoretical propositions is a preferred strategy for the analysis of
positivist case study data (Yin, 2003). Additionally, it adds external validity to case study
research. . The data was analyzed using a priori coding (Structure, Technology, Task, and
People), pattern matching or explanation building. A priori coding uses a theory to
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establish categories for organizing the data and as the coding is applied, revisions are
made if necessary (Stemler, 2001). Yin (2003) explains that pattern matching logic
“compares an empirically based pattern with a predicted one (or several alternative
predictions).” Pattern matching is used to help address issues with construct validity
(Tellis, 1997; Yin, 2003). With pattern matching, the data collected was compared to the
constructs within the Leavitt Diamond Model (Leavitt, 1965). Explanation building is an
analysis technique typically used with explanatory case studies (Yin, 2003). The goal is
to build an explanation about the case using the analyzed data. Additionally, the analysis
considered statements from users that indicate the choice to circumvent information
security controls was based on something other than a construct within the Leavitt
Diamond Model (Leavitt, 1965). This practice will help to address internal validity in that
the researcher was inferring explanations as to what caused the choice to circumvent
information security controls and could easily overlook a cause outside of the theory
constructs. To consider all possible explanations, including rival explanations helps to
avoid being accused of “stacking the deck” in favor of the presented theory.
Additionally, external validity is improved in that the theory used in this study was tested
further. This testing provided for opportunity to improve or modify the original theory
(Yin, 2003; 2012).
All interviews, field notes, organizational documents, and observations were
stored within a qualitative data analysis tool immediately after collection. This ensured
the information remained fresh in the researchers mind and minimized mistakes caused
by inadequate recall. Participant names were assigned to numbered pseudonyms and
stored in a pseudonym assignment document. The document was kept in a separate,
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secure location by the researcher. This document provides access to the participant at a
later date if clarification during response review is required. The pseudonym assignment
document will be destroyed upon completion of the dissertation and the pseudonym
names will be used in the final report, rather than the participant’s legal name. This
process will assist in keeping the participant’s identity anonymous. Any reference to the
organization’s name during the data collection process will be removed from the data and
substituted with the term Health Care Services (HCS). This will allow the anonymity of
the organization to be maintained.
The coding of the data began as the data was collected and stored. ATLAS.ti
Qualitative Data Analysis software assisted with the data storage and analysis. The
software has the ability to transcribe data, provide organization, allow code creation and
manipulation, and provide output needed for reporting. Each organizational document,
online interview, interview follow up, and observation was uploaded into ATLAS.ti.
Each document was reviewed, coded, re-coded if needed, and analyzed. This process
slowly refined the codes and organized the data in a manner that allowed for the data
analysis to be conducted.
The analysis was conducted at two levels. Friese (2012) described the initial
analysis of qualitative data as the descriptive level. It involves the process of coding, or
categorizing the data. The coding process began with a priori set of codes with sub-codes
that were established by the researcher’s observations and research propositions. This set
of priori codes included the high level research themes of: Structure, People,
Technology, and Tasks. Subcategories were added as the coding process continued to
develop. For this research project, structural coding was initially used. This coding
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method is often used to initially categorize (and code) the research data (Saldana, 2013).
These categories (codes) for the presented research project were created through the
analysis and interpretation of the data. The coding continued to change and develop as
the researcher became more familiar with the data. Using the ATLAS.ti software, the
code book was created within the “Code Manager” feature (Friese, 2012). A copy of the
code book can be found in Appendix G. The researcher used the code book to review
codes and determine how to further develop the codes for analysis. Additionally, a
detailed description was created for each of the codes, which ensured the understanding
of the code’s purpose remained constant. This description assisted with the code
development process, as well as the memo writing process. New concepts were
considered for the code book, and were either added as a new code to an existing theme,
moved within one of the initial themes, or deleted. The data continued to be reviewed and
emergent codes were created as the process continued.
The second level is the conceptual level. Memo writing provided a method for the
researcher to reflect on the codes and themes that were defined during the descriptive
level of analysis. The majority of the memo writing process was implemented after the
coding process was completed (Saldana, 2013). However, if the researcher discovered an
important consideration during the descriptive analysis phase, a memo was created for
further analysis at a later time.
The researcher used the ATLAS.ti quotation manager, code manager, memo
manager, query tool, and network views to analyze the data. This was true for all data
types, whether secondary data sources or other source material, such as online or follow
up interviews. The analysis was conducted to determine if the application of the
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theoretical framework would explain the findings within the data. However, not all data
fit into the model, therefore other theoretical considerations were considered. The query
tool provided various views of data co-occurrences. This allowed the researcher to look
for patterns in the data. The use of a network tool allowed the researcher to record
relationships that had been developed between the data. Additionally, the data analysis
tool created auto-generated network views, such as a network view of a code and its
associated quotations. This automation assisted with further analysis. After considerable
review, the conclusions were documented and presented in this report.
3.3.4 Evaluative Criteria
Lee (1989) posits that the use of positivist case study research for the study of
information systems is a feasible goal. Additionally, the researcher explained the
scientific method for a management information system is not only feasible, but can
provide adequate rigor. The natural science model can be applied to the use of a single
positivist case study. This natural science model would include (Lee, 1989):


The deductive testing of theories where the theory must be:
o falsifiable;
o logically consistent;
o more predictive than other theories;
o And not falsified by the tests it experiences.

Meyrick (2006) presented insights into determining the quality and rigor of qualitative
research. There are two areas to consider: transparency (referring to full disclosure of the
research processes) and systematicity (using identified data collection and analysis
processes, which includes adequate justification if there are any deviations from these
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established processes). This research provided transparency of the research process and
identified the data collection and analysis processes.
The framework presented by Meyrick (2006) can be used as a guide for
establishing a judgment about the rigor of a qualitative case study. The framework is
broken down into stages that help the researcher establish rigor at each level of the
qualitative research. Below is a discussion on the stages involved.
The first stage of the framework addresses the epistemological and theoretical
stance of the researcher. A well written qualitative research paper will provide the
epistemological and theoretical stance of the researcher. Additionally, according to
Meyrick (2006), the researcher should provide sufficient explanations that would help
identify any potential bias caused by their relation to the material under investigation.
This is important because a researcher may focus on a subject area that parallels with his
or her own experiences. This narrow view could influence the researcher’s findings,
causing the research to fail to consider other explanations. Previous discussion has
identified the theoretical stance of the researcher, which falls under the positivist view.
The researcher has indicated that a positivist case study will be the method for the
presented research. In regard to potential bias, the researcher for this study is currently
employed as an information security officer. Therefore, the researcher will have to be
careful to consider all possible explanations when conducting the analysis.
The second stage of the Meyrick (2006) framework addresses the methods used to
conduct the study. Quality in addressing the method of the research study should include
the clearly stated goals and objectives of the study. The research question(s) should be
easily understood which then can allow for outside judgment regarding the chosen
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research method. The researcher provided clearly stated goals and objectives of the
research in the first chapter. Additionally, the third (and current) chapter provides clearly
stated propositions that are easily understood and offers a mode for a decision regarding
the research method.
Sampling is the third stage of the Meyrick (2006) framework. This stage should
ensure there are sufficient sampling details. The rationale and theory behind the sampling
details are important for establishing a quality research study. Statements regarding the
use of groups, information on the groups and how representative the group is for the
research, should also be included. The researcher provided a description of the research
sampling that plainly explained the process used to select research participants. A
snowball method was used to add potential participants to the study. The leadership
provided the initial contacts and then each participant provided names of individuals they
thought would be a good candidate for the study. The third chapter provided details on
the final number of participants in the study, the number of participants who were invited
to participate and the indication that a saturation point had been met.
The fourth stage of the Meyrick (2006) framework addresses the data collection.
Details for data collection should include the description of the content of the data, how
the data was collected and why any changes were made to the processes used.
Transparency with this stage can allow other researches to make judgments on the
decisions made during the course of the data collection activities. This is important
because the quality of the entire research study can be affected by the decisions that occur
during this stage. Once again, the current chapter of the dissertation provides a clear
description of the content of the data. The interview questions are provided for analysis,
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which can provide an indication to the nature of the data that was collect. The methods
used for collecting the data included multiple avenues. These avenues include:
organizational documentation, observations, online interviews and face-to-face
interviews. The data was stored in a database that was within the ATLAS.ti application.
The fifth stage of the framework is analysis. Details about the analysis of the data
are imperative. A quality research study should ensure the route from data to conclusion
should be clearly stated. There should be enough detail to ensure other readers can judge
if the researcher was “fair”, “reasonable” or “regular” with the process. Additionally, the
study should ensure that all cases are reported, even if the conclusions do not support the
research propositions. Including contradictory patterns in the data can strengthen theory
building (Meyrick, 2006). Internal validity can be improved by ensuring details are
provided on how the conclusions were drawn from the data, the interview techniques
used and information on how the researcher, participant or situation could influence the
process. Additionally, using coding techniques that ensure the researcher is not biased
during the data analysis is essential. The use of electronic analysis or a separate,
independent review of the coding can assist with this concern. This research provided
details to the readers on the data analysis phase in the third chapter. The fourth chapter
provides additional details and includes evidence in the data that indicates contradictory
patterns. Additionally, chapter four provides details for each research triad and how the
data indicated a fit or non-fit with the research theory. Coding was used and the
ATLAS.ti electronic analysis software was used to assist in the data analysis.
The final stage of the Meyrick (2006) framework is the results and conclusions
stage. In this stage, a presentation on exactly how the data shaped the conclusions should
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clearly establish the link between the data and the conclusions. The researcher should
provide enough detail to allow the reader to make judgments about how well these
findings could be applied to other groups. The fourth and fifth chapters of the research
provide details on the link between the data and the conclusion. The triads from Leavitt
Diamond Model (1965) provided the method for linking the data to the conclusions.
3.4 Summary
Current literature on macroergonomics, the Leavitt Diamond Model (Leavitt,
1965), and information security forms a basis for researching factors that can affect users
circumventing information security controls to complete job tasks. Issues related to
choosing to complete a job task over following information security controls may not
always lie with the user. Researchers should consider socio-technical aspects that cause
the situation to exist and work to find the best solutions that will mitigate the information
security risk.
This study provides insight into why users non-maliciously choose to circumvent
information security controls during the course of completing their daily tasks. The
responses of the participants exposed causes of information security user behavior that
indicates something other than a user related factor, such as values or efficacy. Having
established these outside influences as a possible cause of information security risk,
further research could be established to better define those individual influences on user
information security behavior. An understanding of this phenomenon will assist
organizational leaders in making improved decisions that will lead to quality
organizational work, which also results in a safe, secure environment for sensitive data.
The resulting analysis will provide more options for risk management. Organizational
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leaders can be made aware of organizational information security design concerns,
whether it is related to policies and procedures, manager attitudes, assigned tasks or the
usability of the technology.
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Chapter 4
Understanding work system factors for user non-compliance

4.1 Introduction
This chapter examines the case study through the lens of the Levitt Diamond
theoretical model (Leavitt, 1965). The chapter is divided into sub-sections. The first
section provides details regarding the organization under study. The next section explains
the analysis results through the use of the theoretical model. Following that section is a
conclusion.
4.2 The Organization
Case studies are indicated when research questions ask “how” and “why”
questions (Yin, 2003). The presented research considers why users choose to circumvent
information security controls when attempting to complete job tasks. Stake (1995) stated
a case study environment provides the opportunity for gaining insight into situations and
phenomena. Additionally, Darke et al. (1998) indicated that the case study is an excellent
choice for understanding the organizational context of interactions that are involved with
information technologies. A positivist case study allows the researcher to examine the
relationships within phenomena using a structured instrumentation, allowing for the
testing of a theory (Orlikowska and Baroudi, 1991). This research is about users placed in
situations where they have to choose between completing job tasks or remain compliant
to information security controls. The situational aspect and the technology aspect are
present in this study. Additionally, the theoretical instrument is provided, indicating that a
positivist case study is a suitable choice.
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The initial choice for a case study research organization was a health care
organization that specializes in dialysis. However, after continued requests from the
leadership of this organization resulted in no response, the researcher began to inquire
about other feasible opportunities. Two organizations were considered after the lack of
response from the dialysis organization. The first organization was a government agency
that, after further investigation, was found to require limited sensitive information for
daily job task completion. The second was a health care organization specializing in
health care research. This indicated a need for very effective information security
controls. Additionally, due to the nature of the organizational goals of this organization,
the employees should be trained on both current research practices and the requirements
for maintaining the security of health care data, such as the Health Insurance Portability
and Accountability Act (HIPAA). It was decided that the second organization would be a
better fit for the research project.
Health Care Services (HCS) is an independent health policy center created to
dedicate time and resources to improving personal health1. This organization is located in
the south central part of the United States. HCS was formed about 16 years ago to assist
with research into the health status of local residents. The research provided by HCS is a
mechanism for improving local resident’s health through research, public advocacy, and
collaboration. Many published research articles from this organization have gained
significant recognition. HCS is highly regarded and has worked to maintain the trust of
its partners and the trust of the local residents. The fundamental principles that guide the

1

HCS is a pseudo name for the research organization. Due to the sensitive nature of the research, the
leadership of the organization requested the organizational name remain anonymous.
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organization’s decisions are trust, innovation, initiation, and commitment. The
employees of HCS work to ensure various stakeholders across diverse organizations
come together to accomplish a common goal. The financial support of the organization is
provided by five corporate sponsors, as well as any grants or contracts the organization
can obtain. HCS’ strategic direction and policy guidance is provided by a governing
board composed of chief administrators from each of the sponsoring organizations. The
organization has a Health Policy Board, which consists of 21 members from across a
geographical area. These members bring diverse perspectives and interests to the
guidance of the HCS organization. The Health Policy Board is charged with identifying
and establishing the strategic priorities of HCS. The board provides direction and
guidance, and determines HCS’ involvement on policy issues. In addition, the board
serves as a forum for the exchange of health policy ideas.
An administrative committee, composed of five members, conducts performance
reviews, provides oversight of HCS’s financial performance, and approves the annual
budget. In addition, the committee establishes the compensation for the HCS Director.
There are six employees on the HCS leadership team, including the director, and 26
employees on staff. Including committees and boards, this organizational structure has a
total of 58 on staff. The leadership of HCS is composed of the following positions:


HCS Director



Chief Operations Officer



Director of Government Relations



Director of Health Data



Director of Health Policy
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Director of Organizational Mission

However, HCS is under the umbrella of a much larger health research facility with over
10,000 employees on staff. For specific purposes, such as information technology
assistance, some of the staff at the larger organization provides services to HCS when
needed. The policies and procedures that apply to the umbrella organization also apply to
HCS. Additionally, HCS has created policies and procedures that are specific to their
own unique environment. All employees are therefore required to know, understand and
follow the policies and procedures of both organizations. Figure 5 represents the
organizational structure of HCS.

Figure 5: Organizational Structure of HCS

Due to the mission of HCS, one of its main activities includes the gathering,
analyzing, and reporting of health information. Most of the employees work with very
sensitive personal health information on a daily basis. The organization is very sensitive
to the concept of data breach risks and several employees have stated that the
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organization would cease to exist should a breach occur. Additionally, most employees
define their roles based on whether or not they have a need to access the sensitive data.
This is evident in some of the responses in the research data when asked about how the
participant feels about the policies and procedures for protecting data. Two participants
stated the following:
A research assistant said, “Again, I generally do not handle sensitive information.
The strict access to the data room and server, which I have never entered or used,
shows that HCS protects its data.”
A communications specialist said, “I have not experienced any negative or
positive influences (of information security policies and procedures). I do not
have access to the data drive and have no need for access.”
Employee participants who access the sensitive data include data analysts, research
assistants, and director level employees. Additionally, outside researchers can obtain
special permission to access the anonymised data that pertains to their research interests.
This data is stored on a separate server and the outside researcher is only allowed access
to a specially made folder for their specific research. Employee participants who do not
access sensitive data include administrative assistants, human resource employees, and
technology support personnel.
All new employees who will be conducting any kind of research or reporting on
the research findings are required to have training for both HIPAA and Collaborative
Institutional Training Initiative (CITI). All current employees must ensure they obtain
yearly continuing education on both HIPAA and CITI. The larger umbrella organization
provides the required training for the employees of HCS.
Because of the sensitive nature of a large portion of the data that HCS manages, a
separate, closed, data center was created. This data center is not directly connected to any
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other network. There are three workstations located inside of a locked room used for data
analysis. The employees call this the “data room”. There is one workstation located
inside of the data room that allows a researcher to upload anonymised data to a secure
folder on the shared network drive, through the use of a thumb drive. The folder on the
shared network drive also has sub-folders with limited access. Access to any of the
folders is provided based on the employees need to work on a research project. The data
on the server in the data room is received from various organizations via multiple
methods. Some organizations use a secure file transfer protocol (SFTP) site to allow a
down load of their sensitive data. Still others send encrypted (and password protected)
CDs or thumb drives to the organization. A diagram of both the data room data transfer
process and the data room network are found in Appendix E and F, respectively.
The research organization was a good fit for this study in that it has a high level of
expected information security compliance. The organization relies on the data from
various other organizations to provide its services and a breach of that data could mean a
loss of trust and a permanent loss of access to the data. This could be devastating to the
HCS organization.
4.3 Examining the Diamond Model
One interesting piece of data at the basic code level became very evident. The
participants made more comments that fit into the “Information Security interferes with
task completion or increases work load” category than in the “Information Security does
not interfere with task completion” category. See Table 2.
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Table 2: User comment totals on information security task interference

Category relating to information security interference with job tasks
Information Security Interferes with task completion or increases work load

Number of
comments
61

Information security does not interfere with task completion.
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This could possibly indicate a result that is significantly higher than the 34% results
found by Post and Kagan (2007). Of course, these are total comments and not individual
responses, so one person may have made a similar statement several times. However, this
finding is still an indication that the users of information systems struggle with
information security controls and the problem is of sufficient size to validate further
study. On the other hand, one must also consider the reality that the users were very
aware of the researcher’s goals and this may bias their comments in order to provide what
they perceived as the “correct answer”. This user perception could have thereby skewed
the results. Further responses from participants provide additional insight into this
question, as well. Additionally, the experiences of the researcher with information
security control problems may bias the researcher’s perspective.
Because this is a positivist view on a case study, the research focused on using
theory to predict phenomena. According to the Leavitt Diamond Model, a change to any
of the four constructs of the model will have an effect on the other constructs (Leavitt,
1965): Structure, Technology, Task, and People. Often, changes made to increase
information security do not consider the effects made on the rest of the work system. This
failure to review and analyze the changes that will occur has the potential to place users
in situations where they feel the need to be non-compliant. Bostrom & Heinen (1977)
used the Leavitt Diamond Model to examine management information systems
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implementation. Their study found that the design and implementation should take the
socio-technical view because user behavior can be affected. Leavitt (1965) stated that in
most cases, purposeful change occurs to a work system to effect change to the task
construct. The goal is to increase the results provided by the task and thereby make the
job task “easier” for the employee and the results of the task more efficient. However,
with changes made to a system to improve information security, the effect on the other
three constructs is often not considered. This is especially concerning since the impact on
the other three constructs is often a negative effect.
For the purpose of this study, the Levitt Diamond Model was divided into three
focused views, each representing a triad relationship between two non-human constructs
and the third representing the human element, the behavior. A fourth view was focused
on the relationship between the three non-human constructs: Structure-Technology-Task.
Information technology executives were asked to comment on this view due to the
extensive knowledge they would have with these relationships. This research study
probed not only into current situations and contexts presented by users, but also into their
past information security situations. In some cases, participants provided insight into
changes that were made to the security processes and controls and they provided insight
into how this affected their behavior and jobs. Each of the constructs within the model
must be in harmony to ensure a work system is efficient, effective, and to ensure positive
user behavior (Bostrom & Heinen, 1977; Leavitt, 1965). This study posits that the model
holds true for the information security system. This research study examined the
relationship between each of these constructs through the eyes of the organization’s
employees.
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Five information security areas were continuously mentioned by the participants.
The researcher chose to use these security areas as models in the report. These five
information security areas include: the research data room, the shared network data
folder, the new employee process, password management, and the workstation screen
lock requirement. The following sub-subsections will discuss the analysis of each of the
Leavitt Diamond Model focused views and provide insights using one or more of the
information security areas. The number of comments for each security area is provided in
Table 3 below:
Table 3: Security Areas repeatedly mentioned by research participants.

Security Area
Data Room

New employee process
Password Management (sharing, logging in for someone else,
etc.)
Shared Data Folder
Workstation Screen Lock

Number of comments
31

8
24
13
23

4.4 Relationship: Structure-Technology-People
The first relationship examined was between the structure and technology
constructs. The analysis examined how this relationship affected the people construct
through the examination of information system (IS) security behaviors. See Figure 6
below:
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Figure 6: The Structure – Technology – People (Behavior) relationship

For the purpose of this study, the researcher broke the model down further into
three basic behavior views: Compliance with no affect on user tasks; Compliance with an
effect on user tasks; and Non-compliance. These views helped to determine when
specific situations and behaviors provided evidence of model fit. Figure 7 below provides
a graphical picture of this breakdown:

Figure 7: User Information Security Behavior (People Construct)

The research data contained all three user behaviors. However, that does not mean
that all Levitt Diamond Construct triad models have cases of every behavior. If an
illustration could fit in more than one triad model, the researcher only presented it once.
The Leavitt Diamond Model’s (1965) constructs are very interrelated and situations can
often be viewed from different perspectives of the model.
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4.4.1 Behavior: Compliant with no affect on task
The first behavior for this triad model is the “Compliant with no affect to task”
behavior. This behavior could be applied to all of the Levitt Diamond triad models. If
participants indicate that structure (policies, procedures, leadership, etc.) works well with
technology or task, then behavior will not be impacted. If the constructs work well
together, the user would have no reason or need to circumvent information security
controls, based on the work system design. However, there may be other reasons that a
user might choose to circumvent information security controls, but these would most
likely be deviant behavior, rather than misbehavior.
Many of the “Compliant with no affect to task” responses came from those who
do not access the data room, or any sensitive data. The restrictions they experience are far
less than those who do have that access. The user’s who indicated they complied with
security controls, but a task was affected, commented that they understood the need for
security and it was just something they had to accept. Naturally, those who provided
illustrations of noncompliance had comments about better ways of implementing the
security controls or designing information security related processes.
Following the Leavitt Diamond Model (Leavitt, 1965), a harmonious relationship
between structure, technology and people would be evident if there were no problems or
issues occurring. To have a finding that indicated a considerable number of users felt
there were no problems with the structure of the organization and that information
security technology supported the structure would be considered a good start to an
efficient and effective information security system. Then, to also find there was
compliance to information security controls with no effect on job tasks would indicate a
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very effective and efficient information security design. Given that this organization is
considered to be information security aware and that its very existence relies on the
employees ensuring that sensitive date remain secure, one would expect employees to be
information security compliant. When asked about the relationship between the
organizational policies and procedures (structure) and the organizational technology a
significant number of participant’s comments (21) indicated that this harmony existed.
One participant, an IT manager, stated,
“HCS’ policies and procedures are fully supported by its information security
technology”
A senior research analyst indicated the same perspective,
“I feel that the organizations leadership is very committed to providing the tools
necessary for an efficient and well run work place (from an information security
standpoint).”
Some of the participants not only indicated the policies and procedures (structure) were
well supported by the technology, but went further to state that the information security
had no significant affect on their job tasks. This would mean that a user would not have a
reason to choose to be non-compliant with information security controls.
One data analyst stated, “I feel our organization has adequate procedures for
protecting data and none significantly hinder the completion of any of my job
tasks.”
A communications specialist stated, “I have not experienced any negative or
positive influences (caused by the technology that supports the organization’s
policies and procedures). I do not have access to the data drive and have no need
to access.”
A research assistant said, “I have no problems completing my tasks with the
existing procedures.”
Another research assistant stated, “I have never had an issue following
information security protocols whiles accomplishing expectations.”
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As explained earlier, the data room is a locked, secure room with three
workstations. These workstations are connected to a network of servers used to house the
very sensitive research data. Employees conducting research are provided a key fob to
enter the room and if an employee is not involved with the research directly, they are not
allowed to enter the room, which means they are also not allowed to access the data
server. This data room is isolated from the rest of the organization. There is one entry
door and the door has a glass pane to allow management to view into the room and see
who is currently occupying the room. Diagrams of the data room network and the data
transfer process for taking data from the data room to the shared network drive can be
found in Appendix E and F.
4.4.2 Behavior: Compliant with an effect on user tasks
The next security behavior to consider is “Compliant with an effect on user
tasks.” Several users provided responses over concerns about the sensitive data access.
Still others provided details about their inability to complete tasks because of the data
security constraints. Other problems with data access were evident during observation, as
well, Table 4 provides more detail on the number comments regarding data control
problems.
Table 4: Number of comments regarding access control issues

Information Security Issue

Number of Comments

Application Access Issues
File Access Issues

14
30

During observation, the researcher overheard a data analyst tell an organizational
leader that they could not access needed data. The leader’s response was, “I can’t help
you.” This response is not a reflection on the leader; this is a reflection on the relationship
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between structure (where the leader’s authority resides) and the technology, which would
not allow the analyst to access necessary data. Structure includes not only the
organizational policies and procedures, but any designed system of the organization, such
as a communication system, systems of authority, work flow, etc (Leavitt, 1965). If there
is a disharmony between any of the theoretical constructs, then problems arise that can be
analyzed and corrected to improve the information security behavior of users (Bostrom &
Heinen, 1977). It appeared that the participant who could not access the needed data had
no choice but to remain compliant.
During a face-to-face follow up meeting, one research assistant indicated that the
data room had not always existed. The research assistant said the sensitive data was
housed on the shared network drive at one time. The change occurred when a security
audit from the larger, umbrella organization required the research organization to
establish the isolated data room design. This change caused a change in how all of the
employees who access the data completed their job tasks. The research assistant said,
“This change made things slower and more complex, but was a necessary move.” The
research assistant realized that the change would affect his or her job task, but accepted
the fact that it was necessary. Additionally, a director explained the resulting situation
caused by the new data room implementation,
“Because most of the data manipulation for the analytical data warehouse occurs
in the secure data room that allows no outside access, code and documentation
management is difficult to manage. I have to be in the data room to make that
happen and I cannot do that enough to be effective.”
This situation is a very good illustration of a change made to technology to ensure
information security requirements (structure) are met. This change occurred even though
it created a more complex and time consuming situation for those who use the data. The
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relationship between the structure and the technology constructs were impacted in an
attempt to tighten information security measures, but there were potential information
security behavior changes that occurred to the people construct (not to mention the task
constructs). This situation fits well into the Leavitt Diamond Model theory (Leavitt,
1965), which indicates that a change made to any one of the constructs will have an effect
on the other three. To ensure the user behavior remained information security compliant,
the organizational leaders should review the impact the changes made to the technology
construct had on the rest of the constructs in the Leavitt Diamond Model (Leavitt, 1965).
Without conducting a thorough check on all of the potential construct impacts, the
information security system is at risk.
4.4.3 Behavior: Noncompliance of security controls
The last behavior to review under this Leavitt Diamond triad view (StructureTechnology-People) is “non-compliance” of information security controls. To begin the
discussion, an illustration was chosen of a leader’s concern for non-compliance, but there
was no evidence of such. As stated earlier, no one is allowed into the data room unless
pre-approved to be there. However, HCS has recently accepted a new project. This
project will require additional people (employees and contractors) to have access to the
data room. One of the directors indicated to the researcher there was concern over how to
ensure any and all visitors to the data room are managed properly. An administrative
assistant told the researcher that a meeting was going to be held to discuss the possible
solutions to ensure a valid and reliable audit trail could be established. There currently is
no technology at the research organization available to address the issue of having a need
for visitors in the data room. There is no way to know if someone with current data room
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access has allowed others into the room or not. After putting some thought into the issue,
a model of how to adjust the Leavitt Diamond Model triad can be made here. A camera
with timestamps could be placed at the door for monitoring purposes. This would not
only help mitigate the non-compliance of the policy regarding data room access, but
would also help with the audit trail. The technology (the camera) would assist with
meeting the requirements of the policies (structure) and would have a “compliant” affect
on the users of the system without having a significant effect on job task completion.
Additionally, this process should have minimal affect on user information security
behavior.
Another incident of information security noncompliance can be shown with a
request from an organizational leader. The leader was attempting to run an application on
one of the data room servers, but was not able to make the application work. There
happened to be another employee in the data room, so the leader asked if the employee
would log into the workstation to see if the application would run with a different login
account. The test was successful, and the leader continued to finish the work using the
other employee’s login. Both HCS and the umbrella organization have policies that
address the use of other employee logins, which would fit into the structure construct.
The fact that the technology did not work as expected was the cause of the disharmony in
the Leavitt Diamond Model (Bostrom & Heinen, 1977; Leavitt, 1965). This disharmony
caused a user to choose a solution that allowed the job task to be completed in a timely
manner. Should the technology have worked as expected, the user would not have had the
need to request assistance from another employee. Another level of the structure
construct was also present in this situation. Leadership pressures, framing, and
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expectations are all part of the structure construct of the Leavitt Diamond Model (1965).
Another theory to consider in this situation is the Kluge et al. (2010) study. Their study
found that framing employee expectations can lead to employee’s willingness to choose
to be non-compliant with organizational rules. This framing theory is an alternative to
the Leavitt Diamond Model as to why the employee was willing to let the leader use his
or her login account. However, it does not address the leader’s reason for asking the
employee to help, in the first place. The technology was not working as expected and
caused a disharmony between technology and structure. The user decided that the job
task needed to be completed and therefore asked another employee to help.
The creation of the secure data room affects those who do not use sensitive data,
as well. The can be placed in a position to have to choose between security compliance or
job task completion. The data analysts and researchers that work in the data room are
isolated. They are in a locked room with no e-mail access. The administrative person is
required to made sure the front door is monitored at all times. When a visitor stops by or
someone calls on the telephone and requests to speak with someone in the data room, the
administrative person must either leave his or her workstation, (which would break
policy) or indicate to the requesting person that they have to wait. There are times that the
person requesting to speak to a data room staff member is a person of authority, which
can have an effect on the decision the administrative person makes (Kluge et al., 2010).
The employees in the data room often wear headsets, so even if the administrative person
were to leave his or her desk and go to the door to knock, it is likely he or she would not
be heard. The administrative person indicated there is a phone in the data room, but the
employees who are in there seldom hear it because of the headsets. While this issue
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appears on the surface to be minor, it can have an effect on the physical security of the
organization. If the person at the front desk decided to go to the data room and try to gain
the attention of the users inside, this would leave the front door unmonitored. Anyone
could walk into the organization from outside and no one in the organization would be
aware they are there. The structure (policy and process) construct and the technology
construct (no tool available to gain the data room occupants attention) are in disharmony.
The administrative assistant was placed in a position to choose between not
accomplishing the task and remain compliant, or breaking a security policy.
Another incident of a noncompliance behavior is with the new hire process. The
new hire process for HCS is influenced by the larger umbrella organization. The process
requires the newly hired personnel to have both the CITI training and HIPAA training
before they are given a network account, meaning they cannot access the HCS network
until the training is complete. The problem is caused by the fact that the umbrella
organization, which provides the majority of the policies and procedures for HCS, only
offers HIPAA training one day every other week. If the newly hired person happens to
start work on an “off” week, he or she is unable to access any computer on the network.
This situation affects HCS’ ability to benefit from the hiring of a new person for a
considerable amount of time. To save time and to ensure that the new employee can
begin to assist HCS quickly, one HCS leader indicated that he or she had logged into a
computer and allowed a newly hired person to access the online CITI training. This
allowed the newly hire person to work on the CITI training while he or she waited on the
HIPAA training class to be available. The participant indicated that the umbrella
organization’s process of providing HIPAA training every other week was not in
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harmony with the needs of the department. The problem does not stop there. Once the
CITI training is completed and approval from the umbrella organization is requested, an
analyst shared that it took three to four weeks for the approval to be provided. By making
adjustments to either the structure or technology construct, the issue could be resolved.
With such long waits for access to the system, the umbrella organization could create a
guest network account that would have extremely limited access and allow the newly
hired person to access the workstation using their own account. This would be an
adjustment to the technology construct and would assist in mitigating the need for
noncompliance.
Other theories can help to account for this activity. Furnell and Clarke (2012)
discuss usability and acceptability with the overlap of the human aspect. The lack of
providing a way for the newly hired person to use the system affected the leader’s
decision to allow the new person to use their account. Since this is another management
situation where a newly hired person is not likely to say no to a supervisor for allowing
them to conduct their training activities, the framing and pressures of the person with
authority contributed to the noncompliance (Kluge et al., 2010). This situation indicates
an inharmonious relationship between organizational structure and technology. The
structure construct is involved because of the policy that limits access until training is
provided, the process that only provides the training on one day every other week, and
the process that takes two to three weeks for approval. The technology construct is
impacted in that the newly hired person was not provided access to the technology. To
ensure the risk of allowing another user to access someone else’ account would require a
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review of this relationship and make a change that would minimize the need for the
choice that was made.
4.5 Relationship: Structure-Task-People
The next Leavitt Diamond Model triad view is on Structure-Task-People. Once
again, the triad view analyzes the relationship between two non-human constructs and the
resulting affect on the human construct. Figure 8 provides a graphic picture of this
focused view:

Figure 8: The Structure-Task-People (Behavior) relationship

Coming from a different angle, this paragraph will look at the user behavior or
people construct first. It is important to state here that the researcher received a couple of
responses from potential participants that stated they had reviewed the research questions
and did not feel they could contribute to the research study since they did not have access
to the data room and therefore had no real need for information security. These reactions
to this research study are an indication of the employee’s view of “not a sensitive data
user”. They did not believe the information security had much of an influence on their
daily job tasks. This also meant that they had the view that the information security
policies and procedures did not necessarily impact them. Additionally, there were five
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comments in the research data that were related to statements that information security is
not applicable to the user’s position. One who is aware of information security would
realize that their login accounts, e-mail use, and any number of other information system
tools require information security controls. This reaction is an indication that those who
are not using the sensitive data may not believe they need to be as diligent in their
information security behaviors as the sensitive data room users are. However, it only
takes one incident to cause major concerns for the entire organization. Viruses and other
malware can be transferred from machine to machine and even machine to thumb drive to
machine, which is an indication that security is only as good as its weakest link. This is
an example of the people construct not being in harmony with the structure and task
constructs. The Leavitt Diamond Model (1965) triad fits here, but the behavior and
disharmony come from the same construct, the people construct.
The individuals in the people construct were not fully understanding information
security concepts and therefore were creating disharmony. However, one can also view
this through the use of another theory; Self-efficacy (Rhee, Kim, and Ryu, 2009). The
Rhee et al. (2009) study indicated that user’s need more than to just be aware of the
information security requirements and penalties, but they also need information security
programs that increase the user’s self-efficacy with information security. While the Rhee
et al. (2009) theory does address the knowledge and understanding of the employee, the
theory does not negate the impact that this lack of information security knowledge will
have on the other constructs. A user that does not fully understand their role in keeping
the organization’s information system secure is likely to misuse the technology
(technology), ignore policies and procedures (structure), or incorrectly complete an

95

information security task (task). The impact on the remaining Leavitt Diamond Model
constructs remains a potential risk unless the information security understanding is
increased.
This incident provides an opportunity for a discussion on a job task that was very
long and tedious because of information security requirements, yet the user chose to
remain compliant to information security controls. The analyst explained a process that
was established for a specific project. The process required extensive hours to ensure data
was secure. In a face-to-face interview, the analyst told the researcher that in order to
complete the task, the data had to be hashed and encrypted, then burned to a CD. The
analyst explained that this process can take a lot of time, and then the analyst stated that
the process was necessary in order to protect the data. The analyst said, “Even if you are
in a rush, you cannot take a short cut.” The analyst said there have been times that he or
she had to stay very late, even on holidays or when the weather was bad, to ensure the
task was completed on time. The encryption was required and there was a deadline to
meet, so there was no choice. To add to the complexity of the task, the data could not be
“un-hashed”. This means that very careful documentation must be kept when sending the
data out. The analyst said, “An archive is very important.” While there is every
indication that the data analyst chose to follow information security requirements, it is
also very evident that the time to do so was extreme. This situation indicates the structure
(data protection requirements) and the task (hash and encrypt large quantities of data)
were in disharmony. While completing this job task the analyst continues to do what is
expected, but his or her task has become very burdensome. Another employee in the
future could choose to take the short cut the analyst said could not be taken. This
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information security work area should be re-evaluated. Perhaps the adjustment could
happen in the fourth construct by adding a new technology, which could assist in making
an improvement in with this issue.
To further discuss the Structure-Task- People triad, the researcher was nearby a
group of three or four employees discussing the complexity and need for multiple key
strokes to lock the work station screen before leaving their desk. This appears to be a
security control that has the attention of most of the employees. There were comments
about this activity from every user type. The researcher determined that this conversation
would be of interest to the research. The discussion was about the time it takes to
complete the activity of locking the workstation screen. While it does not seem like much
time is needed to hit 3 keys (<CTRL> + <ALT> + <DEL>), then to hit one more
(<Enter>), it can be a little prohibitive if in a hurry. The need to ensure all three of the
correct keys are struck at the same time, and then to follow that by a second key stroke
can slow someone down for a few seconds. In one incident, an administrative assistant
said that he or she is required to answer a telephone that is not at his or her desk. The
telephone is in a separate office. This means that he or she must get up and leave the desk
when the telephone rings. Often, the workstation does not get locked because when the
telephone rings there is a fear that the few seconds it takes to hit all of the keys will cause
him or her to miss the call. This situation exists because of disharmony between structure
(Policy states that the user must lock the workstation when leaving the desk) and task
(which requires that the user answer a telephone that is not at his or her desk.). The
analysis of this situation could have several solutions, all of which would require an
adjustment to either the technology (provide a line to the user’s desk) or the task (show
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the user a shorter way to lock the workstation: using the Windows symbol + <L>). Other
solutions may also be considered, but this issue can easily be corrected, which would
minimize the risk caused by leaving a workstation vulnerable.
4.6 Relationship: Task-Technology-People
As presented in the previous two sections, a triad relationship of the Leavitt
Diamond Model will be analyzed (Leavitt, 1965). This triad view will encompass the
Task, Technology and People constructs. Figure 9 provides a graphical representation.

Figure 9: The Task-Technology-People (Behavior) relationship

This situation is one where the user remained compliant, but had to struggle with
trying to accomplish a task because of a disharmony between the technology and the task.
During an observation, one employee spoke to the researcher about security problems
they had experienced with the shared network drive. The employee explained that the
folders on the share network drive were limited to five initial folders only. The employee
indicated that there have been times that a document was needed to complete a task, but
the employee did not have access to the specific main folder in which the document was
stored. The employee then explained that he or she must go through the process for
obtaining permission to access the document (which can be quite time consuming and
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could be denied), or find someone who is willing to provide the document to him or her.
The employee explained an incident where one of the employees had saved a travel
requisition form to a folder he or she was assigned to. However, an administrative person
needed the form to finalize travel, but did not have access to the folder. There was a time
limit on getting the travel requisition completed and the person who created the travel
requisition was not at work. The administrative person had to try to find another way to
either create or obtain the travel requisition in order to have it validated in time. The issue
shows disharmony between technology (the security settings on the folder access) and
task. An employee with a legitimate need to access a form was not provided the access.
The person who saved the form in the folder was not available to provide the form to the
administrative person. Adjustments to the technology (to allow the administrator access)
or an adjustment to the fourth construct, structure, could be made that would change the
travel requisition process (where the forms are to be save on the server) so that this
situation does not occur. Adjustments made to the research model can help to minimize
the need for user behavior to be noncompliant.
The next research evidence provided for the relationship Task-Technology-People
triad falls under the category of “Noncompliant” behavior. One of the research
participants explained that there have been a couple of instances where a leader from the
research organization would call from a remote location and indicate that their e-mail
inbox was full. The full inbox caused the e-mail system to refuse to allow the leader to
send any e-mail. The leader was requesting the participant log onto the mail system using
the leader’s login and password and to rearrange the mail off of the e-mail server. The
participant obliged the leader and therefore allowed the leader to send messages. When
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asked what the participant thought caused this problem, the participant said that is was
partially a lack of planning on the leader’s part, but that time was also a factor. The
participant went on to explain that the umbrella organization had recently implemented a
web accessible location where old e-mail messages could be stored and archived. The
participant said that at first he or she did not like the idea of using this solution. However,
after storage limitations became an issue for the participant, the participant decided to use
the new system. After learning how to use this new online e-mail archive, the participant
said that the leader should use it as well. It would help the leader with the maximum email storage issue. The configuration could be set up to automatically save the older email to this location and the user can still access the mail from any location because of
the web access.
This is an incident where technology (the e-mail system) and task (the need to
keep the e-mail storage limits below a certain maximum) were in disharmony. The choice
to break a security control was made because the leader had a genuine need to send an email with a time constraint. The only solution the leader could think of was to ask a
trusted co-worker to move some of his or her e-mail off of the mail server. Had the
implementation of the online e-mail archive already been configured and made
operational for the leader, this request would not have happened. However, to consider
other theoretical possibilities, once again we can see the leadership requesting a security
control be circumvented. The theory regarding leadership’s framing of employee task
requirements can come into play (Kluge et al., 2010). However, as we saw with the data
room application issue, the leader’s request was stemming from a disharmony in the
Leavitt Diamond Model (1965).
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4.7 Relationship: Task-Technology-Structure
The last of the four triad relationships within the Leavitt Diamond Model (Leavitt,
1965) is the relationship between task, technology and structure. This relationship is
focused on how all of the non-human constructs are interrelated. See Figure 10.

Figure 10: The Task-Technology-Structure relationship

This triad view of the Leavitt Diamond Model (Leavitt, 1965) was used to
develop questions for IT executives. Two IT executives replied. Three questions were
posed. Both IT executives indicated that the information security technologies align well
with the organizational policies and procedures (Structure – Technology):
“Yes, I feel they align very well. Information security is a must in our organization to
protect the data we house.”
“Yes. Our business is centered around research and analysis. HCS’ entire work structure
is built to protect data for effective use.”
Both of the IT executives felt that the organization had ensured that the structure and the
technology of the organization were well aligned. This view is prevalent with the other
participants, as well. When asked if participants thought leadership would change
policies and procedures if the information security technology was affecting tasks, 19
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comments were received in this category, with only 3 comments indicated that the
leadership would not change the structure to technology relationship if tasks were
affected.
A research assistant stated, “I feel HCS and the umbrella organization has made it
easy for me to use my sign on for several applications. I have not had to send
sensitive information to another facility via e-mail. The umbrella organization
does offer anti-virus software for home use.”
Another research assistant said, “I would say that leadership, if something were
brought to their attention that would increase effectiveness and/or streamline
polices/procedures, they would implement it/them whole-heartedly just so long as
data integrity and overall organizational effectiveness isn’t detrimentally
impacted. Also, just so long as the proposed changes don’t have a large monetary
impact either. I would say that changes would be implemented very rapidly.”
While observing the organization, it became apparent that there was an exceptionally
high concern for the protection of data. Most of the observations, responses in interviews
and follow up interviews presented the view that, over all, the organization has developed
an effective information security program. However, no system is perfect and it is always
prudent to ensure any weak areas are addressed before an incident occurs.
The next question for the IT executives dealt with the relationship between job
task completion and information technology (Task – Technology):
“The greatest challenge I see is the need to access the PHI data when auditing and solving
issues. I can’t do this from my desk where the best documentation resides. This has to be
done in the data room. To move to the data room is disruptive.”
“The only interference I can think of would likely have to deal with remote connectivity
or users working off site and not using proper encryption protocol when accessing
sensitive data.”
It appears that the other research participants would agree that there are some
inharmonious areas within this relationship. The comments by participants that indicated
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additional information security technologies could help them complete their job tasks
occurred more often than those who indicated no additional information security
technology was needed, as demonstrated in Table 5:
Table 5: Comments on information security technology needs

Information security technology needs category

Number of responses

New information security technology is needed to help with job tasks.

26

No additional information security tools are needed to assist with job
tasks

16

This is an indication that further review of this relationship needs to be analyzed and the
leadership needs to determine what, if any, security technologies could actually improve
their job task completion. Continued disharmony indicates there is an information
security risk related to user behaviors.
The last part of the Leavitt Diamond Model triad is the relationship between job task
completion and the structure of the organization. The following executive level responses
were received:
“Protecting the data is priority. We have to accept the limitation and build processes to
work with it.”
“I believe policies and procedures are in place to help improve the ability for our
employees to complete their job tasks.”
When asked about the emphasis the leadership places on the security of the data (policies
and procedures) versus the workforce efficiency and effectiveness, the majority of the
participant’s comments indicated the organization emphasizes the security of the data
over work efficiency. Table 6 indicates that only six participant comments were made
that indicated security policies and procedures and job task completion were equally
emphasized. In comparison, twenty comments were made that indicated that security
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policies and procedures were valued over the completion of job tasks. There were no
comments to indicate that job tasks were more valued over following information
security policies and procedures. This fits well with the earlier comment regarding the
organization would cease to exist should a breach occur.
Table 6: Comments on information security emphasis

Information security technology needs category

Number of responses

Information security policies and procedures, and the workforce
efficiency and effectiveness are equally valued.
Information security policies and procedures are valued over workforce
efficiency and effectiveness.

6
20

Based on the majority of responses, it is quite obvious that the leadership has made it
clear that the protection of the sensitive data is the number one job of the employees in
the organization. However, this emphasis has also caused those who do not have access
to the sensitive data to take a view that they do not deal with information security. This
can become a weak link to the information security program.
The responses of the leadership indicated they were aware of the inharmonious
relationship between job tasks and the information security policies and procedures.
Both executives presented a perspective that this disharmony was something that should
be accepted and the employees should realize that security can cause “disruption” to their
completion of job tasks. There was no indication that alternate solutions were considered
that would minimize or completely eliminate the disharmony between job tasks and
security policies and procedures. Additionally, other participants indicated that a need
existed for new tools that might assist with job task completion. The repeated participant
comments of this nature indicate the IT leadership may not be aware of the issues users
are facing in their day to day work environment. The IT leadership’s perspective that
users should accept the limitation caused by information security is a risk to the

104

information security program. As presented earlier, disharmony between the constructs
can have an effect on user information security behavior. Perhaps leadership should be
required to obtain training on methods for evaluating information security disharmony
and methods for addressing situations of disharmony between the constructs. Leadership
awareness of disharmony’s effect on user information security behavior could help to
ensure periodic review of the relationships between the constructs. Further exploration
and development in this area could benefit many information security programs.
4.8 Validation of results
According to Lee (1989) and Yin (2009), the natural science model can be applied
to the use of a single, positivist case study. The deductive test of theories is a realistic
goal. The use of a theory provides external validity for a positivist case study (Yin, 2009).
This study presented a positivist case study, where the Leavitt Diamond Model (1965)
was the theory under question. The data was used to test the use of the theory in the study
of information security user behavior.
Meyrick (2006) explained that the transparency (full disclosure of the processes
used) and the systematicity (using identified data collection and analysis processes) are
two areas to consider when determining quality and rigor of the research. Dubé & Paré
(2003) also indicated that full details should be provided regarding data collection. The
researcher provided full details on the process used to collect, code, analyze and report
the finds of the study. The data collection process was fully discussed in order to ensure
the readers have a complete understanding of the full study implementation. Appendix H
provides information on how the interview data was analyzed or interpreted. Yin (2009)
and Dubé & Paré (2003) also indicate that multiple sources of data with the use of
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triangulation should be used for construct validity. The research provided three forms of
data for triangulation purposes: observations, secondary data from the research
organization and both online interviews and follow up interviews. These various data
points assisted with the understanding of the research organization and its activities. A
chain of evidence was used to ensure the reader could follow the researcher’s logic.
Pattern matching and explanation building of the data provided internal validity
(Yin, 2009). The researcher used pattern matching for data analysis and the evidence
provided by the participants for explanation building. Meyrick (2006) and Yin (2009)
said to present alternative theories to ensure internal validity. Several alternative theories
were discussed for some of the information security areas presented.
Last, the use of a case study protocol and a case study data base is an indication of
reliability in the research. This study provided both of these requirements, as is evident
through the documentation provided in the study report. However, the choice of a
specific type of organization that had a need for protecting sensitive information and a
need to ensure the employees are well versed in information security can indicate that the
results of the research may not be generalizable. Additional research will be required to
ensure the same results can be found in a different context.
4.9 Summary
By reviewing the situations presented in each of the above security areas, it is
quite clear that even though the focus was on the triad of the model, all four of the
constructs were still involved for each security area. For example, the first situation,
which discussed the implementation of the data room, was focused on the structure –
technology – people relationship, however if you examine how the structure of the
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organization required that the technology change, which then impacted user behavior
(some were complaining that it was “disruptive” or complex and time consuming), but
the tasks of the users were also impacted. It is very difficult to examine three of the
constructs without also realizing that the fourth is involved, as well. Leavitt (1965) stated,
“These four are highly interdependent, as indicated by the arrowheads, so that change in
any one usually results in compensatory (or retaliatory) change in the others.” See Figure
2 for an image of the model.
There were security situations that made a job task very difficult, yet the user
decided to remain complaint. This is an indication that the work system design was not
the deciding factor for him or her. This participant indicated that no matter how hard the
task became because of information security controls, the security of the data had to take
precedence. This strong devotion to ensuring that security remains foremost in the
participants mind may be the result of the fact that the participant worked with very
sensitive data daily and as such was very familiar with the consequences of a data breach.
A mistake caused by the participant’s actions could mean the organization no longer
exists and that reason alone is a very strong motivator for ensuring security of the data.
While the research theory was designed to fit industrial organizations, it is the
researcher’s view that the theory applies to the implementation of an information security
program, as well. This model can be used to help predict areas in the information
security program that may cause a negative behavior in the user.
When considering the many studies that examine factors that impact user
behaviors, such as self-efficacy; attitudes; perceived vulnerability; mistakes, etc. (See
Table 1), it is evident many do not negate the Leavitt Diamond Model. Instead they
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provide deeper insights into the people construct and how that construct’s characteristics
can impact the other three constructs, thereby impacting the information security
program. The Leavitt Diamond Model (Leavitt, 1965) should be used when management
is attempting to ensure that all four constructs of an information system program are
efficient and effective.
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Chapter 5
Discussion, conclusions, implications, recommendations and summary
5.1 Introduction
This research investigated the socio-technical factors that impact a user’s choice
to circumvent information security controls in the course of completing job tasks. The
study did not consider malevolent user actions, but rather attempted to understand nonmalevolent actions of an employee attempting to complete their assigned tasks. Previous
research provided insight into separate factors that impact this user choice, but seldom
does the research focus on the relationship between the aspects of a work system design
as having an impact on user security behavior. The presented positivist case study
research provided evidence that the design of a work system does have an impact on a
user’s choice to circumvent information security choices. However, an inharmonious
relationship between the work system constructs does not guarantee that a user will
circumvent information security controls. The user still has that choice. While the data
does indicate that the work system design can impact the user’s choice to circumvent
information security controls, the research evidence also indicated that in some case the
job task completion was impacted due to the user placing information security at the
forefront. User choices can be influenced but seldom, if ever, guaranteed.
The first section of this chapter will provide a discussion on the conclusions
drawn from the study and a presentation of the Synergistic Security Model. Following the
second section, conclusions, the study’s limitations will be presented. The fourth section
will be used to address any recommendations for further research and the last section will
be a summary of the application of the research results.
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5.2 Discussion
The objective of this research project was to investigate the impact of a work
system design on the information security compliance decisions of organizational users.
The result of this study was concluded by creating a model that can be implemented by
both information security researchers and professionals. This model can assist with
establishing a more effective and efficient organizational information security program
by mitigating work system designs that are not in harmony. When disharmony exists
between the constructs of a work system, users’ information security decisions are
impacted. The information security model that incorporates the design of a work system
is presented in the section below.
5.2.1 Synergistic Security Model
The Synergistic Security Model (Figure 11) was established based on the analysis
of the data from this research study. It was established by using the Leavitt Diamond
Model (1965) as the basis for this information security compliance study. Upon the
completion of the analysis of the data, the model was created by reviewing each of the
triad relationships presented previously.
The Bostrom and Heinen (1977) management information system study indicated
that when the Leavitt Diamond Model (1965) constructs are in harmony, then the work
system will experience efficiency, effectiveness and better user behaviors. When
considering the requirements for harmony between each of the research theory’s four
constructs, and the requirements for an effective and efficient design, another term comes
to mind. Webster’s Dictionary (Webster, 2014) defines synergy “a mutually
advantageous conjunction or compatibility of distinct business participants or elements
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(as resources or efforts).” Given this definition, the model presented below represents
synergistic security. If all of the basic constructs work together in harmony, then there is
an increased effectiveness with the information security program. Figure 11 presents the
Synergistic Security Model.

Figure 11: The Synergistic Security Model

The model in Figure 11 represents the full view of the previously examined sociotechnical relationships using the Leavitt Diamond Model (1965). Each triad analysis
assisted in the construction of the model, providing validation that the relationship
between the constructs can have an impact on users’ information security decisions. The
model was used to examine socio-technical factors that contribute to information security
user behaviors. The results of the research indicated the model can be used to determine
organizational factors that impact a user’s choice to circumvent information security
controls. However, the model is not all inclusive when attempting to understand
information security user behavior. The model only considers non-malicious behavior
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and only those behaviors related to the conflict between job task completion and
information security behavior.
The previously mentioned security areas in the case study that were found to be
impacted by the design of the work system, which is also the harmony within the
Synergistic Security Model included:






The Data Room Access
New employee processes
Password Management
Shared data folders on a network drive
Workstation Lockout Screen process

These security areas were found in the research data and provided the insight into the
harmony of the Synergistic Security Model’s constructs. These information security
concerns have been added to the model to represent the relationship found in the data.
Figure 12 provides this representation.

Figure 12: Research security areas within the Synergistic Security Model
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The Synergistic Security Model represents the design of an information security
program’s work system. The constructs within this work system must be in harmony to
minimize the risk of users choosing to circumvent information security controls in order
to complete their job tasks. For example, disharmony between the structure of an
organization and the technical tools may influence an organizational user to find an
information security work around. A simple, but very good representation of this
relationship was presented earlier. The policy of the organization was to set the
workstation lockout to one minute, but many of the users were required to read long
documents as part of their job task. Often the screen saver would start up during their
attempt to read the document, forcing them to log back onto the system. Many of the
employees chose to set the lockout time to a larger timeframe to make their job task
easier. This was a disharmony in the relationship between the structure, the technology
and the people constructs. This disharmony caused the users to choose to circumvent
information security controls, which in this case were the policies. The interesting thing
is that the correction would not necessarily be financially burdensome or labor intensive.
The disharmony simply requires further study to determine the best timeframe required
by the specific roles the employees played in the organization. Perhaps the policy could
be adjusted depending on the employee’s job description. Information security policies
and procedures should be designed in such a way that users have the technology and the
skills necessary to follow them. Additionally, user tasks should be in harmony with the
technology, where the technology supports the needs of the user and the expectations of
the information security policies and procedures. The Synergistic Security Model
contributes to the information security domain by assisting with the design and
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development of an information security program that can be more efficient and effective.
By considering user’s daily experiences and requirements within the work system, risks
for circumventing information security controls can be minimized. Organizational
managers can use the model to clarify organizational practices that need to be adjusted to
ensure information security controls are as effective as possible.
The general perception of the HCS employees was that the organization’s leaders
would listen to them if they were unable to conduct their job task due to information
security interference. Additionally, most employees stated that the organization was very
focused on information security concerns and they realized that a major breach could
mean that the organization would cease to exist. The employees were required to go
through yearly HIPAA and CITI training and therefore should be very much aware of the
requirements for protecting the patient and research participant related data.
Additionally, the majority of participants indicated that the leadership would be willing to
work with employees to improve effectiveness and efficiency if the information security
controls were causing problems with job task completion. One research assistant stated,
“I would say that leadership, if something were brought to their attention, would
increase effectiveness and streamline policies/procedures. They would implement it
whole-heartedly just so long as data integrity and overall organizational effectiveness
isn’t detrimentally impacted. Also, so long as the proposed changes don’t have a large
monetary impact either. I would say that changes would be implemented very rapidly.”
There were other employees who stated similar views regarding leadership’s willingness
to improve effectiveness and efficiency of information security controls. Another
research assistant explained in a face-to-face interview that the organizational leaders had
created a policy development team and many of the members came from different areas
of the organization. This team design allowed each area of the organization to have a
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voice in the impact that a new policy and resulting process would have on each area. The
research assistant felt that the policy development team was able to mitigate information
security interference with job tasks. The majority of participants perceve that leadership
works to ensure information security does not interfere with job tasks. However, evidence
was found in the data that indicated users found reasons to circumvent information
security controls. Additionally, the organizational leaders were often not aware of some
of the situations that caused the users to circumvent information security controls. This
could be an indication that a conscious effort to consider the work system design was not
made when the information security program was established. The policy development
team might benefit from the use of the Synergistic Security Model when considering new
policies and procedures. The model could help them determine areas where adjustments
are needed to ensure harmony within the work system. Additionally, research data
indicated that leadership found themselves in situations where they felt the need to
circumvent information security controls in the course of completing a job task. As
previously discussed, one leader asked a subordinate to log onto their e-mail account in
order to move mail out of the inbox, which would then allow the leader to send e-mail
from a remote location. The full inbox prevented the leader from being able to send any
e-mail. Policy prevents users from logging onto the system using another person’s
account. However, the leader requested the subordinate to do so. Other examples were
previously discussed that helped to indicate information security controls can interfere
with job tasks, no matter the job title. Organizational leaders are not immune to facing the
choice between job task completion and information security compliance.
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Some of the users who indicated their work tasks were not affected by
information security controls did not access the sensitive data at the organization. Some
users even chose not to participate because they did not feel they used information
security in their job position. One director stated, “On the whole, the duties of my job do
not necessitate my having access to protected information. The bulk of my research is
conducted online.” Another participant, a research assistant stated, “My tasks do not
require access to sensitive data. If and when it does, I go to the person with the authorized
access.” This perception that information security controls only apply to individuals who
have access to sensitive data is a weak link for the organization. This perception creates
a risk, where the employee may inadvertently do something that would allow hackers
access or cause some other risk to the system. There was an obvious misunderstanding
from these employees on the consequences their own actions could have on the
information system, which in turn could open the system up to unnecessary risk. These
employees would be more likely to make choices that might not be in following with the
information security program. This was an indication that the People construct of the
Synergistic Security Model required an adjustment. This adjustment could be in the form
of training to ensure all employees understand their role in a successful information
security program.
Most research participants indicated they have a high value for information
security and researcher observations would generally agree with those statements.
However, even with the high level of employee regard for information security
requirements, information security noncompliance behavior was evident. Comments by
the participants helped the researcher to understand the reason the noncompliance was
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chosen. One administrative analyst stated, “Sometimes it can be difficult working within
the parent organization’s system since there are so many applications to use. For
example, my passwords aren’t the same for my computer and for SAP, which I use often
to process travel. It would be nice to have that more streamlined.” Leadership also
complained that some of the processes and procedures cause problems. One director
stated,
“Because most of the data manipulation for the analytical data warehouse occurs
in the secure data room that allows no outside access; code and documentation
management is difficult to manage. I have to be in the data room to make that happen and
I cannot do that enough to be effective.”
Often, there were time constraints or other pressures impacting the user’s information
security choice. Additionally, a disharmony between constructs was no guarantee that the
users would choose to break an information security control. This was evident in the
response of a data analyst who had chosen to work very long hours in order to ensure that
sensitive data was encrypted as required. These hours even impacted their holiday time.
While it was evident that this employee was dedicated to the process, there is no
guarantee the dedication will continue, nor a guarantee that if this employee left the
organization, the next employee would be as dedicated. There may be reasons that help
the user to choose to protect the information system even when it impacts their own
personal desires, such as wanting to go home on a day before a holiday. The user may
determine that the risk is too high or that the task can wait until the disharmony can be
corrected. In the case presented, the employee was very concerned over the risk involved
for the organization if the data encryption did not occur. Plus there was an added time
constraint that caused the employee to stay late after work. Therefore, constructs in the
Synchronized Security Model that are in harmony do not guarantee that user’s will
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remain information security compliant. Information security users remain independent
and capable of making a choice. The research simply shows that the information security
system design can have an impact on a user’s information security behavior. The
situation for the presented user might be addressed by finding a way to change the time
constraint or finding an automated process that can help with the encryption process.
Whatever the solution, the requirement placed on the employee creates a risk to the
organization that can be addressed if leadership is aware of this risk and takes the time to
determine alternatives.
The Synergistic Security Model can be used by practitioners to assist in an
information security program implementation. Organizational leaders can use the model
to analyze the relationship between each construct. Each construct has a list of items that
should be considered when analyzing the harmony of the relationship. For example, the
Structure construct includes the organization’s policies, procedures and organizational
leadership’s behaviors or expectations. The security technology should include intrusion
detection or prevention devices, firewalls, anti-virus software, access controls and any
other technical tool that works to protect the information system. Once all of the detailed
items for each construct are identified, an analysis of the relationship between them
should then be conducted. Each relationship should be reviewed and possible solutions to
inharmonious relationships should be considered. Upon a thorough review, the
implementation of chosen solutions should help to mitigate the user’s need to circumvent
information security controls in the course of completing their job tasks. This process will
require a contribution from many individuals within the organization. Those in charge of
policies and procedures, technical implementations and configurations, those who
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conduct the daily work of the organization must all work together to determine the best
solution for a harmonious work system design.
Previous research literature considered user compliance to information security
controls. Adams and Sasse (1999) found that users will often violate security controls
because they are attempting to complete a job task. Additionally, Albrechtsen (2007)
stated that users indicated they want to follow information security controls, but during
the course of completing a job task, something causes them to deviate from their
intensions. This researcher posits there is sufficient evidence to suggest a cause of the
user’s intention deviation could be the impact of disharmony between the constructs of
the Synergistic Security Model. As presented in Table 1, there are several areas of
research that consider the factors impacting information security behavior: user focused
factors, such as self-efficacy or attitudes; information security controls interfering with
job tasks; organizational factors, such as culture, policies, or power; and factors relating
to the usability of the technology. Previous research indicates that the factors outside of
this socio-technical model should be considered when management is building the
information security program. The Synergistic Security Model should be incorporated
into an information security program design to allow for a consideration of these factors.
The presented model does not fit when the construct relationships are as harmonized as
possible and the users choose to continue to look for shortcuts. If a user chooses to
circumvent security controls, even when the Synergistic Security Model’s constructs are
in harmony, then this model will not fit the user behavior. This can be found in the fourth
chapter where it was discussed that users were required to lock workstations before
walking away. If the user finds the use of a two-keystroke solution as being too time
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consuming or if the users perceive the policies are not realistic, they may still circumvent
the security control. With this situation, the information security technology is as
harmonious as possible, yet the decision to circumvent the control could still occur.
Additionally, the model does not address forgetfulness, which is a risk that was also
reported by the research participants.
The Synergistic Security Model touches on each of the work system design areas.
The model considers a much broader perspective and takes into consideration the
interrelationships of the work system. This unique view can provide an additional
information security behavior perspective that can contribute to the body of knowledge in
the management of an information security program.
5.3 Conclusions
In this chapter, the researcher has described an information security model that
considers the impact of a work system design. The analysis of the data from the research
study indicated that poorly designed work systems can impact a user’s information
security behavior. The research was guided by the Leavitt Diamond Model (1965) and
provided insight into the importance of a well designed information security program.
The following section reviews the research propositions in light of the analysis of the
research data.
5.3.1 Conclusions regarding the research propositions
The research propositions were directed toward the relationships between each of
the Leavitt Diamond Model (Leavitt, 1965) constructs. The research analyzed each of
these construct relationships in light of the impact on user behavior. Each of these
relationships were examined and reviewed within a single case study. The research model
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used was initially designed for an industrial organization (Leavitt, 1965), but the results
presented in this study indicate that the Leavitt Diamond Model is a good fit for
information security management. For the purpose of this study, the Leavitt Diamond
Model (Leavitt, 1965) was divided into triads to allow a simplified view of the
relationships. This allowed the researcher to examine user information security behavior
from each of the triad perspectives. For each Leavitt Diamond triad analyzed, data could
be found to indicate how the construct relationships impacted user behavior. While triads
of the model were used for analysis, a closer review indicates that the fourth construct
can be impacted, as well. For example, the situation that occurred when the umbrella
organization conducted an audit and told the research organization to establish a separate,
implementation of the secure data room. The structure construct is visibly involved,
which is evident in the audit and required change that the research organization
experienced. The next construct that is obviously impacted by this change is the
technology construct. New equipment had to be purchased, a new system had to be
configured and a new room had to be designed. These changes affected the tasks that the
data room users were completing. They could no longer work on their projects from their
own desks, but had to get up and move to a new location. There are only three computers
in the data room, so the desks in the data room had to be shared. Last, the people
construct (or the users) would have been impacted. They would have to choose how they
would handle this new situation. They would determine how to conduct the new tasks
and would decide if short cuts could be taken. All four of the constructs in the research
model were impacted.
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Several users at the research organization, and from varying professions, provided
the research data and user security behavior results. Observations and secondary
organizational data provided additional research data points.
Three user behaviors were used to examine the harmony between the research
triad relationships: noncompliance, compliance without an effect on the user task;
compliance with an effect on the user task. There were six research propositions used for
the presented research. The first proposition stated,


The relationship between the organizational structure and the organization’s
technology impacts a user’s choice to circumvent information security controls
when completing job tasks.

The research findings indicated that if the organizational structure (policies, procedures,
and the leadership structure) does not work in harmony with the technology, user
information security behavior can be impacted. Users who commented on noncompliance
behavior often provided ideas for a solution to the problem. In some cases, there was no
significant cost to the organization for the solution, just a simple adjustment to a process
or procedure. This indicates that some of the risk created by disharmony can easily be
addressed if the leadership is aware of the issue and considers the harmony between the
constructs to be important.
Research results that indicated users were compliant and that information security
did not have an effect on their job tasks were often in positions that did not work with
sensitive data. Participant responses indicated that some users did not believe they used
information security at all in the course of completing their jobs. This perspective was a
self-efficacy issue or user knowledge issue. The problem could have been addressed with
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user information security training. Even though the organizational policies indicated
users were required to have information security training, the lack of knowledge
indicated by the user perspectives would suggest that the training program may not be
effective. The structure of the organization is responsible for user training and the
evaluation of the training’s effectiveness. The relationship between information security
structure and information security technology is affecting user behavior, in that user
behavior is impacted by this lack of understanding. It is well worth the time and effort for
the organization to ensure all users are knowledgeable about how their behavior can
impact the information security program (Adams & Sasse, 1999; Albrechtsen, 2007;
Furnell & Thomson, 2009; Thomson, von Solms & Louw, 2006).
The information security behavior of compliance with an effect on job tasks was
common among the employees who worked with sensitive information. Some of the
participants stated they had to work longer and harder to complete the task than they
would if information security were not a consideration. Some participants in this situation
stated they understood the need for the restrictions and resigned themselves to this fact.
However, other incidents in the data indicated that in some cases, users would choose a
short cut to ensure the work continued to move forward when an information security
control was causing a problem. This short cut often meant circumventing an information
security control. While the lack of harmony between the structure of the organization and
the technology did not guarantee the user would choose to circumvent information
security controls, the data indicated there were times that the user’s behavior was
affected. The perspective of the user on the risk of the choice and the need for the job to
be completed appeared to have an influence on their decision, as well.
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The data was a good fit for this proposition. Upon analysis, it was evident that
adjustments in the technology or structure would impact user behavior.
The second proposition stated:


The relationship between the organizational structure and job tasks impacts a
user’s choice to circumvent information security controls when completing job
tasks.

The research findings for this relationship provided a very extreme example where there
was a disharmony between the structure and the job task, but the user chose to remain
compliant. The user was required to encrypt data and the time involved was extreme. The
policies and procedures required the user ensure all of the data was hashed and encrypted.
The user remained consistent with the requirements, even though the completion of the
task was significantly impacted. The user indicated that he or she was very aware of the
importance of this activity and therefore was willing to do what was necessary to ensure
it was not only completed correctly, but also completed on time. This user worked
directly with very sensitive data and knew from the beginning the requirements of the
task. Yet, in another incident, a user was in a position where the policy required they not
leave their desk, but the job task required they must. In this incident, the disharmony
between the policy and the job task placed the user in a lose, lose situation. This incident
is an indication of a good fit for the relationship between the structure and job task
impacting user behavior.
Due to the nature of the third and fourth propositions, they will be presented after the
fifth proposition and with the sixth proposition. The fifth proposition states:
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The relationship between the organization’s technology and the job task impacts a
user’s choice to circumvent information security controls when completing job
tasks.

The research findings for the relationship between the technology and the job tasks
indicates that users have been assigned job tasks where they were required to access data
for which the technology did not allow. There were times that the task had a time
constraint, leaving the user unsure of the best method to complete the task and worried
that he or she would fail at accomplishing it. The failure would have a significant impact
on a manager, causing the user great concern. Additionally, the research data indicated
that leadership had asked employees to assist them with the circumvention of a security
control because the information security control prevented them from completing their
job task. These incidents provide insight into the disharmony between the information
security technology and the job task. The users found ways to go around the constraint
caused by the technology in order to ensure the job task was completed in a timely
manner.
The last three propositions (Proposition numbers three, four, and six) provide insight into
the relationship between the people construct and the non-people related constructs. The
proposition examines how this relationship impacts the information system behavior of
users. While the data analysis was designed to view the Leavitt Diamond Model using
the triad method, there are incidents within the data that can be used to provide insight
into these last three propositions.
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The relationship between the organizational structure and the people in the
organization impacts a user’s choice to circumvent information security controls
when completing job tasks.

One manager reported that when in the data room, he or she attempted to use an
application that would not work correctly. An employee was in the data room with the
manager, so the manager requested the employee to login and let the manager use the
application under the employee’s account. This presents a relationship between structure,
policy against using another person’s login and people, the manager, impacting the
employee’s information security behavior. The relationship between the manager and
structure was not in harmony, causing another user to participate in the circumvention of
information security controls.


The relationship between the organization’s technology and the people within the
organization impacts a user’s choice to circumvent information security controls
when completing job tasks.

The same incident provided for the relationship between structure and people can be
used for the relationship between technology and people. In this incident there was
disharmony between the manager and the technology. This disharmony caused the
manager to find a way to circumvent the information security in order to complete the
job task. This choice also caused another user to circumvent information security
controls. This incident provides evidence that the relationship between people and
technology can impact a user’s information security choice.
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The relationship between the organization’s people and the job task impacts a
user’s choice to circumvent information security controls when completing job
tasks.

Last, the same incident can be used to indicate that the relationship between the job
task and people can impact a user’s choice to circumvent information security
controls. Once again, the manager was attempting to complete a job task, yet the task
could not be completed as expected. The relationship between the job task and the
people was in disharmony. The manager chose to circumvent information security
controls in order to complete the job task. This choice meant that another user
circumvented security controls to ensure the manager was able to successfully
complete the job task.
These three relationships infer the people side of the relationship requires an
understanding, or knowledge, of the construct, such as an understanding of the
organizational policies, an understanding of the technology, or an understanding of
the job task. Additionally, each of the non-people constructs should be implemented
in such a manner to ensure the people can be successful when completing their job
tasks. Each of these relationships can be found imbedded within the four constructs
presented in the data analysis in Chapter Four.
5.4 Limitations
Observations were often difficult in providing information security behavior
results. Because the leadership had previously explained the reason for the researcher’s
presence, many of the employees were on their best information security behavior.
Additionally, most information security behaviors are not very observable. Typing in a
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login and password may be the actual employee’s login and password, or it could be
someone else’s. The researcher has no way of knowing this. Strange words that were
seen posted on computer screens with sticky notes, such as CaSH55, may be a password
or it may be something else all together. The researcher was limited in knowing when an
information security control was violated and when it was not.
When information security noncompliance was discussed, there was a time that
one participant gave the opposite response about an incident than a previous participant
from an initial interview. One stated the noncompliance occurred and the other stated it
did not. At first, the researcher assumed that each participant was referring to the same
event, however, after further reflection; the researcher decided these were not the same
events. There is no way to be certain unless the two individuals were brought together
and allowed to discuss which incident they are referring to. Conducting such an activity
would be a violation of the IRB and therefore is not an option. Additionally, since this
was a discussion on a noncompliant information security activity, the sensitivity to the
issue is greatly increased.
The online interviews were a problem for some of the participants. One requested
to meet face-to-face rather than to sit and type the responses. Another indicated he or she
would participate, but never completed the process. Some users may have seen the
requirement to type the answers to the questions as too daunting a task and therefore
either provided very short and simple answers, or chose not to participate at all. The
follow up interviews became very important to ensure sufficient data was collected.
The research required responses from IT executives. Several were recruited from
both the research organization and the umbrella organization, but only two provided the
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needed responses. This limited the theoretical sampling for the specific Leavitt Diamond
Model (1965) triad under investigation (Task-Technology-Structure). However, since the
entire research model is a holistic view of a work system, it is very likely that any
perspective that could be gained from this triad view may have already been covered
earlier through one of the other triad views.
5.5 Implications
For practitioners and researchers, each construct of the theoretical model can be
analyzed and evaluated individually. For example, one might only study the information
technology. However, one might also consider the relationship between the people
construct and the technology, which then would include a usability view. In order to
ensure that the entire information security work system is effective, efficient and user
behaviors do not become problems, the relationships between each construct must be
taken into consideration. One cannot make a change within one construct without an
impact on at least one other. To not consider the impacts made on all of the research
model’s constructs would be a risk to the organization.
The Synergistic Security Model is a very high level model. It does not provide
details on the types of technology that may or may not be implemented, it does not define
the security tasks that the employees should be required to perform, nor does it indicate
the policies and procedures required for any organization. These are things that are
individual to an organization. However, when managing the information security
program and making decisions on what should and should not be changed; synergistic
security can provide a guide for ensuring that all possible information security impacts
are considered. For example, one can refer back to the change made in the research
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organization that required the data room be implemented. This change affected all four of
the research model’s constructs. For a leader of an organization to fail to recognize the
impacts that such a change can make would be a great risk and could cause user’s to
choose to make risky choices. However, this study in no way indicates other factors for
impacting a user’s choice to circumvent information security do not exist. It would be a
grave mistake to imply such. The human element is very complex and this model
provides a small, but important, view into factors for user behavior.
The results of this study should help researchers and practitioners gain insight into
the importance of reviewing information security decisions before implementation. Not
only is this important, but the review of currently established relationships between
structure, information security technology, information security tasks, and people can
assist with ensuring that the information security program is as efficient and effective as
possible. As seen in the research data provided by the research participants, some
adjustments to information security processes are not only easy to implement, but
financially feasible, as well. Often, the problem is that the only one aware of the issue is
the employee who struggles with it. The more aware management is of these
inharmonious relationships, the more that can be done to minimize the likelihood of a
user making a bad choice. The Synergistic Security Model can be one of the frameworks
management can use to help discover inharmonious security areas that need to be
examined.
5.6 Recommendations
Future studies should include a more detailed analysis. A researcher could
examine a specific information security details or areas for one of the constructs, and then
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determine the impact on the other three. More details on the types of changes and impacts
could be of great benefit to information security researchers and practitioners. This would
provide greater insight into the specific areas of information security concern. A more
refined macro-ergonomic approach could be developed based in the high level approach
of this study, perhaps by adding additional constructs to the model. Other models that
require harmonious information security relations could be developed to increase the
synergistic security view. The continued gain in understanding of the macro-ergonomic
perspective of information security can help ensure that future organizations have a
greater knowledge on how to minimize risk and ensure user’s make better decisions.
5.7 Summary
User information security behaviors continue to be a concern for organizations.
The risks they pose can be significant and very costly. Researchers continue to try to
understand the phenomenon from varying theoretical views (Gonzalez & Sawicka, 2002;
Hedstrom et al., 2011; Ifinedo, 2012; Ng, Kankanhalli & Xu, 2009; Pahnila & Mahmood,
2010, 2014; Renaud, 2011; Siponen, Pahnila & Mahmood, 2010). This research took a
socio-technical view and narrowed the view down to a specific area: non-malicious
information security user behavior. This non-malicious user behavior is often mentioned
as a concern by other researchers yet few have chosen to examine it. (Albrechtsen, 2007;
Besnard & Arief, 2004; Huang, Rau, Salvendy, Gao & Zhou, 2011). The Synergistic
Security Model can be used to help researchers and organizations gain a view into why
non-malicious users often choose to be noncompliant to information security controls
during the course of completing job tasks.
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Appendix A
Interview Protocol
Hello. Thank you for assisting in this research study. This study will help the
researcher gain a better understanding of the reason many users have a need to break
computer related policies and procedures when they are completing their job tasks. This
understanding can help executives determine the best methods for handling common
problems found in the workplace that affect the security of information.
The data you submit with these online questions will only be available to the
researcher and co-researcher. The data is stored on a secure server and your responses
and contact information will not be made available to anyone else.
Once all of the responses to the questions have been submitted, you will be asked
for contact information. This information will be used to contact you if the researcher
requires clarification on some of your responses. You will be allowed to choose the mode
in which you would like to communicate with the researcher during the clarification
process: face-to-face; telephone; or through secure, encrypted chat software.
In order to ensure we have a common understanding of some of the terms used in
this online interview, definitions have been provided below:
An information system includes all activities that are involved in the use of electronic
data. This would include the technology, the people, the data and the processes required.
Information security is a strong knowledge about the risks related to an information
system’s use. This knowledge also includes the required security controls that are used to
protect the information system from unauthorized access.
Information security technology will include any device that contributes to the protection
of the information system. Examples of information security technology includes antivirus software, firewalls, e-mail filters, access control to electronic files, password
requirements, encryption tools, locked rooms where information system hardware is
located, intrusion protection or detection applications, etc.
Examples of information security related choices:
 Sharing your password with a co-worker, using someone else’s password to
access data, or writing down passwords.
 Accessing areas for which you are not authorized;
 E-mailing or texting sensitive, unencrypted information to another individual(s);
 Placing sensitive information in an unsecured, easily accessed location;
 Walking away from a computer screen without ensuring the computer is locked;
 Installing unauthorized software.
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Questions:
Demographic question:
Please describe your role in the organization. Additionally, please indicate whether you
are management or non-management.
Relationship: People – Structure – Technology
1. Describe how the organization’s policies and procedures are or are not supported
by the organization’s information security technology.
2. Explain any problems you may have experienced when using information security
technology while attempting to meet organizational expectations.
3. Explain how you feel about your organizational leadership’s commitment to
providing technical security tools that will assist you. (For example: Providing a
single sign on application in order to minimize the need to remember multiple
passwords or to provide an encrypted, point-to-point e-mail system for sending
sensitive information to another employee at a different facility.)
Relationship: People – Structure – Task
4. Describe how you feel about your organization’s policies and procedures for
protecting data and include how the policies and procedures affect the completion
of your job tasks (include any positive or negative influences). For example, are
you prevented from accessing data that you might need to complete an assigned
task?
5. Describe the emphasis from your organizational leaders as it relates to employees
following policies and procedures compared to having an efficient and effective
workforce. In other words, does leadership emphasize one over the other? Please
include the reason for your point of view.
6. Describe your view of the organizational leadership’s response to needed changes
in policies and procedures if the completion of job tasks were found to be
affected.
Relationship: People – Technology – Task
7. Explain how you use information security technology during the course of
completing your job tasks. Please include any positive or negative experiences.
8. Describe any information security technology tools (i.e. password vaults, single
sign on applications, secure encrypted e-mail, secure web access to documents,
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secure instant messaging, etc.) that you believe would be useful in the course of
completing your job tasks. Include how the tool would improve your situation.
Please indicate whether or not you currently have the tool implemented at your
organization and if the needed tool is not currently available, please explain why
you believe this is the case.
9. Do you feel you have sufficient skills to ensure you can use information security
tools during the course of completing your job tasks throughout the day?
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Appendix B
Interview Protocol
For information technology executives

The following questions were added to the questions in Appendix A if the participant
indicated he or she had an IT executive position.

Relationship: Structure – Technology - Task
1. In your opinion, do the information security technologies align well with the
organization’s policies and procedures? Explain why or why not.
2. Describe the relationship between user’s needs for job task completion and any
potential interference from the organization’s information security technology.
3. Explain your view on the relationship between an employee’s need for
completing their job and the policies and procedures currently in place at your
organization.
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Appendix C
Introduction E-mail
Date, 2014
M. Nanette Harrell
Nova Southeastern University
3301 College Avenue
Fort Lauderdale - Davie, FL 33314-7796
Research Organization
Address
Dear “Participant’s Name”,
My name is Nanette Harrell. I am a student at Nova Southeastern University pursuing a
PhD in Information Systems with an emphasis in information security. One of your coworkers has indicated you may be interested in providing insight into a research project
on information system security. The research study is focused on user non-compliance to
information security controls that are caused by factors within the design of the work
system. You will be asked to give your views on how information security may or may
not affect your ability to complete your job tasks.
You will find two documents attached to this message. The document entitled
"Participant Consent Form" is a required document that will allow the researcher to
collect your information and use it within the research study. This document must be
read, signed and returned to me before I can provide you with the URL to the online
interview. You can respond to this e-mail or call me at 501-282-0917 to request I retrieve
the Participant Consent Form. Please be sure to indicate where I am to retrieve the form.
The second document entitled "Research Interview Questions" is a list of the research
questions that will be found online. These questions are provided to you now so that you
can review them before going online to answer them.
Once I receive the signed consent form, I will e-mail you the URL to the online
interview. You may then answer the research questions online. Please realize that you
are not required to participate in this study and there is no negative affects by choosing
not to participate.
Please feel free to contact me if you have any questions or concerns.
Sincerely,
M. Nanette Harrell
Nova Southeastern University
Mh1152@nova.edu
501-282-0917
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Appendix D
Follow up E-mail sent with URL information
“Participant’s name”,
Thank you so much for your help. I have attached the counter signed consent document
so you can have a copy with my signature.
I have provided a pseudo-name (fake name) for you to use during the online
interview. The pseudo-name is (pseudo name inserted). Please use this name when the
online interview asks for your Pseudo-name. This is a way to keep your responses
anonymous and no one outside of myself and the co-researcher will know who you are.
The URL to access the interview is: https://www.surveymonkey.com/s/KR72V6R .
If you have any questions or concerns please feel free to contact me.
Nan
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Appendix E
Research Domain Data Transfer Process
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Appendix F
Domain Network Diagram
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Appendix G
Research Code Book
Number of Codes: 107, commented: 107

Code Info

Comment

Author

BEHAVIOR

■

The category for observed or stated
behavior of users.

Super

Behavior: Complies w/Info security
controls with no affect on tasks

■

Participant or observation indicates a
security control was complied with.

Super

Behavior: Complies w/Info security
controls, but task suffers

■

Participant or observation indicates a
security control was complied with,
but a task was impacted.

Super

Behavior: Noncompliance w/Info Security
Controls

■

Participant or observation indicates a
security control was not complied
with.

Super

IT_EXECUTIVE

■

Category Title: This Category indicates
whether the participant is an IT
executive or not.

Super

IT_Executive: No

■

Participant indicates they are not an IT
executive.

Super

IT_Executive: Yes

■

The participant indicates they ARE an
IT executive.

Super

PEOPLE

■

The category title for the People
Construct.

Super

People: Believes Info security is not
applicable in position

■

The participant indicates that IS
security is for PHI data and does not
relate to them.

Super

People: Conflict

■

The participants indicated there was a
disagreement with others.

Super

People: Convenience or to save time

■

Participant indicates that convenience
has affected the noncompliance (or
potential for noncompliance) of an
information security control.

Super
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People: Cultural Influences affect behavior

■

Participant indicates that a cultural
influence has affected user behavior.

Super

People: Do NOT value Information security

■

Participant indicates that a user's lack
of valuing IS security policies and
procedures has affected IS security
behavior.

Super

People: Have proper skill set for Info
security tools

■

The participant indicates required IS
security skill sets exist.

Super

People: Memory issue or lack of planning

■

The category is used when a
participant indicates that a user
forgets to do something that affects a
security control.

Super

People: Mistakes

■

This category is used when a
participant indicates that a user makes
a mistake that affects a security
control.

Super

People: Priorities affect choice

■

The participant indicates that other
priorities come before IS security
requirements.

Super

People: Training/Skills Needed

■

This category is to be used when a
participant indicates that training has
affected user information security
behavior.

Super

People: Values Info security

■

The participant indicates that the user
values the need for IS security policies
and procedures.

Super

People: Workload affects behavior

■

The participant indicated that the
work load affected their behavior.

Super

People_Trusted other person

■

Participant indicated they trusted
another person when allowing them
access.

Super

POSITION_TYPE

■

A category to indicate if the
participant is a manager or nonmanager.

Super

Position_Type: Management

■

Participant is in management.

Super
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Position_Type: Non-management

■

Participant indicates they are in a nonmanagement position.

Super

Security Area: Data Room

■

Comments and observations related
to the Data Room

Super

Security Area: New employee process

■

Comments and observations related
to the new employee process

Super

Security Area: Password Management

■

Comments and observations regarding
login and password use.

Super

Security Area: Shared Data Folder - G drive

■

Comments and observations regarding
the shared network folder.

Super

Security Area: Workstation Screen Lock

■

Comments and observations regarding
the workstation screen lock.

Super

STR_POL_CHILD

■

This relates to policies, procedures
and leadership related the research
organization. STR is the Prefix used for
this code.

Super

STR_POL is the prefix used for policies
and procedures within the
organization. Child refers to the
research organization.
Str_Pol_Child: Account Security

■

Security mechanisms to protect
user accounts. EX: Workstation
screen lock.

Super

Str_Pol_Child:
Auditing/Assessing/Monitoring

■

This category is for the research
organization's policies regarding
auditing, assessing, or monitoring.

Super

Str_Pol_Child: Authentication/Passwords

■

These are policies and procedures
related to authentication/passwords
to the system. These policies and
procedures are from the child
organization (the research
organization).

Super

Str_Pol_Child: Data
storage/access/transfer

■

Relates to Data Storage and data
access policies and procedures. These
are policies and procedures from the
child organization (the research

Super
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organization).
*** Merged Comment from: Data
Backup (2014-04-05T13:30:38) ***
Data backup requirements and
procedures.
Str_Pol_Child: Mobile Devices

■

[no entry]

Super

Str_Pol_Child: Physical Security

■

*** Merged Comment from:
Encrypted (2014-04-09T14:18:54) ***

Super

The use of an encryption tool or
application.
Str_Pol_Child: Security Protocols

■

Protocols relating to security
processes and procedures for users to
follow. These are processes from the
child organization (research
organization).

Super

STR_POL_PARENT

■

This relates to policies, procedures
and leadership related to the larger,
governing organization, which is over
the research organization.. STR
(Structure) is the Prefix used for this
code.

Super

STR_POL is the prefix used for policies
and procedures followed by the
organization. Parent refers to the
larger, governing organization, which
is over the research organization.
Str_Pol_Parent: Account Security

■

This relates to any policy and
procedure that affects a user's
account. These policies and
procedures are from the Parent
organization.
EX: The requirement that the
computer screen or a login to a system
will time out and cause the login to fail
after a certain amount of time.
*** Merged Comment from:
Workstation locked or Logout (2014-

Super
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04-05T15:30:46) ***
This refers to the user locking or
logging out of the workstation upon
leaving the desk
Str_Pol_Parent: Anti Virus

■

Policy and procedures relating to the
installation, activation and updating of
Anti-virus software. This is a policy
from the Parent organization.

Super

Str_Pol_Parent:
Auditing/Assessing/Monitoring

■

Policy and Procedures relating to
auditing or monitoring of system
activity and assessments of risks.
These are policies and procedures
from the Parent organization.

Super

*** Merged Comment from:
Compliance Monitoring (2014-0405T12:48:14) ***
The monitoring for policy and
procedure monitoring.
*** Merged Comment from: Costbenefit Analysis (2014-0405T13:12:01) ***
This relates to risk assessments.
Str_Pol_Parent: Authentication/Passwords

■

Policies and Procedures related to
authentication (passwords) onto the
information system(s). These are
policies and procedures from the
Parent organization.

Super

*** Merged Comment from:
Passwords (2014-04-05T16:03:04) ***
A technology used to control access to
data or information.
Str_Pol_Parent: Breach/Incident

■

Policies and Procedures related to a
breach of information or a security
incident. These policies and
procedures are from the parent
organization.
*** Merged Comment from: Security

Super

144

Levels (2014-04-05T15:43:30) ***
Incident Levels
*** Merged Comment from: Written
Notification to individuals for data
breach (2014-04-05T15:50:05) ***
Patient Notification of a breach.
Str_Pol_Parent: Data
Storage/Access/Transfer

■

Policies and Procedures related to
data access. These are policies and
procedures from the Parent
organization.

Super

*** Merged Comment from: Data
Access (2014-04-05T13:27:33) ***
Any statement that relates to the
access of data (either allowed or
disallowed.)
*** Merged Comment from: Data
Security, Storage, and Transfer (201404-05T14:46:19) ***
Maintaining the security of data. This
includes when stored and transferred
from one location to another.
*** Merged Comment from:
Confidential Information (2014-0405T15:13:07) ***
Any information that is considered
sensitive. This include PHI or HIPAA
data.
*** Merged Comment from: Visitor
Access Controls (2014-0405T15:27:53) ***
Physical Controls.
Str_Pol_Parent: E-mail

■

Policy and procedures related to the
use of e-mail. This is from the parent
organization.
*** Merged Comment from: Correct

Super
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Patient (2014-04-05T13:11:11) ***
Ensuring that the data is not sent or
shared with the wrong patient.
*** Merged Comment from: E-mail
Use (2014-04-05T15:36:58) ***
Relates to the allowed use of e-mail.
*** Merged Comment from: E-Mail
Use, Inappropriate (2014-0405T15:36:59) ***
Relates to inappropriate use of e-mail.
*** Merged Comment from: E-mail
Use, Security (2014-04-05T15:36:59)
***
Anything that relates to security
within an e-mail system.
Str_Pol_Parent: Generic Accounts

■

Policies and Procedures for the use of
generic accounts from the Parent
organization.

Super

*** Merged Comment from: Generic
Accounts (2014-04-05T15:42:16) ***
User accounts that allow more than
one person to use a system. The
passwords are shared.
Str_Pol_Parent: Media with sensitive data

■

Policies and procedures for handling
any media (laptops, thumb drives,
paper, etc.) that contains sensitive
information. These policies and
procedures are from the Parent
organization.
Methods for destroying temporary
storage media
*** Merged Comment from:
Containers of PHI must be locked at all
times (2014-04-05T12:59:15) ***
Containers can be drawers, envelopes,

Super
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plastic bins, etc.
Str_Pol_Parent: Minimum necessary
requirements

■

This category refers to the
requirement that users should only be
allowed access to the minimum
necessary. These policies and
procedures are from the Parent
organization.

Super

Str_Pol_Parent: Mobile Devices

■

Any device that can be used remotely:
Laptop, Tablet, Smart Phone, USB
thumb drive, etc.

Super

Str_Pol_Parent: Physical Security

■

*** Merged Comment from: Physical
Barriers (2014-04-09T16:23:43) ***

Super

Physical Barriers: such as locked doors
or locked file cabinets
Str_Pol_Parent: Research Requirements

■

Policies and procedures required for
research activity. These policies and
procedures are from the parent
organization.

Super

Str_Pol_Parent: Security Protocols

■

Protocols relating to security
processes and procedures for users to
follow. These processes are from the
Parent organization.

Super

*** Merged Comment from: Control
Procedures (2014-04-05T13:08:35)
***
Procedures used to control data
access or other information security
concerns.
*** Merged Comment from:
Conversations on Confidential
Information (2014-04-05T13:10:29)
***
Addressing the risk of verbal exposure
of sensitive information.
*** Merged Comment from: Data
modifications (2014-04-05T13:33:08)
***
Relating to modifying information in
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any way.
Str_Pol_Parent: Software Installation

■

Policy and Procedures related to
software installation. This is from the
parent organization.

Super

Str_Pol_Parent: Telecommute (Work from
home) or Personal device

■

Policies and procedures that relate to
working from home by either using a
personal computer or by taking the
organizational computer home.
Policies and Procedures are from the
Parent organization.

Super

Str_Pol_Parent: Training of users

■

Training on anything that is related to
information system security.

Super

*** Merged Comment from: Tracking
of Training (2014-04-09T11:48:00) ***
Ensuring employees receive the
proper amount of training by
recording and tracking each training
period.
Str_Pol_Parent: Use and Disclosure of
Sensitive data

■

Policies and Procedures that relate to
the proper and appropriate use and
disclosure of sensitive data.

Super

*** Merged Comment from: Crime
(2014-04-05T13:15:15) ***
Related to a crime occurring on the
organizational site.
*** Merged Comment from: Data Use
(2014-04-05T14:47:29) ***
Relating to the proper and appropriate
use of sensitive data.
Str_Pol_Parent: User System Limitations
and Controls

■

Policy and procedures that indicate
the activities or access of a user could
be affected by management activity.
Policies and Procedures are from the
Parent organization.

Super

STRUCTURE

■

Structure related codes category.

Super

Structure: A Policy or Process is needed

■

Participant indicates that a new policy

Super
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or process should be created to help
correct a problem related information
security controls.
Structure: Conflict

■

Conflict between leadership and
other leaders or non-leaders.

Super

Structure: Few meetings cover data
security

■

Participant indicated that more of the
staff meetings need to address IS
security concerns.

Super

Structure: Leadership attitude affects
team attitude

■

Participant indicates that the attitude
of the leadership has created attitudes
of the team, which has affected
behavior.

Super

Structure: Leadership Does NOT value Info
security controls

■

Participants indicated that the
leadership of the organization does
not place a significant value on the
compliance of information security
controls.

Super

Structure: Leadership enforces Info
security requirements

■

The participant indicates that
leadership ensures that staff follow
the info security policies and
procedures and that the
consequences for not doing so are
followed.

Super

Structure: Leadership has not provided
needed Info security tools

■

The participant indicates that
leadership has not provided IS security
tools that could assist with job task
completion.

Super

Structure: Leadership Info security
noncompliance related issues

■

Participants indicated that the
leadership has failed to comply with
information security controls.

Super

Structure: Leadership Knowledge issues

■

Participants indicate that the
leadership do not have sufficient
knowledge regarding the handling of
sensitive information and the
associated security controls.

Super

Structure: Leadership priorities affect
timely solution

■

Participant has indicated that the
priorities of the leadership has caused
a needed IS security tool, policy, or
process to not be provided.

Super

Structure: Leadership tries to change
policies/procedures, but fails to follow

■

Participant indicates that leadership
has made an attempt to make changes

Super
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through

to policies or processes when needed,
but the changes are not implemented.

Structure: Leadership will change
policies/procedure if Info security affects
tasks

■

Participant indicates that leadership is
willing to change policies or
procedures to try to ensure job tasks
are not impaired.

Super

Structure: Leadership will NOT change
policies/procedures if Info security affects
task completion

■

Participant indicates that leadership
will NOT change the polices or
procedures when IS security causes a
problem for job task completion.

Super

Structure: Leadership will provide needed
assistive Info Security technology

■

Participant indicates that the
leadership will provided any IS security
technology that will assist user's with
completing their job tasks.

Super

Structure: Local leadership versus
Governing Org's leadership

■

Participant indicates that the
relationship with the larger, umbrella
organization affects the policies and
procedures of the research
organization.

Super

Structure: Policies and procedures are not
enforced

■

Participant indicates that the policies
and procedures of the research
organization are not enforced.

Super

Structure: Policies and procedures are well
supported by the Info security technology

■

The participant indicates that the
policies and procedures of the
research organization are supported
by the IS security technology that is
available.

Super

Structure: Policies are necessary to protect
data

■

Participant indicates that there is a
need to have the IS security policies
and processes in place.

Super

Structure: Policy Design Issues

■

Participant indicates that there are
problems with the design of a IS
security policy.

Super

Structure: Process Design Issues

■

Participants indicate that there is a
problem with the design of a process.

Super

Structure_Budget affects IS security
technical solutions

■

Financial issues are mentioned.

Super

Structure_Organizational Goals and
Objectives

■

Organizational goals and objectives
are commented on.

Super
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Strucutre: Leadership values Info security
requirements

■

Participant indicates they believe the
organization's leadership places a high
value on IS security requirements.

Super

TASK

■

TASK related codes

Super

Task: Accesses Sensitive Data

■

The participant indicates they access
sensitive data (In this organization, is
PHI)

Super

Task: Does not Access Sensitive Data

■

The participant indicates they do NOT
access sensitive data (In this case, data
with PHI)

Super

Task: Info Security does not interfere with
task completion

■

Participant indicates that IS security
controls do not interfere with their job
task completion.

Super

Task: Info Security Interferes with task
completion or increases work load

■

Participants indicate that an IS security
control does interfere with task
completion, or it increases their work
load.

Super

Task: Re-Design Issues

■

Participant indicates that the task may
need to be re-designed due to IS
security controls.

Super

Task: Requires an info security risk

■

Participant indicates that the task
requires they participate in an activity
that includes an information security
risk, such as taking PHI to their
workstation for analysis.

Super

Task: Time related issues

■

Participant indicates that IS security
affects task completion time.

Super

TECHNOLOGY

■

Technical - Relates to any technology
that is used in the course of
completing a job task. However,
security technology is of great
interest.

Super

Technology: Application Access Issues

■

Participant indicates the IS security
control affects access to a required
application needed to complete a job
task.

Super

Technology: Does Not Work As Expected

■

Participant indicates that a technical
tool does not work as expected.

Super
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Technology: E-mail Issues

■

The participant indicates that there is
a technical IS security problem related
to the e-mail system.

Super

Technology: File Access Issues

■

The participant indicates that there
are technical issues that affect file
access.

Super

Technology: Have no problems with IS
security technology

■

The participant indicates they have
not experienced any problems with IS
security controls during job task
completion.

Super

Technology: IS security task interference
solution provided, but time consuming

■

Participant indicates that they have
had a problem with an IS security
control, a solution was provided, but
the solution was time consuming.

Super

Technology: IS security technology
supports the policies and procedures

■

The participant indicates that the IS
security technology supports the
policies and procedures well.

Super

Technology: Login and Password Used

■

The participant indicates there are
concerns over login and password use.
(Have SSO, need SSO, etc.)

Super

Technology: Minimal threat, therefore
technology can wait

■

The participant indicates that a

Super

need for a technology causes a
minimal threat and the decision is
to wait.

Technology: New Technology is Needed to
help with job tasks

■

The participant indicated that a
technology not already implemented
at the organization could assist with
job task completion.

Super

Technology: No additional Info security
tools needed to assist job tasks

■

The participant indicated they do not
need any additional IS security tools
that could assist with job task
completion.

Super

Technology: Proper Info security tools and
protocols not used

■

Participant indicates that the
opportunity for users to not use the
proper tools or technical protocols
exists. Therefore, causing an IS
security risk.

Super

Technology: Quick/Simple solution to Info
security task interference provided

■

The participant indicates they have
Super
experienced IS security interference with
task completion, but was able to resolve
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the problem quickly and simply.
VALUES

■

Participant indicates a value related
view.

Super

Values_Info security policies and an
effective/efficient workforce are equally
valued

■

Participant indicates that the
leadership values both IS security
requirements and having an
effective/efficient workforce equally.

Super

Values_Info Security policies are valued
over efficiency in task completion

■

The participant indicates that the
leadership values IS security
requirements over having an efficient
and timely task completion.

Super

Values_Values Info security BUT...

■

Participant indicates that leadership
values IS security, BUT.....

Super

(The participant indicates an
exception)
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Appendix H
Examples of Data Analysis and Interpretation
Interview questions based on triad relationships
Interview Questions and Exemplar Answers
Relationship: People-Structure-Technology
Question 1: Describe how the organization’s
policies and procedures are or are not supported
by the organization’s information security
technology.
 Participant (Policy Coordinator)
o Organization follows information
security strictly.
 Participant (Systems
Analyst/Programmer)
o We have information security
technology to support policies
and procedure
 Participant (Director)
o The top priority of the
organization’s policies and
procedures is to safeguard data
and PHI.

Relationship: People-Structure-Task
Question 4: Describe how you feel about your
organization’s policies and procedures for
protecting data and include how the policies and
procedures affect the completion of your job
tasks (include any positive or negative
influences). For example, are you prevented from
accessing data that you might need to complete
an assigned task?
 Participant (Administrative Analyst)
o Very strong feelings about
policies and procedures and
protecting data
o Has access to the areas on the
shared drive that is needed
 Participant (IT Manager)
o Data should be protected
o Increases work load
 Participant (Research Assistant)
o The organization does a good job
of protecting data.

Codes
Structure: Leadership
values information
security requirements.
Technology: IS security
technology supports
the policies and
procedures.
People: values
information security

Structure: Policies are
necessary to protect
data
Task: Information
security interferes with
task completion or
increases work load
Task: Does not access
sensitive data
Task: Information
security does not
interfere with task
completion

Findings
The employees of
the organization
present a solid
view that
information
security is a
priority.
A large majority
of participants
felt that the
technology
supported the
policies and
procedures.

Policies and
procedures do
not interfere with
job task
completion.
Many users
equate
information
security with
protecting
sensitive
information and
do not indicate
that actions such
as using a login
and password as
part of
information
security.
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o

The duties of my job do not
necessitate my having access to
protected information
Relationship: People-Technology-Task
Question 7: Explain how you use information
security technology during the course of
completing your job tasks. Please include any
positive or negative experiences.
 Participant (Research Analyst)
o I haven’t really had any problems.
 Participant (Research Assistant)
o I use information security in my
job every day. I work in the data
room.
o I work with PHI outside of the
data room when we receive PHI
from the source. It is encrypted.
Passwords are hard to keep up
with.
 Participant (Director)
o Aside from locking my machine
when I leave my workspace, I am
not aware I am using any other
information security technology
Relationship: Structure-Technology-Task
Question 10: (IT executives only) In your opinion,
do the information security technologies align
well with the organization’s policies and
procedures? Explain why or why not.
 Participant (IT Executive)
 Yes, I feel they align well.
 Information security is a must in our
organization.
 Participant (IT Executive)
 Yes. Our business is centered around
research and analytics. The organization’s
entire work structure is built to protect
data for effective use.

Task: Does not access
sensitive data
Technology: Have no
problems with IS
security technology
Technology: No
additional information
security tools are
needed to assist with
job task
People: Training/skills
needed

Technology: IS security
technology supports
the policies and
procedures.
Structure: Policies and
procedures are well
supported by the
information security
technology.
Structure: Policies are
necessary to protect
data
Structure: Leadership
values information
security requirements

Users who do no
access sensitive
information view
information
security as
something they
do not use or
need.
Users not
specifically
trained for
sensitive data
management,
appear to require
additional
information
security training.

Leadership has a
strong view on
the protection of
data and indicates
the technology is
available to
ensure the
policies and
procedures can
be followed.
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Appendix I
Interview and Observation Schedules
Interview Record and Schedule

Observation Schedule
Observation
Date
Time In
3/5/2014
3/6/2014
3/7/2014
3/11/2014
3/12/2014
3/14/2014
3/18/2014
3/19/2014
3/20/2014

15:30
14:00
13:00
14:30
13:00
13:00
14:30
13:00
14:00

Time Out

Duration

17:00
16:30
16:00
17:00
17:00
16:30
17:00
16:30
17:00
TOTAL

2.5 hours
2.5 hours
3.0 hours
3.5 hours
4.0 hours
3.5 hours
2.5 hours
3.5 hours
3.0 hours
28 hours
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