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Cyberslacking is conducted by employees who are using their organizations’ equipment and 

network for personal purposes instead of performing their work duties during work hours. 

Cyberslacking has a significant adverse effect on overall employee productivity. Since the 

COVID-19 pandemic, the increase in remote working has heightened the cybersecurity risk to 

organizational networks and infrastructure. Research has shown that cyberattacks on 

organizations continue to increase, specifically increases in cyberattacks directed at remote 

employees.  
  

This work achieved the targeted goal of developing, validating and empirically testing a 

taxonomy to assess an organization’s remote workers’ risk level of cybersecurity threats. The 

taxonomy used productivity measures to determine their inclination to participate in 

cyberslacking and the computer security posture of the remote device being used to access 

organizational resource as inputs for conducting the assessment. Limited attention has been 

given cyberslacking by remote workers and the cybersecurity risks they pose to an organization. 

The study engaged cybersecurity and Information Technology (IT) Subject Matter Experts 

(SMEs) to participate in one round of the Delphi method in order to reach a consensus on the 

measures for Cyberslacking (CySI) and Computer Security Posture (CSP).  

  

This study used a three-phased approach to develop a taxonomy to assess remote workers’ risk 

level of cybersecurity threats. In phase one, 53 SMEs validated four indicators to measure CySI 

and 10 indicators to measure CSP derived from the literature. In addition, the SMEs were also 

asked to validate the Remote Worker Cyberslacking Security Risk Taxonomy developed. In 

phase two, a pilot was conducted with 15 participants to validate the instrument, measures, and 

data analytics process used for the main data collection. In Phase three, demographic data, CySI 

measures and CSP measures were collected and analyzed from 138 participants. Subsequently, in 

phase three, the Remote Worker Cyberslacking Security Risk Taxonomy was used to classify the 

level of risk remote workers could pose to the organization. 

  

The findings demonstrated that while most participants were classified as “Low Risk,” specific 

demographic groups could pose a risk to the organization due to their composite CySI and CSP 

scores. For example, males had higher CySI and lower higher CSP scores than females, 

indicating males could pose a cybersecurity risk to the organization. Conversely, technical staff 

had lower CySI and higher CSP scores than administrative and support staff, suggesting they are 

less likely to pose a risk to the organization.



  Ariel Luna 

 
 

This study has significant implications for both professional practice and research. From a 

practical standpoint, organizations can utilize the validated measures provided by SMEs to assess 

the potential risks posed by their remote workforce. The Remote Worker Cyberslacking Security 

Risk Taxonomy developed by this study can be used as a benchmarking tool based on SMEs’ 

defined metrics from application usage and cybersecurity posture indicators to provide 

composite scores that would allow for a comparison. The results of this analysis can be leveraged 

by organizations to mitigate potential deficiencies in computer cybersecurity posture on remote 

worker devices, cybersecurity awareness training, and policy changes. In addition, the findings 

of this study contribute to the existing body of work in Information Systems (IS), cybersecurity, 

productivity, and remote work.  
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Chapter 1 

 
Introduction 

Background 

Cyberslacking or cyberloafing can be defined as an employee’s use of an organization’s 

Information Technology (IT) resources for activities, such as surfing the web or checking 

personal email, which do not contribute to the completion of their job function (Lim, 2002). 

Cyberslacking is usually associated with employee productivity losses or degradation of network 

services and not with the increased security risks related to cyberslacking or cyber deviant 

behaviors (Haddington & Parsons, 2017). However, Vernon-Bido et al. (2018) found that 

cyberslacking can be categorized as an expense due to the loss of productivity as well as a 

security risk. 

Due to the COVID-19 world pandemic, organizations have increased and accelerated 

their adoption of remote work (Russo et al., 2020). Working remotely has been studied 

extensively in terms of employee satisfaction, commitment, and productivity (Abilash & Siju, 

2021; Bloom et al., 2015; Ferreira et al., 2014). Additionally, O’Neill et al. (2014) posited that 

many of the studies conducted on cyberslacking focused on workers who were primarily in the 

office environment as opposed to working remotely. Furthermore, Stitch (2020) determined 

employees working remotely may be more suspectable to engage in activities that could be 

deemed cyberslacking or cyber deviance. These activities included using the internet for personal 

purposes such as checking email, gambling, and browsing the web. This study addressed the gap 

in the literature regarding cyberslacking by remote workers and the cybersecurity risks they pose 

to an organization. 
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The increased adoption of working remotely provided an opportunity to investigate the 

impact remote workers, specifically employees who engage in cyberslacking, can have on an 

organization’s cybersecurity (Russo et al., 2020). According to Batabyal and Bhal (2020), 

cyberslacking can have serious consequences for organizations in terms of finance and security. 

When employees engage in cyberslacking, they may expose the organization’s systems to 

malicious software or spyware that can compromise security (Vernon-Bido et al., 2018; Ozler & 

Polat, 2012). In addition, Strupczewski (2021) identified cyberslacking as a contributor to the 

cyber risk of an organization. Vishwanath et al. (2020) highlighted that the absence of proper 

cyber hygiene practices and proper cybersecurity posture of the device being used to engage in 

internet activities can contribute to the cyber breach of an organization. Similarly, Kalhoro et al. 

(2021) found that organizations lacking proper cyber security posture controls can be deemed 

susceptible to cyber-attacks. Although both cyberslacking and cyber security posture can have an 

impact on cyber risk, these constructs appear to be independent of each other.  

The goal that was achieved was to develop, validate, and empirically test a taxonomy to 

assess an organization’s remote workers’ risk level of cybersecurity threats. This study measured 

workers’ potential engagement in cyberslacking, and the computer security posture of the remote 

devices used to access the organization’s resources. These measures were utilized to determine if 

an organization’s remote workers posed an increased cybersecurity risk. This study expanded the 

research conducted by Jeong et al. (2020) and Bhomer et al. (2011) on the use of log analysis for 

application usage, as well as the research conducted by Ferreira et al. (2014) on work schedule, 

hours, usage reason, and log data. 

Problem Statement 

The research problem this study addressed was remote workers engaged in cyberslacking 

and the potential cybersecurity risks to which they expose their organizations, such as malware, 



3 

 

 
 

spyware infection, or security breaches (Ozler & Polat, 2012; Vernon-Bido et al., 2018). 

Employees working remotely may be more inclined to take part in activities that could be 

categorized as cyberslacking or cyber deviance (O’Neill et al., 2014). Cyberslacking, also noted 

in the literature as cyberloafing is defined as “the act of employees using their companies’ 

Internet access for personal purposes during work hours” (Lim, 2012, p. 675). This term can be 

further refined into two categories: minor and major, whereby minor cyberslacking can be 

described as personal email use or surfing the web on reputable sites and major cyberslacking 

includes online gambling or visiting adult content websites (Hadington & Parsons, 2017; Ozler 

& Polat, 2012). Blanchard and Henle (2008) suggested that cyberslacking can be examined 

within the confines of disruptive and recreational cyberslacking. Disruptive cyberslacking 

encompasses activities such as visiting adult websites or online gaming, which increases the risk 

of malware and/or ransomware (Blanchard & Henle, 2008). Recreational cyberslacking includes 

activities such as checking email or online shopping during work hours on devices that connect 

to their organization’s networks. 

Cyberslacking can have an adverse effect on the productivity of an organization as well 

as pose a cybersecurity risk by exposing the organizations’ systems to potential malware or 

spyware infection (Ozler & Polat, 2012; Vernon-Bido et al., 2018). Zakrzewski (2016) estimated 

that employees spend approximately two hours per day cyberslacking, costing organizations $85 

billion per year; however, what is less known is the risk that such activities pose to the 

organization from the cybersecurity perspective. In addition to the cost and potential malware 

exposure, organizations can be exposed to infrastructure constraints such as the degradation of 

network services and network security threats (Hadington & Parsons, 2017; Vitak et al., 2011). 
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Several studies utilized the Theory of Planned Behavior (TPB) to determine if an 

employee's attitude and/or internet addiction affected their propensity to engage in cyberslacking 

activities. For example, Galletta and Polak (2003), Jamaluddin et al. (2015), and Askew et al. 

(2014) used TPB to understand the intent of employees participating in cyberslacking and 

identify antecedents of these behaviors. Hadlington and Parsons (2017) posited that these studies 

were limited as they employed self-reported survey instruments, which could have had an 

adverse effect on the results. 

O’Neill et al. (2014) highlighted that many of the studies on cyberslacking concentrated 

on behaviors in the physical workplace rather than those in a remote work setting. However, 

cyberslacking is likely more frequent when working remotely, as there are no colleagues or 

managers to detract from this behavior. With the COVID-19 world pandemic, the number of 

employees working remotely increased dramatically. This change provides an opportunity to 

investigate the impact remote workers can have on an organization’s cybersecurity posture, 

specifically with employees who engage in cyberslacking (Russo et al., 2020). Thus, further 

empirical research into the cybersecurity risk posed to an organization by remote workers 

engaging in cyberslacking is vital, as cybersecurity breaches cost six trillion dollars in 2021 and 

surged fivefold after COVID-19 (Aljohani, 2021). 

Dissertation Goals 

The goal that was achieved was to develop, validate, and empirically test a taxonomy to 

assess an organization’s remote workers’ risk level of cybersecurity threats. This study measured 

a worker’s potential participation in cyberslacking, and the computer security posture of the 

company-provided remote device used to access the organization’s resources. The baseline 

characteristics of the company-provided devices are depicted in Table 1. Venktraman et al. 

(2019) described that despite an increase in cyberslacking and cyber deviance research, an 
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overall understanding of the issue by both practitioners and researchers is still limited. The more 

time employees spend on websites and activities not related to their job function, the greater the 

risk to the cybersecurity posture of an organization (Vernon-Bido et al., 2018). In addition, 

Russo et al. (2020) highlighted that the increase in the adoption of working remotely facilitates 

the opportunity to research the impact remote workers can have on an organization’s 

cybersecurity, specifically with employees who engage in cyberslacking. 

Table 1 

Remote Worker Platform 

Remote Worker System Attribute  Source/Adapted   

Company-Provided Device Ratchford et al. (2022) 

Virtual Private Network (VPN)  Such et al. (2019) 

Internet Service Provider Cybersecurity Posture  CableLabs Security (2021) 

Activity Log Monitoring Vishwanath et al. (2019)  

This study built on previous research by Alharthi et al. (2019), O’Neill et al. (2014), 

Weatherbee (2010), as well as Ramirez and Nembhard (2004) as the basis for developing a 

taxonomy to understand the cybersecurity risk implications of cyberslacking of remote workers. 

O’Neill et al. (2014) recommended measuring the tendency of cyberslacking from remote 

workers due to the increased feasibility and significant increase of remote work. This study used 

Ramirez and Nembhard’s (2004) taxonomy for measuring the productivity of knowledge 

workers to create a new taxonomy for assessing cybersecurity risks by remote workers. This new 

taxonomy utilized employee productivity as an indicator of cyberslacking. Leveraging the 

methodology used by Eilts (2020) for developing assigned weights to measures, the specified 

elements of employee productivity will be weighed to derive a composite value for 
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cyberslacking. Another major component of the framework utilized the Mobile Cyberslacking 

Commitment Taxonomy (MCCT) developed by Alharthi et al. (2019) as the basis for a four-

quadrant model to classify cyberslacking by its frequency and potential cyber risk.  

Expanding on the studies conducted by Alharthi et al. (2019) on the MCCT and Ramirez 

and Nembhard (2004) on the knowledge worker productivity taxonomy, this research study had 

six specific goals. The first goal was to engage Subject Matter Experts (SMEs) to develop the 

specified elements of measure for cyberslacking, using employee productivity as defined by 

Ferreira and Du Plessis (2009), and to derive a composite value for determining potential 

security risk based on cyberslacking activity. The second goal was to identify and validate 

measures for the computer security posture score by collaborating with SMEs. The third goal 

was to consult with SMEs to develop and validate a taxonomy to determine if an organization’s 

remote workers introduce additional cybersecurity threats. Figure 1 illustrates the taxonomy 

developed in the form of a 2x2 matrix to assess an organization’s security risk based on an 

employee’s cyberslacking activity and the security posture of the company-issued device being 

used to access the organization’s resources. 

The taxonomy developed for Remote Worker Cyberslacking Security Risk consists of 

four quadrants: Q1, Q2, Q3, and Q4. The quadrants indicate the amount of cybersecurity risk the 

remote workers may pose for the organization based on their cyberslacking score and computer 

security posture. Quadrant one (Q1), labeled “Very High Risk,” consists of a high Cyberslacking 

Score (CySI) and a low Cybersecurity Posture Score (CPS). Remote workers positioned in Q1 

are more likely to engage in cyberslacking activity and have a low cybersecurity posture score. 

Quadrant two (Q2), labeled “Moderate Risk,” consists of a high Cyberslacking Score (CySI) and 

a high Cybersecurity Posture Score (CPS). Remote workers positioned in Q2 are more likely to 
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engage in cyberslacking activity and have a high cybersecurity posture score. Quadrant three 

(Q3), labeled “High Risk,” consists of a low Cyberslacking Score (CySI) and a low 

Cybersecurity Posture Score (CPS). Remote workers positioned in Q3 are less likely to engage in 

cyberslacking activity and have a low cybersecurity posture score. Quadrant four (Q4), labeled 

"Low Risk,” consists of a low Cyberslacking Score (CySI) and a high Cybersecurity Posture 

Score (CPS). Remote workers who are positioned in Q4 are less likely to engage in 

cyberslacking activity and have a high cybersecurity posture score. 

The fourth goal of the research study was to identify if there are statistically significant 

mean differences in the employees’ cyberslacking activity values based on the demographic 

characteristics of age, gender, education level, and years of work experience. The fifth goal of 

the research study was to identify if there are statistically significant mean differences in the 

employees’ computer security posture scores based on the demographic characteristics of age, 

gender, education level, and years of work experience. The sixth goal of this research study was 

to identify if there are differences in the employees’ positions on the Remote Worker 

Cyberslacking Security Risk Taxonomy based on the demographic characteristics of age, gender, 

education level, and years of work experience. 
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Figure 1 

Proposed Remote Worker Cyberslacking Security Risk Taxonomy  

 
Research Questions 

The main research questions this study addressed is: How are remote workers classified 

in terms of the potential cybersecurity risk they pose based on the cyberslacking activities they 

engage in, and the cybersecurity posture of the device being used to access the organizational 

resources? The research study had six research questions: 

RQ1: What are the specific elements identified by SMEs to measure cyberslacking that 

will enable an aggregated score to determine cybersecurity risk? 

RQ2: What are the specific elements identified by SMEs to measure the computer 

cybersecurity posture of the device being used to access the organizational 

resources? 

RQ3: How are the employees positioned in the Remote Worker Cyberslacking Security 

Risk Taxonomy using the cyberslacking score and the computer security posture 

score? 

RQ4: Are there significant mean differences in the employees’ cyberslacking scores 

based on the demographic indicators of (a) age, (b) gender, (c) education level, and 

(d) years of work experience? 
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RQ5: Are there significant mean differences in the employees’ computer security posture 

scores based on the demographic indicators of (a) age, (b) gender, (c) education 

level, and (d) years of work experience? 

RQ6: Are there any differences in an employee’s position in the Remote Worker 

Cyberslacking Security Risk Taxonomy based on the demographic indicators of (a) 

age, (b) gender, (c) education level, and (d) years of work experience? 

Relevance and Significance 

Relevance 

This research study is relevant due to the increasing number of employees working 

remotely and the potential increase in cybersecurity risks. Before the start of the COVID-19 

pandemic it was estimated that approximately 5% of Americans worked at home more than 50% 

of their workweek, as of April 2020 it is estimated that 37% of Americans worked from home 

(Barreo et al., 2020; Brynjolfsson et al., 2020). This upward trend in remote work provides an 

opportunity to gain insight by conducting empirical research to determine if cyberslacking by 

remote workers poses a higher cybersecurity risk to the organization. In addition to the increase 

in cyber risk, the cost of cyberslacking is also a factor that organizations are faced with. 

Cyberslacking has been estimated to be in the range of $85 billion to $183 billion per year, 

including lack of productivity, legal expenses, and infrastructure constraints (Saleh et al., 2018; 

Vitak et al., 2011; Zakrzewski, 2016).  

Researchers have reported contradictory findings pertaining to demographics as 

antecedents to cyberslacking (Althari et al., 2019; Hartijasi & Fathonah, 2014; Sheikh et al., 

2015). Hartijasi and Fathonah (2014), as well as Sheikh et al. (2015) stated age, gender, 

education, and work experience were factors that contributed to cyberslacking activities. 

Conversely, Hernandez et al. (2016) found that age, gender, level at organization, and education 

did not show a significant difference in cyberslacking activities. Thus, providing the opportunity 
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to develop and test a taxonomy to help determine the organization’s cybersecurity risk from 

remote workers engaged in cyberslacking. 

Significance 

The resultant findings and artifacts of this study could contribute to the body of 

knowledge in the areas of cybersecurity and cyberslacking. Several studies on cyberslacking and 

its potential cybersecurity impact on organizations have leveraged the use of self-reporting 

instruments and the use of theories such as TPB but have not accounted for the remote workers 

(Galletta & Polak, 2003; Jamaluddin et al., 2015; Hadlington & Parsons, 2017). Thus, this study 

provided a taxonomy as a benchmarking tool based on the SMEs’ defined metrics from 

application usage and cybersecurity posture indicators to provide composite scores that would 

allow for a comparison. The results of this analysis can be leveraged by organizations to mitigate 

potential deficiencies in computer cybersecurity posture on remote worker devices, cybersecurity 

awareness training, and policy changes. Additionally, researchers will be able to leverage this 

study for future research. 

Barriers and Issues 

Several barriers and issues that surfaced during this study needed to be mitigated. The 

first potential barrier of this study was the recruitment and accreditation of the subject matter 

experts who participated in the first phase of this proposed study. To address this potential 

barrier the selection process of the SMEs considered the definition of an expert provided by 

Clayton (1997) which stipulates that knowledge and experience are requirements for 

participation in the Delphi method. Therefore, the members of the panel were limited to 

cybersecurity professionals with the required educational background, knowledge, experience, 

and professional certifications. Another barrier was the development of a method to connect data 

from two separate sources with disparate collection methodologies: demographic data and data 
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regarding the measurement of computer security posture and employee productivity. The last 

barrier that was addressed was obtaining Institutional Review Board (IRB) approval from both 

the college and the organization where the data collection took place. This was an essential 

barrier to overcome as a major component of the research study was collecting demographic data 

from human participants. 

Assumptions, Limitations, and Delimitations 

Assumptions 

This study assumed that the instrument used to gather feedback from the SMEs during 

the Delphi method would be clear and easily understood. Another assumption this study made 

was that the SMEs who participated in the Delphi method would provide honest feedback 

throughout the entire process. An additional assumption was the continuity of the SME 

participants during all iterations of the Delphi method. Lastly, this study assumed the instrument 

distributed to collect demographic data would be easily understood and answered honestly. 

Limitations 

This study developed a framework for assessing if remote workers pose an increased 

cybersecurity risk to an organization while engaging in cyberslacking, which Tandon et al. 

(2020) described as unethical behavior. Participation can be difficult if the participants feel there 

may be a negative consequence on their activities. Houston and Tran (2001) described the 

problem of encouraging participants to respond and be truthful in their responses to surveys. To 

overcome this limitation, the participants were assured that all data would be anonymized, kept 

confidential, and utilized exclusively for this study. Another limitation that was addressed was 

the difficulty in creating reports from the productivity suite and endpoint management systems to 

retrieve the key indicators required. To mitigate this limitation, an IT administrator will be 

engaged to create the required reports. 
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Delimitations 

A delimitation of this study was the recruitment of participants from one public higher 

education institution in the United States (U.S.); generalization to other business sectors or 

countries was not in the scope of this study. Another delimitation of this study was the utilization 

of measures limited to those validated by the SMEs during the Delphi method. In addition, this 

research precluded the use of mobile devices for the activities being measured. 

Definition of Terms 

The following represents the terms and definitions used in this study. 

Cyber deviance – “the intentional use of IT in the workplace that is contrary to the explicit and 

implicit norms of the organization, and that threatens the well-being of the organization and/or 

its members” (Venkatraman et al., 2018, p. 1061). 

Cyber hygiene – “the cyber security practices that online consumers should engage in to protect 

the safety and integrity of their personal information on their Internet enabled devices from being 

compromised in a cyber-attack” (Vishwanath et al., 2020, p. 2). 

Cyberloafing – “employees’ voluntary non-work-related use of company provided email and 

Internet while working” (Hadlington & Parsons, 2017, p. 567). 

Cybersecurity risk – “the risk of financial loss, disruption, or damage to the reputation of a firm 

as a result of a failure in its information technology systems due to external attacks” (Florackis et 

al., 2023, p. 351). 

Cybersecurity posture – “The security status of your enterprise's software and hardware, 

networks, services, and information; your ability to manage your defenses; and your ability to 

react to and recover from security events are collectively referred to as your cybersecurity 

posture” (Abdel et al., 2021, p. 2). 



13 

 

 
 

Cyberslacking – “the act of employees using their companies’ Internet access for personal 

purposes during work hours” (Lim, 2002, p. 675). 

Delphi Method – “a methodical and interactive research procedure for obtaining the opinion of a 

panel of independent experts concerning a specific subject” (Skinner et al. 2015, p. 32). 

Productivity – “measure of the efficiency with which the economy turns inputs, such as labor 

and capital, into output" (Vogl & Abdel-Wahab, 2015, p. 2). 

Remote work – employees performing “a portion of their work from areas outside the 

conventional office” (O’Neill et al., 2014, p. 153). 

Summary 

Researchers have estimated that at least a third of U.S. employees work-from-home 

(Barreo et al., 2020; Brynjolfsson et al., 2020). Extensive studies focused on working remotely 

concentrated on employee satisfaction, commitment, and productivity (Abilash & Siju, 2021; 

Bloom et al., 2015; Ferreira et al., 2021). According to Russo et al. (2020), the increase in 

working remotely provided an opportunity to investigate the impact employees can have on an 

organization’s cybersecurity, specifically those who engage in cyberslacking. Though a similar 

increase in cyberslacking research has occurred, a limited understanding of the issue by 

researchers and practitioners remains (Venktraman et al., 2019). In addition, many of the studies 

conducted have focused on those working in a traditional office setting and not remote workers 

(O’Neill et al., 2014).  

To address the gap in the literature regarding remote workers engaging in cyberslacking 

and the cybersecurity risk they introduce to an organization, this research study developed, 

validated, and empirically tested a taxonomy to assess an organization’s remote workers’ risk 

level of cybersecurity threats. The taxonomy has the potential to provide a benchmarking tool 

based on SMEs-defined metrics from application usage and cybersecurity posture indicators to 
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provide composite scores for assessing the level of cybersecurity risk posed by remote workers 

engaging in cyberslacking activities.   
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Chapter 2 
 

Review of the Literature 

Introduction 

In this chapter, a literature review was conducted to establish a theoretical foundation for 

this proposed study. The review focused on relevant literature related to remote workers, 

productivity, cyberslacking, cybersecurity posture, cyber risk management, and demographic 

information of remote workers. The literature review provided support for a three-phased 

developmental study using productivity values to measure cyberslacking activity and device 

cybersecurity posture to assess the cybersecurity risk remote workers introduce to an 

organization. 

Remote Workers 

Nilles (1998) is credited with being a pioneer in developing the telecommuting concept in 

the 1970s. The concept was proposed as a method to decrease pollution by minimizing 

commuting to work and decreasing traffic congestion, as well as a method to provide employees 

with flexibility and work-life balance (Narayanan et al., 2017). Advancements in technology 

have afforded organizations of all sizes an opportunity for their employees to work from 

locations other than those within the confines of a traditional office (Blount, 2015). 

Due to the COVID-19 world pandemic, organizations have increased and accelerated 

their adoption of remote work (Russo et al., 2020). In addition to the pandemic response, 

organizations have learned that there are competitive advantages, business continuity 

opportunities, and economic reasons for adopting work-from-home strategies (Ferreira et al., 

2021). Prior to the COVID-19 pandemic, approximately 5% of Americans worked from home 

for more than 50% of their workweek (Barreo et al., 2020). By April 2020, approximately 37% 

of Americans worked from home (Brynjolfsson et al., 2020; Yang et al., 2020). 
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Remote Workers Productivity 

Telecommuting, also known as work-from-home, work-from-anywhere, and remote 

work, is not a recent phenomenon as it was introduced in the 1970s (Borkovich & Skovira, 2020; 

Nilles, 1998). Additionally, work-from-home has been studied quite extensively in terms of 

employee satisfaction, commitment, and productivity, however, very little is known from the 

cybersecurity perspective (Abilash & Siju, 2021; Bloom et al., 2015; Ferreira et al., 2021). For 

example, Ferreira et al. (2021) used a designed science research approach in which a systematic 

literature review was conducted, along with 129 structured interviews, to determine the driving 

factors of adopting the use of remote work. Ferreira et al. (2021) concluded that the adoption of 

remote work yielded positive results in the organization in terms of increased worker motivation 

and an increase in worker productivity. Similarly, bloom et al. (2015) found a 13% increase in 

performance from employees who worked from home, higher job satisfaction, and a 50% 

decrease in the attrition rate. Their study was conducted on a NASDAQ-listed firm using a 

sample size of 249 employees, half of whom worked from home while the remaining were 

observed in the confines of a traditional office. Abilash and Siju (2021) collected data utilizing a 

questionnaire distributed to a sample size of 220 participants from the education sector. Their 

results demonstrated a positive effect on job performance, job satisfaction, and working 

remotely. These findings are similar to prior studies conducted by Gajendran and Harrison 

(2007) as well as Harker Martin and MacDonnell (2012) in terms of the positive effects of 

remote work on job performance and satisfaction. Conversely, in the natural experiment 

conducted by Yang et al. (2020), anonymized individual data were collected and analyzed for 

60,000 employees at a major technology firm. Their data included a summary of the amount of 

time spent using collaboration tools such as Microsoft Teams, Email, and video conferencing 

platforms both before and after a company-wide remote work mandate due to the COVID-19 
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pandemic. The analysis of their data utilized a modified difference-in-difference (DiD) model. 

The Standard DiD “is an econometric approach that enables researchers to infer the causal effect 

of a treatment by comparing longitudinal data from at least two groups” (Yang et al., 2020, p. 2). 

The results of their study indicated that a decrease in collaboration and communication patterns 

would negatively impact productivity, while it could also inhibit innovation in the long term. 

Remote Workers and Cyberslacking 

The primary focus of many prior studies of cyberslacking has been within an office 

environment rather than a remote setting. Cyberslacking is defined as “the act of employees 

using their companies’ Internet access for personal purposes during work hours” (Lim, 2012, p. 

675). Recent research has begun the examination of cyberslacking as it pertains to the remote 

workforce, those who may spend their entire work shift in front of a computer and not in the 

physical view of a supervisor (O'Neill, Hambley, & Bercovich, 2014; O'Neill, Hambley, & 

Chatellier, 2014). O'Neill, Hambley, and Chatellier (2014) distributed a survey to 148 U.S. 

working adults who worked remotely a minimum of one day per week. The survey intended to 

collect data to measure key personality factors, self-management techniques, and engagement in 

work activities to determine if cyberslacking by remote workers affected job effectiveness. Their 

study found that the direct implications of frequent cyberslacking by remote workers impacted 

their overall engagement in work activities (O'Neill, Hambley, & Chatellier, 2014). Although the 

findings of this study demonstrated the direct impact of cyberslacking on remote workers and 

their engagement in work activities, additional research should be conducted as it has been 

posited that the use of self-reported surveys tends to provide inaccurate information (Russo et al. 

2020). 
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In the literature review and analysis conducted by Stich (2020) on workplace stress in a 

virtual office uncovered a common theme with respect to deviant behaviors occurring when 

employees were outside of the traditional office setting. These behaviors included using the 

internet for non-work-related activities such as personal email, gambling, and surfing the web. 

Similarly, a longitudinal study conducted by Russo et al. (2020) to investigate predictors of well-

being and productivity during the COVID-19 pandemic concluded that remote workers were 

more frequently distracted and engaged in cyberslacking activities, which suggests that further 

empirical research is warranted.  

Table 2 

Summary of Remote Workers  

Study Methodology Sample Instrument  

or 

Construct 

Main 

Finding  

or 

Contribution 

Abilash & 

Siju, 2021 

Survey 220 

employees 

Job 

performance 

impact of 

working 

remotely. 

Increase in 

performance, 

job 

satisfaction 

and 

commitment 

while 

working 

remotely. 

 

Bloom et al., 

2015 

Empirical 

study via 

experiment 

249 

employees 

Performance 

impact of 

working 

remotely. 

Significant 

increase in 

performance 

working from 

home. 
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Table 3 

Summary of Remote Workers (continued) 

Study Methodology Sample Instrument  

or 

Construct 

Main Finding  

or 

Contribution 

Ferreira et al., 

2021 

Literature 

review and 

analysis of 

field 

interviews 

 

129 

qualitative 

interviews 

of 

employees 

working 

remotely. 

 

Remote work 

decisions 

factors. 

Remote work 

promotes 

positive 

relationships 

with worker 

satisfaction. 

Gajendran & 

Harrison, 2007 

Literature 

review  

 Impact of 

remote work 

arrangements 

on job 

performance. 

Remote work 

demonstrated 

beneficial effects 

on job 

satisfaction, 

performance, 

turnover intent, 

and role stress. 

 

Harker Martin 

& 

MacDonnell, 

2012 

Literature 

review and 

analysis 

using meta-

analytic 

method 

 Impact of 

remote work 

on retention, 

job 

performance 

and 

satisfaction. 

Remote work 

positively 

affected job 

satisfaction and 

performance and 

contributed to 

overall retention.  

 

O'Neill, 

Hambley, & 

Chatellier, 

2014 

Survey 148 

employees 

Effect of 

cyberslacking 

by remote 

workers. 

The results of 

suggest that 

personality traits 

identified in 

their study could 

be used as a 

starting point to 

gauge the 

propensity of 

employees 

working from 

home to 

participate in 

cyberslacking 
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Table 2 

Summary of Remote Workers (continued) 

Study Methodology Sample Instrument  

or 

Construct 

Main 

Finding  

or 

Contribution 

Russo et al., 

2020 

Longitudinal 

study 

192 

participants 

Effects on 

productivity 

from remote 

workers.  

Remote 

workers are 

more 

frequently 

distracted and 

engaging in 

cyberslacking 

activities. 

 

Yang et al., 

2020 

Empirical 

study via 

experiment 

61,182 

participants 

Effects of 

remote work 

on 

collaboration 

Remote work 

adoption 

directly 

affects remote 

worker’s 

collaboration 

network. 

Productivity 

Though research historically used productivity as the sole measure of financial success, 

recent studies are expanding the use of this term to reflect overall organizational success (Burney 

& Widener, 2013; Mohammad et al., 2019; Webber et al., 2015). Vogl and Abdel-Wahab (2015) 

defined productivity as the "measure of the efficiency with which the economy turns inputs, such 

as labor and capital, into output" (p. 2). The expanded use of productivity as a key indicator 

requires organizations to develop a method to ensure its accurate measurement. Further evidence 

of productivity as a key measure is demonstrated by Hanaysha (2016) on employee productivity. 

Hanaysha’s (2016) provided empirical evidence that work engagement had a positive effect on 

an organization’s overall success. Hanaysha (2016) recommended the implementation of a 

methodology that uses productivity as a key measure to evaluate the success of an organization.  
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Employee Productivity 

Employee productivity is focused on the efficiency of an employee or employees and can 

be evaluated by measuring their respective output within a given time period (Hanaysha, 2016). 

In a research study conducted by Hanaysha (2016), a 5-point Likert scale instrument was 

distributed online to 870 administrative and academic staff at public universities in Malaysia. 

Hanaysha (2016) analyzed the data using structural equation modeling with several tests 

performed for validity, such as Cronbach’s alpha reliability, convergent validity, face validity, 

and factor analysis. His results demonstrated that employee engagement had a significant 

positive effect on employee productivity. His findings supported Markos and Sridevi (2010) 

findings that employees who were not engaged in the workplace tended to focus on tasks of 

lower priority or those not essential to their job function.  

Ferreira and Du Plessis (2009) suggested measuring employee productivity by using time 

spent executing required tasks to achieve the desired outcome according to job function. 

Similarly, Syed et al. (2020) utilized the amount of work completed within a respective period of 

time as the measurement for productivity. In addition, Gibbs et al. (2021) measured productivity 

using an employee’s completed tasks per month divided by the number of hours worked. Thus, 

time on task can be an effective measure of employee productivity and will be used in this 

proposed study. 

Cyberslacking and Productivity Impact 

Das et al. (2020) found a decrease in overall work performance by employees who 

engaged in non-productive activities, such as cyberslacking, instead of tending to their assigned 

work activities. Their finding is in line with previous studies describing the effects of 

cyberslacking on employee productivity. In an early study, Henle et al. (2009) found that overall 

employee performance decreased by 30% to 40% due to cyberslacking activities. Similarly, Jia 
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et al. (2013) found that cyberslacking activities wasted valuable time and led to the loss of 

employee productivity. Jandaghi et al. (2015) also found a 40% decrease in productivity in their 

study due to engagement in cyberslacking activities. Conversely, studies conducted by Oravec 

(2002) and Anandarajan et al. (2006) determined that employees could benefit from a reasonable 

amount of online recreation during work hours as this could increase their job satisfaction 

directly impacting employee productivity. Similarly, Lim and Chen (2009) observed that small 

amounts of cyberslacking could be beneficial to an employee’s overall performance and 

productivity. Coker (2011) found that employees who engaged in very low cyberslacking, less 

than 12% of their overall time at work, had higher productivity results than those who did not. 

Additionally, Syrek et al. (2018) and Wu et al. (2021) found that cyberslacking facilitated 

microbreaks that allowed employees to cope with work stressors and avoid decreased 

productivity. The disparate findings in the studies conducted to determine the impact 

cyberslacking has on employee productivity demonstrate the need for further research.  

Table 4 

Summary of Productivity and Cyberslacking  

Study Methodology Sample Instrument  

or 

Construct 

Main Finding  

or 

Contribution 

Coker, 2011 Survey 700 office 

workers 

Workplace internet 

leisure browsing 

(WILB) and its effect 

on workplace 

productivity. 

In moderation 

WILB can have a 

positive effect on 

overall workplace 

productivity. 

 

Das et al., 

2020 

Survey 200 academic 

and non-

academic 

staff 

Abusive intention of 

cyberslacking. 

The relationship 

between 

cyberslacking and 

abuse intention 

was significant. 
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Table 5 

Summary of Productivity and Cyberslacking (continued) 

Study Methodology Sample Instrument  

or 

Construct 

Main Finding  

or 

Contribution 

Gibbs et al., 

2021 

Empirical 

study via 

experiment 

10,000 skilled 

professionals 

Comparison of 

productivity before 

and during work-from 

-home initiative due 

to COVID-19 

pandemic. 

Total hours 

worked increased 

by approximately 

30 percent. 

Average output did 

not significantly  

change. 

Productivity 

decreased by 20 

percent. 

 

Hanaysha, 

2016 

Survey 242 

administrative 

and academic 

staff 

Employee 

engagement and 

performance 

outcomes and 

productivity. 

Employee 

engagement has a 

significant positive 

effect on employee 

productivity. 

 

Jia et al., 2013 Survey 147 

participants 

Measuring impact of 

personality five traits 

(conscientiousness, 

emotional stability, 

agreeableness, 

extroversion, and 

openness to 

experience) on 

cyberloafing. 

 

Cyberslacking 

wastes valuable 

time and leads to 

loss of 

productivity. 

Lim & Chen, 

2009 

Survey 191 

respondents 

Effects of 

cyberloafing on 

productivity. 

Positive impact to 

productivity can be 

gained by small 

amounts of 

cyberloafing in the 

workplace. 
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Table 6 

Summary of Productivity and Cyberslacking (continued) 

Study Methodology Sample Instrument  

or 

Construct 

Main Finding  

or 

Contribution 

Markos & 

Sridevi, 2010 

Literature 

Review 

 Employee 

engagement affects 

productivity. 

Employees that are 

not engaged in the 

workplace tend to 

focus on tasks that 

are of a lower 

priority or not 

essential to their 

job function. 

 

Syrek et al., 

2018 

Survey 334 

employees 

Social media use 

relates to workplace 

engagement. 

Cyberslacking 

allows for small 

breaks that provide 

employees with a 

method to deal 

with work 

stressors and avoid 

a decrease in 

productivity. 

 

Vogl & Abdel-

Wahab, 2015 

Literature 

Review  

 Measuring 

productivity by 

overall output of 

labor, materials, and 

capital. 

Measuring overall 

productivity 

required the 

analysis of key 

datapoints to 

develop 

benchmarking 

indicators for 

efficiency and 

overall output. 

 

Wu et al., 2021 Survey 375 

participants 

Using ego-depletion 

theory and effort-

recovery model to 

develop a framework 

explaining 

cyberloafing effects 

on employee’s mental 

health. 

An examination of 

the resource 

recovery and 

depletion effects of 

social cyberloafing 

on the employee’s 

mental health. 
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Cyberslacking and Cybersecurity Posture  

Cybersecurity threats were estimated to have cost about six trillion dollars in 2021, and 

the increase in the number of cybersecurity attacks after COVID-19 was five times the rate 

before the pandemic (Aljohani, 2021). The pandemic has accelerated adoption of work-from-

home options for many organizations and has strained their respective Information Technology 

(IT) departments by forcing the use of new methodologies to secure supporting infrastructure, 

such as home computers, home routers, and Wi-Fi access points (Aljohani, 2021). This rapid 

acceleration led to the March 2020 release of a bulletin outlining and reinforcing the standards 

for teleworking by the National Institute of Standards and Technology (NIST, 2020). The 

bulletin detailed five key items for securing remote workers, including the use of Virtual Private 

Network (VPN) connections, enhancing the security of devices with the latest operating system 

patches, and enabling device encryption. These items are components that make up the 

cybersecurity posture of a device. 

Computer Cybersecurity Posture 

Ifinedo (2012) posited that to ensure critical IT infrastructure has been safeguarded 

against attacks or misuse, organizations should utilize various security measures, such as 

firewalls, antivirus software, encryption, and proper access controls. Connolly and Wall (2019) 

found that an integral part of how organizations can mitigate cyberattacks is to utilize a holistic 

strategy including a combination of tools, such as security software, proper patch management, 

and recovery software. Similarly, Adel et al. (2021) referred to the overall security status and 

ability to manage an organization’s technology stack, such as software, hardware, networks, and 

data, as its cybersecurity posture. In addition, Cain et al. (2018) suggested that the use of security 

software, such as antivirus, firewalls, and intrusion detection systems, should be used to ensure 

the proper cybersecurity posture of a device. The cybersecurity posture of a device is not solely 
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based on the use of the proper security controls, it is also important to regularly maintain these 

controls with the proper security and software updates to ensure their optimal effectiveness (Cain 

et al., 2018; Kabanda et al., 2018). Organizations that do not have the proper cybersecurity 

posture components in place risk being exposed to cyberattacks (Connolly et al., 2020). 

Cain et al. (2018) posited users must adhere to good cyber hygiene practices for 

organizations and users to have devices with proper cybersecurity posture. Vishwanath et al. 

(2020) defined cyber hygiene as practices users should follow in order to protect their internet-

accessible devices from being compromised in a cyberattack. Similarly, Banasinski and 

Rojszczak (2021) highlighted that cyber hygiene is a key component in establishing a 

comprehensive cybersecurity model. To safely access an organization’s resources, proper cyber 

hygiene security controls should be used, including appropriate implementation of patch 

management for all software on the device, antivirus software, malware protection, firewall 

configuration, and VPNs (Coventry et al., 2014; Such et al., 2019; Vishwanath et al., 2020). For 

an organization to have an effective cybersecurity posture, cyber hygiene must extend beyond 

the organization’s traditional workplace and into the remote workspace being utilized by the user 

to access their IT systems (Banasiski & Rojszczak, 2021). Rotas and Cahapay (2020) highlighted 

that remote users must adhere to the appropriate cyber hygiene procedures and proper 

cybersecurity posture of their devices to avoid being susceptible to cyberattacks. 

Cybersecurity Risk and Cyberslacking  

Florackis et al. (2023) described cybersecurity risk as the possibility of losing money, 

interrupting business operations, or harming the image of a company because of a failure in its 

IT systems caused by external threats. In addition to external threats such as hackers, malware, 

viruses, and ransomware, internal threats can increase the cybersecurity risk of an organization 



27 

 

 
 

(Algarni et al., 2021). For example, adverse user behaviors such as not complying with an 

organization’s cyber hygiene practices can be considered internal threats to an organization's IT 

system, therefore contributing to an increase in its cybersecurity risk (Kalhoro et al., 2021). 

Similarly, Cains et al. (2022) posited that users contributed to the increase in cybersecurity risks 

when not adhering to key security recommendations, such as password encryption or antivirus 

software. In addition, users’ web browsing behaviors, including cyberslacking, can introduce 

additional security concerns and adversely affect the capacity of the overall IT system (Kalhoro 

et al., 2021; Mishra & Tageja, 2020). 

Batabyal and Bhal (2020) found that cyberslacking can put organizations at considerable 

risk, both from a financial and a security perspective. Cyberslacking can pose a cybersecurity 

risk by subjecting an organization’s systems to malware and/or spyware infection (Ozler & Polat, 

2012; Vernon-Bido et al., 2018). In a study conducted by Koay and Soh (2018), as well as one 

by Papaginannidis and Markikyan (2020), the findings demonstrated that cyberslacking activities 

increased the risk of data loss due to spyware and virus infection. Exposure to malware and 

spyware can also cause degradation of network services and present network security threats to 

the organization (Hadington & Parsons, 2017; Vitak et al., 2011). Additionally, Wang et al. 

(2013) posited that cyberslacking can increase the susceptibility of an organization’s network to 

cybersecurity risks in the form of breaches and degradation of network capacity. Similarly, Lim 

et al. (2021) stated that employees’ cyberslacking activities could lead to security breaches and 

risk compromising the organization’s key data. 
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Table 7 

Summary of Cyberslacking and Cybersecurity Posture  

Study Methodology Sample Instrument  

or 

Construct 

Main Finding  

or 

Contribution 

Aljohani, 2021 Literature 

Review 

 Cybersecurity issues 

and breaches and 

mitigation factors. 

Increase in 

cybersecurity threats 

during the COVID-

19 pandemic due to 

decrease vigilance. 

 

Hadington & 

Parsons, 2017 

Survey 338 

participants 

Cyberloafing and 

internet addiction as 

indicators for 

Internet Security 

Awareness. 

Internet abuse and 

cyberslacking 

activities can be 

utilized as indicators 

for poor 

cybersecurity 

practices and could 

increase the risk of a 

potential breach. 

 

Ozler & Polat, 

2012 

Literature 

Review 

 Positive and 

negative impacts of 

cyberloafing on an 

organization. 

Identified antecedents 

and consequences of 

this behavior as well 

as the controlling 

measures. 

 

Vernon-Bido 

et al., 2018 

Theoretical 

model 

development 

 Cyberloafing 

behavior and on the 

perceived risk that 

minor cyberloafing 

creates in an 

organization. 

Sanctions play a role 

in mitigating 

cyberloafing, 

workload influences 

on cyberloafing 

tendencies are more 

impactful. 

 

Vishwanath et 

al., 2020 

Mixed 

method 

404 internet 

users 

Empirically 

identifying cyber 

hygiene and its sub-

dimensions. 

Developed Cyber 

Hygiene Inventory 

(CHI) measuring 

general internet 

users’ cyber hygiene. 
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Table 8 

Summary of Cyberslacking and Cybersecurity Posture  

Study Methodology Sample Instrument  

or 

Construct 

Main Finding  

or 

Contribution 

Vitak et al., 

2011  

Reanalysis of 

data  

2,134 

participants 

Cyberslacking 

effect on workplace 

behaviors attributed 

to habits and 

internet addiction as 

indicators for 

cyberslacking 

propensity. 

Identified areas that 

remain understudied 

with respect to their 

effect on 

cyberslacking, such 

as media habits and 

addictions, and 

average usage of 

internet services in 

the workplace. 

Additional areas of 

focus identified 

pertained to 

demographic 

information such as 

age, gender, and 

education and their 

relation to 

cyberslacking 

propensity. 

Cybersecurity Risk Management 

In the Framework for Improving Critical Infrastructure Cybersecurity created by the 

National Institute of Standards and Technology (NIST), risk is defined as “a measure of the 

extent to which an entity is threatened by a potential circumstance or event, and typically a 

function of: (i) the adverse impacts that would arise if the circumstance or event occurs; and (ii) 

the likelihood of occurrence” (NIST, 2018, p. 46). The recent increase in cyberattacks on 

organizations requires the development of methods and strategies to help measure and mitigate 

risk (Che Pa et al., 2017). Gouristetti et al. (2020) recommended that all organizations adopt 

cybersecurity frameworks to assess their overall cybersecurity posture. There are several 

cybersecurity frameworks in use across the world for example Cybersecurity Capability Maturity 
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Model, the NIST Cybersecurity Framework, the Lockheed Martin Kill Chain, and the Global 

Cybersecurity Index (Pattinson et al., 2018; Smith, 2019). However, the NIST Cybersecurity 

Framework has been widely adopted by chief information security officers across the globe and 

is considered the de facto standard (Badamasi & Utulu, 2021; Krumay et al., 2019). 

The NIST Cybersecurity Framework (2018) provides a model for companies to address 

cyberthreats and is comprised of five domains: Identify, Protect, Detect, Respond, and Recover. 

The Protect domain includes components such as the development and implementation of 

required safeguards to ensure that critical services remain operational and potential risks are 

reduced; it also includes user training and awareness (NIST, 2018). In addition, Crossland and 

Ertan (2021) recommended that an organization’s cyber risk management efforts should account 

for employee training to help identify cybersecurity risks and adhere to best practices. Proper 

training is vital, as the end user is considered to be the weakest link in computer security (Hakak 

et al., 2020; Heartfield & Loukas 2018).  

Cyber Risk Management of Remote Workers 

Although the increased number of remote workers provided organizations with the ability 

to continue key operations and minimize economic impact, it also increased cybersecurity attack 

surfaces that could be used in a breach (Vagal & Dillon, 2021). Many of the devices and 

networks being used to access organizational resources are unprotected and unsecured, providing 

an attack vector to hackers as well as cybercriminals (Hakak et al., 2020). Borkovich and Skovira 

(2020) found that remote workers presented a considerable threat to the cybersecurity posture of 

an organization and were more susceptible to cybersecurity attacks than those who worked in a 

traditional office environment. Similarly, Vagal and Dillon (2021) posited that working remotely 

introduces additional risk to organizations, as the traditional methods for a secure working 
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environment such as firewalls, intrusion prevention, and detection systems are not inherently in 

place. Weil and Murugesan (2020) suggested that organizations reevaluate their cyber risk 

strategies to include the threat of widespread adoption of working remotely. Similarly, Sebastian 

(2021) recommended organizations adopt a framework based on the NIST (2020) bulletin to 

incorporate remote work best practices into their existing cybersecurity policies.  

Cyber Risk Management of Cyberslacking 

In addition to the increase of cyber risk from remote workers’ cybersecurity posture, 

employees who are outside the confines of the traditional workspace are more susceptible to 

engaging in deviant activities as they are less likely to be discovered by a supervisor or coworker 

(Reizer et al., 2021; Stich, 2020). Activities such as cyberslacking can affect an organization’s 

business and increase the potential of cybersecurity attacks on its IT infrastructure (Alahmari & 

Duncan, 2020). Hadlington and Parsons (2017) found that cyberslacking activities and poor 

cybersecurity practices increased the risk of a potential breach. Similarly, Syed et al. (2020) and 

Reizer et al. (2021) described cyberslacking as a security risk to an organization, as it causes 

excessive internet usage and security threats. To mitigate the potential cybersecurity risks 

introduced by employee cyberslacking, organizations have adopted various security policies and 

countermeasures focusing on deterrence within the traditional workplace (Alharthi et al., 2019; 

Luo et al., 2022; Sheppard & Mejias, 2016). Yusif and Hafeez-Baig (2021) recommended an 

adjustment to these policies to account for the risks posed by remote workers engaging in non-

work-related activities. 
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Table 9 

Summary of Cyber Risk Management 

Study Methodology Sample Instrument  

or 

Construct 

Main Finding  

or 

Contribution 

Borkovich & 

Skovira, 2020 

Literature Review 

and unstructured 

interviews. 

12 

participants  

Determining if 

remote workers 

are a higher risk to 

the cybersecurity 

posture of an 

organization. 

The human factor is 

identified as the 

weakest link to 

information security 

therefore the 

adopted 

cybersecurity 

framework of an 

organization must 

account for remote 

workers. 

 

Goodwin, 

2022 

Phenomenological 

qualitative 

research. 

 Analysis of 

reported Financial 

Sector risks, 

failures and 

impacts due to 

weakness or lack 

of cybersecurity 

controls. 

Adoption and 

implementation of 

cybersecurity 

framework such as 

NIST Cybersecurity 

Framework proved 

to reduce cyber-

attacks and enhance 

the cybersecurity 

posture of 

organizations. 

 

Krumay et al., 

2018  

Literature Review  Analysis of the 

NIST 

Cybersecurity 

framework 

domains in 

academic literature 

to determine 

varying 

implications. 

 

Organizations need 

to adopt a security 

framework, such as 

NIST, to ensure a 

reasonable level of 

cybersecurity 

posture. 
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Table 10 

Summary of Cyber Risk Management (continued) 

Study Methodology Sample Instrument  

or 

Construct 

Main Finding  

or 

Contribution 

Ncubukezi, 

2022 

Survey 30 

respondents 

Analysis of 

employee actions, 

behaviors, and 

attitudes that 

negatively 

influence the state 

of information and 

computer security. 

 

Behaviors, attitudes, 

and actions of 

employees have the 

potential of 

contributing to the 

overall cyber risk of 

an organization. 

Sebastian, 

2021 

Survey 109 

participants 

Using 8 controls to 

develop the WFH 

cyber-attack 

mitigation 

framework. 

Development of an 

8-step framework 

that allows 

organizations to 

incorporate remote 

work best practices 

into their security 

policy. 

 

Shepard & 

Mejias, 2016 

Longitudinal 

study 

200 

participants 

Using technical 

and nontechnical 

deterrent policies 

to assess the 

impact on 

nonwork related 

internet use at 

work. 

The results 

demonstrated that 

nontechnical 

deterrence methods 

in the form of use 

policies are 

effective 

approaches to 

mitigate employee 

Internet abuse. 

Demographics 

Demographic characteristics such as age, gender, education level, and years of work 

experience have been studied as antecedents to cyberslacking, though results have been 

contradictory. For example, Ugrin and Pearson (2013) found younger employees were more 

inclined to participate in cyberslacking activities than their older colleagues. Similarly, Hartishi 

and Fathonah (2014) found age to be a contributing factor in an employee’s participation in 



34 

 

 
 

cyberslacking activity. However, Hernandez et al. (2016) found no differences in cyberslacking 

activities based on the age of employees.  

In terms of gender, Toker and Baturay (2021) found that males were more likely to 

engage in cyberslacking than females. Similarly, Hartijasi and Fathonah (2014), Sheikh et al. 

(2015), and Akbulut et al. (2017) found gender to be a contributing factor in cyberslacking 

activities. The analysis conducted by Akbulut et al. (2017) revealed that overall cyberloafing 

scores of male employees were much higher than those of female employees. Conversely, 

Hernandez et al. (2016) found that gender did not indicate a significant difference in 

cyberslacking engagement. Their findings were supported by Gokcearslan et al. (2018) and 

Gorenc et al. (2016), who determined that gender did not affect an employee’s choice to engage 

in cyberslacking.  

Education level has also been studied in terms of an employee’s propensity to engage in 

cyberslacking activity. Sheikh et al. (2015) found education level was a factor that contributed to 

cyberslacking activities. Similarly, studies by Althari et al. (2019), as well as Hartishi and 

Fathonah (2014), showed that education level contributed to employees’ cyberslacking activity. 

These findings directly conflict with the findings of Hernandez et al. (2016) in which an 

employee’s education level did not show a significant difference in their cyberslacking activity.  

 Work experience is another characteristic investigated with respect to an employee’s 

cyberslacking activities. Althari et al. (2019) found that the more work experiences an employee 

had, the less likely they were to engage in cyberslacking. These results were supported by Kemer 

and Ozcan (2021), who found that as the employee’s work experience increased, the frequency 

of cyberslacking engagement decreased. Conversely, Arslan and Demir (2016) found that as 

work experience increased, the frequency of cyberslacking increased. Contrary to the results of 
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both studies, Marzuki et al. (2020) found that an employee’s work experience did not affect their 

cyberslacking activity.  

An employee’s level in an organization is another factor that has been investigated in 

terms of cyberslacking. Ugrin et al. (2007) found that executives were more likely to engage in 

cyberslacking activities. Similarly, Marmat and Baqutayan (2019) found that employees of 

higher-level positions were more likely to be involved in cyberloafing. However, Aghaz and 

Sheikh (2016) found that senior staff were less likely to engage in cyberslacking activities than 

their junior counterparts.  

Table 11 

Summary of Demographics 

Study Methodology Sample Instrument  

or 

Construct 

Main Finding  

or 

Contribution 

Aghaz & 

Sheikh, 2016 

Survey 298 

participants 

Relationship 

between 

cyberloafing 

activities and 

behaviors 

resulting in 

knowledge 

worker job 

burnout. 

 

Senior staff were less 

likely to engage in 

cyberslacking 

activities than their 

junior counterparts. 

Akbulut et al., 

2017 

Survey 1339 students 

and 996 

jobholders 

Relationship 

between 

cyberloafing and 

social desirability.  

Cyberloafing more 

prevalent in male 

employees than 

female employees. 

 

Althari et al., 

2019 

Empirical 

Investigation 

1,063 

employees 

Employee 

Commitment to 

the organization 

and Frequency of 

Cyberslacking. 

Created the mobile 

cyberslacking-

commitment 

taxonomy (MCCT) 

for organizations to 

measure workplace 

productivity  
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Table 12 

Summary of Demographics (continued) 

Study Methodology Sample Instrument  

or 

Construct 

Main Finding  

or 

Contribution 

Gokcearslan et 

al., 2018 

Survey 885 

undergraduate 

students 

The relationships 

between 

smartphone 

addiction, 

cyberloafing, 

stress and 

social support. 

 

There was a 

significant difference 

between genders in 

terms of perceived 

social support, stress, 

and smartphone 

addiction, but there 

was no significant 

difference between 

genders in terms of 

cyberloafing. 

 

Gorenc et al., 

2016 

Survey 448 

employees 

Internet addiction 

and its impact on 

abuse of the 

internet at the 

workplace. 

Demographic factors 

such as gender, age, 

education, and 

income do not have 

an effect on 

cyberslacking or 

internet abuse in the 

workplace. 

 

Hartijasi & 

Fathonah, 

2014 

Survey 267 

participants 

Measured 

frequency of 

cyberloafing on 

20 specified 

activities to 

determine effect 

on productivity. 

 

Education 

contributed to the 

employees 

cyberslacking 

activity. 
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Table 13 

Summary of Demographics (continued) 

Study Methodology Sample Instrument  

or 

Construct 

Main Finding  

or 

Contribution 

Hernandez et 

al., 2016 

Survey 183 

participants 

Measure self-

reported extent to 

which workers 

cyberslacking and 

its ethical 

severity. 

Study found that 

there are no 

significant 

differences in 

employees’ 

cyberslacking 

activities based on 

gender, age, level of  

education, job level, 

and years working 

for government.  

 

Rahimnia et 

al., 2015  

Survey 320 

administrative 

employees 

Control 

mechanisms to 

effect 

cyberloafing in 

the workplace.  

 

Females were more 

likely to engage in 

cyberslacking than 

males. 

Toker & 

Baturay, 2021 

Survey  272 students  Cyberloafing 

affected by 11 

key factors 

including internet 

experience, age, 

and gender. 

Males were more 

likely to engage in 

cyberslacking than 

females. 

Theoretical Background: Routine Activity Theory 

Routine Activity Theory (RAT) was developed by Cohen and Felson (1979) as a method 

to analyze crime rate by focusing on the circumstances of the crime rather than the 

characteristics of the offender. Cohen and Felson (1979) posited that “most criminal acts require 

convergence in space and time of likely offenders, suitable targets, and the absence of capable 

guardians against crime” (p. 538). The likelihood of the criminal act occurring decreases or is 

potentially eliminated if one or more of these components is absent (Choi, 2008). Researchers 

have utilized RAT to provide a framework for identifying risk factors of victimization (Reyns et 
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al., 2016). RAT has been used extensively in criminology to provide an analysis of the various 

forms of deviance and crime (Navarro & Jasinski, 2012). A graphical depiction of the theory is 

shown in Figure 2. 

Figure 2 

Routine Activity Theory – Adapted from Cohen & Felson (1979) 

 

Researchers have expanded the application of RAT from its initial use in criminology to 

include the analysis of cyber deviance and cybercrimes (Navarro & Jasinski, 2012; Reyns et al., 

2016). Additionally, Reyns et al. (2016) noted an increasing number of studies have focused on 

online victimization, although RAT was originally deemed to be location-based and unsuitable 

for computer-based crimes. Leukfeldt and Yar (2016) posited that RAT was suitable for studies 

involving cybercrime and cyber deviant behavior but suggested that modifications were required 

to accommodate the non-spatial nature of the virtual environment.  

Choi (2008) proposed combining components of lifestyle exposure theory and RAT to 

explain the causes of computer crime victimization via specific components. The combined 
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theory, Cyber Routine Activity Theory (Cyber-RAT), primarily focuses on computer hacking but 

can be used to explain computer crime victimization utilizing two factors, digital guardianship, 

and online activities (Choi & Lee, 2017). Lee and Choi (2021) utilized Cyber-RAT to explore 

potential links between Bitcoin, ransomware, and terrorist activities. In addition, Correia (2022) 

used Cyber-RAT to develop mitigation and detection strategies for the motivations of cyber 

terrorist offenders. 

This research study used previous studies on RAT and Cyber-RAT to analyze 

cybersecurity risks posed by remote workers engaging in cyberslacking activities (Choi & Lee, 

2017; Leukfeldt & Yar, 2016; Navaro & Jasinski, 2012). Leukfeldt and Yar (2016) noted that 

RAT could be used to provide an analysis of cyber deviant activities and suggested the key 

constructs be reviewed in terms of their applicability to the online environment. In RAT, the 

construct of lack of guardianship refers to persons or objects with the capability to prevent or 

deter crime (Cohen & Felson, 1979). Researchers have adapted this construct to expand their 

understanding of guardianship in various areas of cyberspace. For example, Holt and Bassler 

(2013) noted that antivirus, antispyware, and adware programs are the most common computer-

based guardians. Ilievski (2016) posited that in terms of cybercrime and cyber deviance, 

guardianship can refer to the use of protective software such as firewalls, antivirus, and anti-

spyware. Similarly, Jansen and Leukfeldt (2016) noted that technical security measures such as 

antivirus software could be used as a form of guardianship. Additionally, Choi (2008) described 

guardianship as digital guardianship, which included the use of security management software 

such as antivirus, anti-spyware, and firewalls.  

The second construct in RAT is suitable targets, defined as persons or property that can 

be threatened by the offender (Cohen & Felson, 1979). Traditionally, the suitable target construct 
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of RAT required a physical location. Reyns et al. (2016) contended the intersection of parties 

within a network served as a replacement for the physical location requirement. Similarly, Brady 

et al. (2016) suggested that the construct of a suitable target should be changed to accommodate 

the digital world. Increased technology dependence also provides additional visibility to the 

targets due to the subsequent growth in online activity (Jansen & Leukfeldt, 2016). In addition, 

Ilievski (2016) found an increase in target suitability for those users who are engaging in risky 

online activities, such as frequently visiting unknown websites and downloading games or music. 

 The last construct in RAT is that of a likely offender, described as a person with the 

capability and motive to commit a crime (Cohen & Felson, 1979). Although the original theory 

required frequent physical contact between the target and the likely offender, researchers have 

posited that this could be expanded to accommodate virtual environments (Ilievski, 2016; Jansen 

& Leukfeldt, 2016; Leukfeldt & Yar, 2016). Holt and Bossler (2008) postulated that routine 

computer use could increase the exposure to likely offenders. Similarly, Ilievski (2016) noted 

that the exposure to likely offenders, which they term motivated offenders, was increased by the 

users’ daily online activities. The increase in dependency on the use of the Internet in users’ 

daily activities creates the opportunity for likely offenders to have unlimited access to potential 

targets (Brady et al., 2016). 

This research study used RAT as the foundation for research. The three fundamental 

RAT constructs, lack of guardianship, suitable targets, and likely offenders, along with the 

modifications proposed by researchers to accommodate a digital world were applied. In addition, 

this research expanded the constructs as follows: alternate workplace, organization, and remote 

workers. The alternate workplace construct aligns with lack of guardianship, as the remote site 

provides no physical management oversight. In addition, the alternate workplace presents the 
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potential that the device violates security policy for security software and updates. Secondly, the 

organization construct aligns with a suitable target, as the organization could be at risk if there is 

a lack of guardianship and a likely offender, which according to Brady et al. (2016) the internet 

increases the number of potential offenders. Lastly, the remote workers construct aligns with a 

likely offender, as the cyberslacking activities can be deemed as risky online activities which 

increase an organization’s risk factor (Ilievski, 2016). A graphical depiction of the adapted 

theory is shown in Figure 3.  

Figure 3  

Adapted from Routine Activity Theory Cohen & Felson (1979) 
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Table 14 

Summary of Routine Activity Theory 

Study Methodology Sample Instrument  

or 

Construct 

Main Finding  

or 

Contribution 

Choi & Lee, 

2018 

Survey 272 

participants 

Cybersecurity issues 

and breaches and 

mitigation factors. 

Participants that take 

part in risky online 

activities and do not 

effectively manage 

their cybersecurity 

are more likely to 

experience cyber-

interpersonal 

violence 

victimization.  

 

Jansen & 

Leukfeldt, 

2016 

Semi-

structured 

interviews 

30 

participants 

Cyberloafing and 

internet addiction as 

indicators for 

Internet Security 

Awareness. 

Internet abuse and 

cyberslacking 

activities can be 

utilized as indicators 

for poor 

cybersecurity 

practices and could 

increase the risk of a 

potential breach. 

 

Leukfeldt & 

Yar, 2016  

Reanalysis of 

data  

9,161 

participants 

The effects of value, 

visibility, 

accessibility, and 

guardianship on 

victimization of six 

cybercrimes. 

Accessibility and 

personal capable 

guardianship show 

varying results. Value 

and technical capable 

guardianship show 

almost no effects on 

cybercrime 

victimization. 
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Table 15 

Summary of Routine Activity Theory (continued) 

Study Methodology Sample Instrument  

or 

Construct 

Main Finding  

or 

Contribution 

Navarro & 

Jasinski, 2012  

Survey  935 

participants 

Availability was 

measured by how 

often participants 

engaged in online 

activity. Suitability 

categorized the 

types of activity the 

participants engaged 

in. Guardianship 

was measured by 

engaging both 

physical and 

technical methods. 

RAT demonstrated to 

be a viable theory to 

analyze 

cyberbullying among 

the participants by 

using the constructs 

defined. The results 

were mixed in terms 

of suitability and 

guardianship.  

Choi & Lee, 

2018 

Survey 272 

participants 

Cybersecurity issues 

and breaches and 

mitigation factors. 

Participants that take 

part in risky online 

activities and do not 

effectively manage 

their cybersecurity 

are more likely to 

experience cyber-

interpersonal 

violence 

victimization.  

 

Summary of What Is Known and Unknown 

Cyberslacking is estimated to cost organizations approximately $85 billion per year, yet it 

remains an issue that researchers and practitioners are struggling to understand (Venktraman et 

al., 2019; Zakrzewski, 2016). Furthermore, the studies conducted have focused on cyberslacking 

within the confines of a traditional office and not on those employees working remotely (O’Neill 

et al., 2014). In response to the COVID-19 pandemic, many organizations have adopted remote 

work strategies to continue their business operations. In 2019, approximately 30% of the U.S. 

workforce was working remotely at least part of the week (Barreo et al., 2020; Brynjolfsson et 
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al., 2020). Few researchers have examined the effects of remote workers engaging in 

cyberslacking activities and the potential cybersecurity risks (Russo et al., 2020). In addition, the 

studies conducted have used self-reported survey instruments to collect data about participant’s 

cyberslacking activity, this has been identified as a limitation of these studies as participants may 

be reluctant to report their activities accurately (Hadlington & Parsons, 2017; Russo et al., 2020; 

Syed et al., 2020). Akbulut et al. (2017) suggested that further research should be conducted 

using measures that are not obtained through self-reported instruments. 

Research has shown that cyberattacks on organizations continue to increase, specifically 

increases in cyberattacks directed at remote employees. Therefore, organizations should develop 

and adopt methodologies to help understand and mitigate their cybersecurity risk (Che Pa et al., 

2017; Moshin, 2020). Organizations have used various security policies and countermeasures 

focusing on deterrence within the traditional workplace but have not accounted for remote 

workers (Alharthi et al., 2019; Luo et al., 2022; Sheppard & Mejias, 2016).  

The literature review demonstrated disparate findings in terms of cyberslacking activity 

and various demographic characteristics such as age, gender, education level, and years of work 

experience. For example, Toker and Baturay (2021) found that males were more likely to engage 

in cyberslacking than females. Conversely, Hernandez et al. (2016) observed that gender did not 

indicate a significant difference in cyberslacking engagement. Additionally, the literature 

demonstrated contradictory results for age, education level, and work experience. As a result, 

additional research is required to explore the relationship between employee cyberslacking and 

demographic factors such as age, gender, education, and level in the organization.  
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Chapter 3 

 

Methodology 

Overview of Research Design 

This research study, a three-phased developmental approach as depicted in Figure 2, 

created, and empirically validated the Remote Worker Cyberslacking Security Risk Taxonomy. 

This work was successful in achieving the goal of developing, validating, and empirically testing 

the taxonomy to assess an organization’s remote workers’ risk level of cybersecurity threats by 

using productivity measures to determine their inclination to participate in cyberslacking and the 

computer security posture of the remote device being used to access organizational resources. 

The data collection for this developmental study utilized an experimental field study approach as 

described by Levy and Ellis (2011). This experimental design is appropriate when randomization 

of the participants is not possible, leaving the use of pre-defined groups. The Remote Worker 

Cyberslacking Security Risk Taxonomy was leveraged as the artifact or “thing” that was built to 

address the identified research problem (Ellis & Levy, 2009). This research developed, validated, 

and empirically tested a taxonomy to assess an organization’s remote workers’ risk level of 

cybersecurity threats. This research study was conducted in three phases to address the main 

question: How are remote workers classified in terms of the potential cybersecurity risk they 

pose based on the cyberslacking activities they engage in, and the cybersecurity posture of the 

device being used to access the organizational resources?
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Figure 4 

Proposed Research Design Process 

 

Phase one recruited SMEs from the cybersecurity/IT field to identify and validate 

measures for the computer security posture score. This process of identification and validation of 

the measures leveraged the Delphi method to obtain anonymous feedback from experts (Okoli & 

Pawlowski, 2004). This method sought to build a consensus among the SMEs identified via a 

well-defined process that included identifying measures, rating those measures, providing 
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reasons behind their responses, and finally driving towards an agreement of all parties involved 

(Parekh et al., 2018). 

Phase two involved collaboration with the identified SMEs to define, develop, and test 

the Remote Worker Cyberslacking Security Risk Taxonomy by collecting data from a pilot 

group of participants to verify the validity of the defined measures for device cybersecurity 

posture and their derived composite value. Building on the research conducted by Jeong et al. 

(2020) and Bhomer et al. (2011) in which log analysis was used to determine application usage 

patterns as well as the research conducted by Ferreira et al. (2014) that included additional 

details "such as work schedule, hours, the purpose of use, and log data" (p. 17), this study 

utilized the reporting capabilities of the productivity suite that contains application usage and 

endpoint management software data points to collect the key indicators as defined by the SMEs. 

This differs from prior studies conducted by Jamaluddin et al. (2015), and Askew et al. (2014) 

where self-reported instruments were used to collect cyberslacking activity. As prior studies have 

suggested that age, gender, education level, and years of work experience could impact 

cyberslacking behaviors, this study gathered these demographic indicators via a survey 

instrument (Alharthi et al., 2019; Luqman et al., 2020; Rahimnia & Mazidi., 2015; Sheikh et al., 

2015). An integral outcome of this pilot phase was to help validate a particular instrument before 

moving to the primary data collection stage of this study (van Teijlingen & Hundley, 2002). 

Phase three of this study, the main data collection and analysis phase, used the defined 

measures for cyberslacking and device cybersecurity posture, with their derived composite 

values and demographic information. This study focused on remote workers from a public higher 

education institution in the U.S.  
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Measures 

Productivity 

Vogl and Abdel-Wahab (2015) defined productivity as the "measure of the efficiency 

with which the economy turns inputs, such as labor and capital, into output" (p. 2). Productivity 

has been used as an indicator of an organization’s success and continues to expand as a key 

performance measure, incorporating strategic organizational goals along with financial 

considerations (Burney & Widener, 2013; Mohammad et al., 2019; Webber et al., 2015). 

Hanaysha (2016) provided empirical evidence that work engagement has a positive effect on 

employee productivity and recommended organizations provide a methodology for measurement 

and evaluation. 

Employee Productivity and Cyberslacking 

Employee productivity is focused on the efficiency of the employee or employees and 

can be evaluated by measuring their respective output within a given time period (Hanaysha, 

2016). Ferreira and Du Plessis (2009) suggested that assessing employee productivity can be 

accomplished by measuring time spent executing required tasks to provide the desired outcome 

according to respective job functions. Syed et al. (2020) leveraged the amount of work 

completed within a respective period of time as the measurement for productivity. Specifically, 

an employee’s engagement in work activities demonstrates a positive effect on overall employee 

productivity (Hanaysha, 2016). Similarly, Das et al. (2020) attributed a decrease in an 

employee’s overall work performance to their engagement in non-work activities such as 

cyberslacking.  

This study expanded on work conducted by Eldridge and Pabilonia (2010) in which total 

hours worked by supervisory and nonsupervisory employees in a week, Current Population 

Survey ratio, and total number of work weeks in a year were used as inputs in an equation for 
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determining total hours for production. Similarly, this study measured cyberslacking activity by 

using the following inputs: employee productivity, total hours in the workday, and a constant 

measure for breaks, as depicted in Equation 1. 

 𝐶𝑦𝑆𝐼 = 𝑘 ∗ (𝑊𝑘𝐷 (ℎ𝑟𝑠) − (𝐵𝑟𝑘 (ℎ𝑟𝑠) + 𝐸𝑃 (ℎ𝑟𝑠))) (1) 

As shown in Equation 1, the value for CySI is normalized using the k coefficient, to a 

value between 0 and 100 for consistency representing a percentage of the workday devoted to 

cyberslacking. WkD represents the typical workday, in the U.S. a typical workday is eight hours 

(Smith, 1986). The U.S. Bureau of Labor Statistics (2021) reported the average workweek for 

employees in the information sector in October of 2021 was 36.7 hours. The information sector 

includes traditional publishing, and telecommunications, which plays a large role in 

cybersecurity (U.S. Bureau of Labor Statistics, 2021). Brk is a constant value of time provided 

for breaks or activities that are not directly related to work but do not impact overall engagement 

time. The normalization coefficient is represented by k (100/7.5 or 40/3). Lastly, EP is the 

overall employee productivity and engagement time. 

This study used the literature and SMEs feedback to identify key indicators by which 

employee productivity can be measured. For example, Yang et al. (2020) utilized data on emails, 

calendars, instant messages, and video/audio calls to measure the effects of remote work on 

employees’ productivity. Similarly, Fransilla et al. (2014) measured extensive email usage by 

knowledge workers and its potential to decrease productivity. Additionally, Cao et al. (2021) 

collected data about the usage of major productivity tools such as Microsoft Teams, Outlook, 

OneDrive, and SharePoint to measure productivity and multitasking behaviors. This study used 

an aggregate of time spent on productivity software such as Microsoft's Office 365 suite of 

productivity tools, Email usage, Microsoft Teams, a web browser, OneDrive, and SharePoint as 
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the indicators for measurement. Table 2 lists the indicators of employee productivity as derived 

from the literature that will be utilized to measure cyberslacking.  

Table 16 

Indicators to measure employee productivity (All Measured in Hours Per Day) 

PMID Indicator Source/Adapted 

PM01 Browser usage Czerwinski et al. 

(2004) 

Coker (2011) 

PM02 Email apps usage Mark et al. (2016) 

PM03 OneDrive for Business usage Cao et al. (2021) 

PM04 Microsoft 365 Apps usage (Word, Excel, PowerPoint) Yang et al. (2020) 

PM05 SharePoint site usage Cao et al. (2021) 

PM06 Microsoft Teams user activity Yang et al. (2020) 

Computer Cybersecurity Posture 

To measure the computer security posture of the device being used by remote workers to 

access corporate systems, this study used an aggregate value of key indicators that have been 

identified from the literature and subsequently validated and assigned proper weights using 

feedback from SMEs. These indicators were obtained from an endpoint management system to 

overcome issues with self-reporting anomalies. Abdel et al. (2021) referred to cybersecurity 

posture as overall security status and ability to manage an organization’s technology stack, such 

as software, hardware, networks, and data. In addition, cybersecurity posture considers the 

organization’s ability to react, mitigate, and recover from security events. Cybersecurity posture 

includes many areas that need to be addressed in order to protect an organization from potential 
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cyber threats. This study focused on cybersecurity posture from the endpoint device used to 

access an organization’s resources with company-provided devices and their overall cyber 

hygiene, which plays a significant role in cybersecurity breaches (Cain et al., 2018). Vishwanath 

et al. (2020) defined cyber hygiene as a practice users should follow in order to protect their 

internet-accessible devices from being compromised in a cyber-attack. Proper cyber hygiene 

includes various security controls that should be followed, such as proper patch management for 

all software on the device, antivirus and malware protection, firewall configuration, and VPNs 

for accessing an organization’s resources (Coventry et al., 2014; Such et al., 2019; Vishwanath et 

al., 2020). Thus, this study used the indicators of proper cyber hygiene, as derived from the 

literature, and listed in Table 9, to determine an aggregate score for computer security posture, as 

depicted in Equation 2. 

 
𝐶𝑆𝑃 = 𝑗 ∗ ∑(𝑤𝑖 ∗ 𝐶𝑆𝑃𝑖)

𝑛

𝑖=1

 (2) 

As shown in Equation 2, CSP is the value for the computer security posture of the device 

being used to access organizational resources remotely. The computer security posture indicator 

is represented by CSPi, n is the total number of proper cyber hygiene indicators, and i represents 

the value of the specific proper cyber hygiene indicator. The arithmetic means of the SME scores 

for each computer security posture indicator was used as their respective weight and is 

represented by wi. To normalize the value for CSP this study used a coefficient represented by j. 

This coefficient is derived by dividing one by the sum of the maximum value of each computer 

security posture indicator (MaxCSPi), depicted in Table 9, and multiplied by its respective 

weight. This is represented by Equation 3. The CSP normalized score will be used as one of the 
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two values to determine the employee’s position in the Remote Worker Cyberslacking Security 

Risk Taxonomy. 

𝑗 =  
1

∑ (𝑤𝑖 ∗ 𝑀𝑎𝑥𝐶𝑆𝑃𝑖)
𝑛
𝑖=1

 (3) 

Table 17 

Indicators to Measure Computer Security Posture. 

CSPID Indicator Rating Scale Source 

CSP01 Operating System Version 1 – 4 Such et al. (2019) 

CSP02 Operating System Patching (systems are up 

to date) 

1 – 4 

Such et al. (2019) 

CSP03 Antivirus/Malware Detection programs  1 – 4 Cain et al. (2018) 

CSP04 Antivirus/Malware signature updates 1 – 4 Cain et al. (2018) 

CSP05 Software updates 1 – 4 Such et al. (2019) 

CSP06 Disk encryption enabled 1 – 2 Such et al. (2019) 

CSP07 Firewall enabled 1 – 2 Cain et al. (2018) 

CSP08 VPN usage 1 – 2 Such et al. (2019) 

CSP09 Collection of security logs enabled  1 – 2 Vishwanath et al. 

(2020) 

CSP10 End Point Protection 1 – 2 Vishwanath et al. 

(2020) 

Demographics 

The literature has demonstrated that demographics, such as age, gender, education level, 

and years of work experience, have been “empirically verified to have contributed to 

cyberloafing and often referred to as cyberloafing antecedents” (Sheikh et al., 2015, p. 174). 
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Although the literature does support demographics as antecedents, inconsistent findings exist 

pertaining to age, gender, education, and work experience with respect to employees’ 

cyberslacking (Althari et al., 2019; Hartijasi & Fathonah, 2014; Sheikh et al., 2015). Hartijasi 

and Fathonah (2014), as well as Sheikh et al. (2015), stated age, gender, education, and work 

experience were factors that contributed to cyberslacking activities. Conversely, Hernandez et al. 

(2016) found that age, gender, level at the organization, and education did not show a significant 

difference in cyberslacking activities. Another example of varying findings pertaining to 

demographics is demonstrated in Ugrin et al.’s (2007) where executives were more likely to 

engage in cyberslacking activities. Similarly, Aghaz and Sheikh (2016) found a positive 

correlation between level in the organization and cyberslacking behaviors. Therefore, further 

research is warranted with respect to employee cyberslacking demographic factors such as age, 

gender, education, and level at the organization as depicted in Table 10. 

Table 18 

Demographic indicators  

DMID Demographic Source 

DM_AGE Age Hernandez et al. (2016) 

Althari et al. (2019) 

DM_GEN Gender Hernandez et al. (2016) 

DM_EDU Education Hernandez et al. (2016) 

DM_ROL Job role Ugrin et al. (2007) 

DM_JOB Level on the organization Aghaz and Sheikh (2016) 

DM_EXP Experience Hartijasi and Fathonah (2014) 
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Validity and Reliability  

This study followed a three-phased developmental approach that combines quantitative 

methodologies, qualitative methodologies, and the development of a Remote Worker 

Cyberslacking Security Risk Taxonomy. In phase one, SMEs were asked to: (1) validate 

measures for the computer cybersecurity posture score, (2) develop and derive a composite value 

used for determining the computer cybersecurity posture score, (3) use the measures and 

composite values to validate a taxonomy measuring if an organization’s remote workers present 

a higher risk of cybersecurity threats. These components will allow for measuring the remote 

workers’ propensity to engage in cyberslacking activities and gauging the computer 

cybersecurity posture of the remote device being utilized to access organizational resources. In 

addition, phase one used the Delphi method in an effort to build a consensus among the SMEs 

via a well-defined process that includes identifying the measures, rating the measures, providing 

reasons behind their responses, and finally driving towards an agreement of all SMEs (Parekh et 

al., 2018).  

Phase two validated the proposed Remote Worker Cyberslacking Security Risk 

Taxonomy by collecting data from a pilot group of 15 participants to verify the validity of the 

defined measures for cyberslacking, the device cybersecurity posture score, and their derived 

composite value. In addition, an instrument was used to collect demographic information such as 

age, gender, education level, and years of work experience, as studies have indicated that these 

factors may impact cyberslacking behaviors (Alharthi et al., 2019; Luqman et al., 2020; 

Rahimnia & Mazidi, 2015; Sheikh et al., 2015). This phase helped validate the taxonomy prior to 

the main data collection phase. Lastly, phase three consisted of the main data collection of the 

larger group where pre-analysis data screening will occur before statistical analysis is conducted. 
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Validity 

Kimberlin and Winterstein (2008) defined validity “as the extent to which an instrument 

measures what it purports to measure” (p. 2278). As discussed by Salkind (2017), content 

validity can be addressed by conducting a proper literature review. This study provided a 

synthesis of the body of knowledge in the literature regarding cybersecurity posture measures as 

well as cyberslacking activities affecting productivity. This review served as the basis for the list 

of SMEs approved measures to help validate the Remote Worker Cyberslacking Security Risk 

Taxonomy. Criterion validity was addressed by leveraging SMEs feedback on (1) validated 

measures for the computer security posture score, and (2) the development and validation of a 

composite value used for determining the computer security posture score. To address construct 

validity, the literature review and synthesis provided the basis for cybersecurity implications for 

remote workers who are engaging in cyberslacking. In addition, collaborating with the SMEs on 

the Delphi method, as well as having multiple iterations, increased the validity of the constructs 

(Hasson et al., 2000). 

Reliability 

Ihantola and Kihn (2011) described reliability as the consistency of a variable or set of 

variables in what they intend to measure. In phase one, the initial data collection was obtained 

with the assistance of SMEs via an instrument distributed via email. To increase the participation 

and commitment of the SMEs to the research study, a $5 Starbucks gift card was given to each. 

The data collection process in Phase Two and Phase Three was conducted in the same manner, 

collecting the same data points across all participants, and leveraging the same methodology to 

ensure consistency. The values for these coefficients range between zero and one; the higher the 

value, the more reliable the measures (Terrell, 2016). 
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Proposed Sample 

Currently, there is no consensus in terms of panel size and number of rounds for the 

Delphi method that is proposed to be leveraged in phase one of this study (Atkins et al., 2005; 

Skulmoski et al., 2007), although Okoli and Pawlwski (2004) suggested that an expert panel size 

should have 10 to 18 experts participating in each round. Similarly, Skinner et al. (2015) posited 

that expert panels can range from 10 to 30 experts. For phase one of this research study, the 

proposal was to contact 75 experts, with a desired response rate of 15. The expert panel was 

recruited via LinkedIn and professional cybersecurity organizations. Clayton (1997) defined an 

expert as “someone who possesses the knowledge and experience necessary to participate in a 

Delphi” (p. 377). According to Clayton’s (1997) definition, members of the panel were limited to 

cybersecurity professionals with the requisite knowledge, education, experience, and 

professional certification credentials such as CompTIA Security+, and Certified Information 

Systems Security Professional (CISSP). 

For the second phase of this study, the research collected demographic data, 

cyberslacking activity, and computer cybersecurity posture indicators in the form of a pilot study 

to ensure the taxonomy met the requirements set forth. The ten participants for the pilot were 

recruited via email and were a subset of employees of the intended larger sample. In order to 

participate in this study, the employees had to be information workers with technology 

backgrounds who work-from-home. Pilot users were excluded from the main data collection to 

avoid adversely affecting the participants’ behavior, as this can be a common drawback of using 

a pilot (van Teijlingen & Hundley, 2002). 

Phase three of this study utilized a sample of the population as described by Sekran and 

Bougie (2016) as representative of the overall population by which conclusions can be drawn, 

specifically a target of 125 participants. This study leveraged a sample of convenience from a 
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public higher education institution, specifically targeting information workers with technology 

backgrounds who primarily work-from-home. A total of 625 potential participants were 

contacted via email to participate in this study to achieve the intended target of 125 participants. 

Pre-analysis Data Screening 

To ensure the data being collected in this study did not contain irregularities or presented 

issues during the collection process, pre-analysis data screening was utilized prior to conducting 

the final analysis, as recommended by Levy (2006). Mertler and Vannatta (2017) posited the 

need to leverage screening methods that ensure the quality of data collected in terms of accuracy, 

completeness, and absence of outliers, as these can have adverse effects on the results and 

conclusions made from the analysis. 

Levy (2006) discussed the four main reasons for ensuring pre-analysis screening is 

conducted on the data collected before the final analysis. The first reason is data accuracy, it is 

imperative to ensure that the data collected is accurate to provide accurate analysis. The second 

reason is to mitigate the issue of response-set, whereby respondents to an instrument submit the 

same score for the full set of questions, as this poses a threat to the validity of the measures 

(Kerlinger & Lee, 2000; Levy, 2006). The third reason is to validate that data is not missing by 

ensuring the data collection methods have been designed to prevent such an occurrence. Missing 

data can affect not only the conclusions drawn but the validity of the dataset (Levy, 2006; 

Mertler & Vannatta, 2017). Lastly, pre-analysis screening should address outliers, which can 

have an adverse effect on the results and conclusions made from the analysis. 

Data Collection & Data Analysis 

Phase One – Delphi Methodology (RQ1 & RQ2)  

Phase one of this research study sought to validate measures for employee cyberslacking 

and the computer security posture score of the device being used to access organizational 
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resources using the Delphi method. This method was established by the RAND Corporation as 

“a methodical and interactive research procedure for obtaining the opinion of a panel of 

independent experts concerning a specific subject” (Skinner et al. 2015, p. 32). This iterative 

process seeks to build consensus among a group of SMEs that intends to yield agreement on final 

ratings (Parekh et al., 2018). This method consisted of multiple rounds until a consensus among 

the SMEs was attained. Sumsion (1998) recommended a 70% SME response rate as acceptable 

of consensus. 

Data Collection  

This research study distributed an anonymous survey via email and LinkedIn to 75 

information systems and cybersecurity SMEs in order to attain a total of 15 responses, 

representing a 20% response rate. The survey consisted of four distinct sections that were 

utilized to validate measures for employee cyberslacking and the computer security posture score 

of the device being used to access organizational resources. In addition, the survey was also used 

to validate the proposed taxonomy for classifying if an organization’s remote workers present a 

higher risk of cybersecurity threats based on CySI and CSP measures. Questions one through 

question seven of the survey collected demographic information from the SMEs in order to 

validate their qualifications, such as years of education level, years of experience, description of 

their professional role, and industry-based certifications. Questions eight through 11 of the 

survey asked the SMEs to evaluate the importance of the cyberslacking and computer security 

posture measures identified in the literature using a seven-point Likert ranging from (1) “Not at 

all important” to (7) “Extremely important”. Question twelve in the survey asked the SME to 

evaluate the proposed taxonomy using the CySI and CSP measures to classify if an 

organization’s remote workers present a higher risk of cybersecurity threats using a seven-point 
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Likert ranging from (1) “Strongly Disagree” to (7) “Strongly Agree”. The last question, question 

thirteen, allowed the SMEs to provide recommendations on how to adjust the Remote Worker 

Cyberslacking Security Risk Taxonomy. The results of the data collected were used to answer 

RQ1 and RQ2.  

Data Analysis 

To validate the key indicators for employee cyberslacking and cybersecurity posture for 

the endpoint devices the data collected via the instrument went through the Delphi method, in 

order to obtain a consensus among the SMEs identified via a well-defined process that includes 

identifying and rating the indicators. These indicators were used as the basis for measuring 

employee cyberslacking activity and the cybersecurity posture of the devices accessing 

organizational resources. The subsequent output was used to answer RQ1 and RQ2, respectively. 

Phase Two – Pilot Study 

Data Collection 

Phase two was comprised of a pilot group of 15 participants in order to validate the 

collection method of this study. The data collection method was a two-step process. The first 

step was to collect the participants’ demographic data using a Microsoft Forms Survey. Potential 

participants were recruited via an email sent by the IT administrator of the organization where 

the data is to be collected. The email contained information regarding the purpose of this study 

and asked the potential participants if they were willing to participate. The participants could 

agree to their inclusion in this study by voting “yes” in the email. This response communicated 

to the IT administrator that the potential participant was willing to participate, at which time the 

IT administrator responded with a unique participant code and a link to the survey that collected 

the demographic data.  
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Once the participants completed the demographic survey collection process, the second 

step utilized the organization’s reporting capabilities to collect usage metrics of productivity 

software, such as the Microsoft 365 suite of productivity tools, Microsoft Teams, web browser 

usage, OneDrive, and SharePoint, for the last 90 days. In addition to the productivity software 

activity metrics, the IT administrator provided data on the computer security posture of the 

devices used to work remotely. During the same period, the IT administrator used the reporting 

capabilities of their endpoint management system to provide the values of the computer security 

posture indicators identified by the SMEs in phase one of this study. Once both sets of data were 

collected, the IT administrator provided a link to an anonymized Microsoft Excel spreadsheet 

that contained the data collected. The rows in the anonymized spreadsheet contained the unique 

user participant IDs and the columns contained the data points collected from the productivity 

user activity reports and the endpoint management reports. 

Data Analysis 

The pilot study was used to obtain feedback regarding the validity of (a) the instrument 

utilized to collect the required demographic information, (b) the defined computer security 

posture measures, (c) the defined productivity usage measure, and (d) the organization’s 

capability to accurately report the computer security posture and productivity usage 

measures. This anonymized data was provided to a spreadsheet that contained the unique user 

participant IDs in the rows. The columns of the spreadsheet will contain the data points collected 

from both the productivity usage metrics and the computer security posture reports. Microsoft 

Excel was used to consolidate the resultant data with the demographic data collected via the 

Microsoft Forms survey. In terms of analysis of data, this study used ANOVA to check for 

differences based on demographic information collected and the cyberslacking activity score. In 
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addition, a subsequent ANOVA was used to determine if there were differences based on the 

demographic information collected and the computer security posture score. 

Phase Three – Main Data Collection and Analysis (R3, RQ4, RQ5, & RQ6)  

Data Collection 

In phase three, an instrument was distributed via email to 625 potential participants of a 

higher education based in the United States, in order to attain the intended target of 125 

participants, representing a 20% response rate. Similar to phase two of this study, the data 

collection method for phase three was a two-step process. The first step was to collect the 

participants’ demographic data using a Microsoft Forms survey. Potential participants were 

recruited via an email sent by the IT administrator of the organization where the data was to be 

collected. The email contained information regarding the purpose of this study and asked the 

potential participants if they were willing to participate. The participants can agree to their 

inclusion in this study by voting “yes” in the email. This response will communicate to the IT 

administrator that the participant was willing participate, at which time the IT administrator 

responded with a unique participant code and a link to the survey that will collect the 

demographic data.  

Once all the participants had completed the demographic survey collection process, the 

second step was to utilize the organization’s reporting capabilities to collect usage metrics of 

productivity software such as Microsoft's 365 suite of productivity tools, Microsoft Teams, web 

browser usage, OneDrive, and SharePoint, for the last 90 days. In addition to the productivity 

software activity metrics, the IT administrator provided data on the cyber security posture of the 

devices used to work remotely. During the same period, the IT administrator used the reporting 

capabilities of their endpoint management system to provide the values of the computer security 
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posture indicators identified by the SMEs in phase one of this study. Once both sets of data had 

been collected, the IT administrator provided a link to an anonymized Microsoft Excel 

spreadsheet that contained the data collected. The rows in the anonymized spreadsheet contained 

the unique user participant IDs and the columns contained the data points collected from the 

productivity user activity reports and the endpoint management reports. 

Data Analysis 

Like phase two of this study, the anonymized data was provided in a spreadsheet that 

contained the unique user participant IDs in the rows. The columns of the spreadsheet contained 

the data points collected from both the productivity usage metrics and the computer security 

posture reports. Microsoft Excel was used to consolidate the resultant data with the demographic 

data collected via the Microsoft Forms survey. RQ3 was answered using the cyberslacking score, 

the computer cybersecurity posture score derived from the data collected and plotted on the 

developed Remote Worker Cyberslacking Security Risk Taxonomy to demonstrate the 

employee’s positioning. Mertler and Vannatta (2017) described one-way ANOVA as a statistical 

test that evaluates the mean significant differences between two or more treatments or groups on 

a dependent variable. To answer RQ4, ANOVA was leveraged to check if there are differences 

based on (a) age, (b) gender, (c) education level, (d) job role, (e) job level, and (f) years of work 

experience of the Dependent Variable (DV), remote workers’ cyberslacking activity score. 

Similarly, to address RQ5 a one-way ANOVA was used to check if there were differences based 

on (a) age, (b) gender, (c) education level, (d) job role, (e) job level, and (f) years of work 

experience of the DV, employees’ computer cybersecurity posture index. Lastly, RQ6 utilized 

the developed taxonomy to determine if demographics such as age, gender, education level, and 
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years of work experience identify differences in the position of the employees on the developed 

Remote Worker Cyberslacking Security Risk Taxonomy.  

Resources 

This research study had human participants and, therefore, requires Institutional Review 

Board (IRB) approval from both the college and the organization where the data collection will 

occur. In addition, this study engaged cybersecurity SMEs to validate cyberslacking activity and 

cybersecurity posture measures via the Delphi method. To increase the participation and 

commitment of the SMEs to the research study, a $5 Starbucks gift card was given to each. In 

phase one, a Microsoft Forms survey was used to collect the data from the SMEs to complete all 

feedback loops of the Delphi method until a consensus was achieved. Additionally, phase two 

and phase three used Microsoft Forms surveys to obtain the demographic information required. 

Productivity usage data and cybersecurity posture data were collected from use the 

organization’s reporting capabilities built into their productivity suite and endpoint management 

systems, respectively. Once all the data had been collected, this study utilized the SPSS® 

Statistics™ for statistical analysis. 

Summary 

This chapter provides an overview of the design and methodology for the experimental 

field study conducted. This study developed the Remote Worker Cyberslacking Security Risk 

Taxonomy to assess an organization’s remote workers’ risk level of cybersecurity threats when 

engaging in cyberslacking activities. In phase one, SMEs from the cybersecurity field were 

recruited to identify and validate measures for the computer security posture score. The Delphi 

method was utilized to validate the key indicators for employee cyberslacking and cybersecurity 

posture. 
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Phase two involved collaboration with the identified SMEs to define, develop, and test 

the proposed Remote Worker Cyberslacking Security Risk Taxonomy. Data was collected from 

a pilot group of participants to verify the validity of the defined measures for device 

cybersecurity posture and their derived composite values. This study utilized ANOVA to check 

for differences based on demographic information collected and the cyberslacking activity score. 

Additionally, a subsequent ANOVA was used to determine if there were differences based on the 

demographic information collected and the computer security posture score. 

Phase three of this study consisted of main data collection and analysis using the defined 

measures for cyberslacking and device cybersecurity posture, along with their derived composite 

values and demographic information. Similarly, to the process utilized with the pilot group in 

phase two, ANOVA was used to check for differences based on demographic information 

collected and the dependent variables of cyberslacking activity score. In addition, ANOVA was 

used to check for differences based on demographic information collected and the computer 

security posture index.  
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Chapter 4 

 

Results 

Overview 

This chapter presents the data collection findings from all three phases of this 

developmental research study as depicted in Figure 2. Phase one of this study collaborated with 

SMEs to identify and validate the key indicators to derive composite scores for cyberslacking 

and the computer security posture of the devices. In addition, the phase facilitated the 

opportunity for SME feedback on the Remote Worker Cyberslacking Security Risk Taxonomy 

depicted in Figure 1. The second phase, phase two, was the pilot phase where the data collection 

methodology was tested and validated with 15 participants. Subsequently, the chapter concludes 

with the results of the main data collection where an analysis was conducted on the 

cyberslacking and computer security posture indicators and applied to the Remote Worker 

Cyberslacking Security Risk Taxonomy to assess potential risk by demographic. 

Phase One – Subject Matter Experts (SMEs) 

This developmental study asked SMEs to validate productivity values used to measure 

cyberslacking activity and the values to measure device cybersecurity posture to assess the 

cybersecurity risk remote workers introduce to an organization. The process of identification and 

validation of the measures leveraged the Delphi method to obtain anonymous feedback from 

experts (Okoli & Pawlowski, 2004). The Delphi method was established by the RAND 

Corporation as “a methodical and interactive research procedure for obtaining the opinion of a 

panel of independent experts concerning a specific subject” (Skinner et al. 2015, p. 32). The 

Delphi method is an iterative process that seeks to build consensus among a group of SMEs that 
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intends to yield agreement on final ratings (Parekh et al., 2018). Sumsion (1998) recommended a 

70% SME response rate as acceptable of consensus. 

Data Collection 

The survey consisted of four distinct sections that were utilized to validate measures for 

employee cyberslacking (CySI) and the Computer Security Posture (CSP) score of the device 

being used to access organizational resources. In addition, the survey also served to validate the 

proposed taxonomy for classifying if an organization’s remote workers present a higher risk of 

cybersecurity threats based on CySI and CSP measures. Questions one through seven of the 

survey collected demographic information from the SMEs to validate their qualifications, such as 

years of education level, years of experience, description of their professional role and industry-

based certifications. Question eight through eleven of the survey asked the SMEs to evaluate the 

importance of the cyberslacking and computer security posture measures identified in the 

literature using a seven-point Likert ranging from (1) “Not at all important” to (7) “Extremely 

important”. Question twelve in the survey, asked the SME to evaluate the proposed taxonomy 

using the CySI and CSP measures to classify if an organization’s remote workers present a 

higher risk of cybersecurity threats using a seven-point Likert ranging from (1) “Strongly 

Disagree” to (7) “Strongly Agree”. The last question, question thirteen, allowed the SMEs to 

provide recommendations on how to adjust the Remote Worker Cyberslacking Security Risk 

Taxonomy depicted in Figure 1. The results of the data collected were used to answer RQ1 and 

RQ2. 

An anonymous Microsoft Forms survey was distributed via email and LinkedIn to 

approximately 113 information systems and cybersecurity SMEs to attain a total of 20 responses, 

representing a 20% response rate. The survey yielded a 51% response rate of which 53 
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cybersecurity and information technology experts participated in the Delphi method from May 

2023 to June 2023, which a consensus on the CySI and CSP measures was met, as well as the 

validation of the Remote Worker Cyberslacking Security Risk Taxonomy. The SMEs that 

participated in the Delphi method included cybersecurity analysts, cybersecurity engineers, and 

senior IT. The criteria used to validate the SMEs in this study were education, years of 

experience in cyber security and industry cybersecurity certifications. Five of the respondents 

were omitted from participation as they did not meet the criteria set for SMEs, specifically the 

experience requirement was not met. The remaining N=53 respondents to the survey met the 

criteria set forth as over 74% of the respondents had one or more industry cybersecurity 

certifications, 89% of the respondents had more than five years of experience in the 

cybersecurity and information technology field and 85% of the respondents had a college degree. 

Table 11 represents the detailed demographic statistics of the SMEs. 

Table 19 

Descriptive Statistics of the SMEs (N=53) 

Demographic Indicator Frequency Percentage 

Age   

18-24 1 2% 

25 -34 5 9% 

35-44 22 42% 

45-54 16 30% 

55-64 9 17% 

   

Gender   

Male 47 89% 

Female 6 11% 

   

Education   

High School 8 15% 
Associate Degree 2 4% 
Bachelor’s Degree 18 34% 

Master’s Degree 18 34% 

Ph.D. 7 13% 
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Table 20 

Descriptive Statistics of the SMEs (N=53) (continued) 

Demographic Indicator Frequency Percentage 

Professional Role   

Cybersecurity Analyst 3 6% 

Cybersecurity Engineer 10 19% 

Cybersecurity Architect 13 25% 

Information Security Analyst 1 2% 

Network Security Engineer 4 8% 

Other 22 42% 

   

Cybersecurity Certifications   

No cybersecurity industry certifications 14 26% 

One cybersecurity industry certifications 19 36% 

Two cybersecurity industry certifications 7 13% 

Three cybersecurity industry certifications 1 2% 

More than three cybersecurity industry certifications 12 23% 

   

Experience   

1 to 3 years 4 8% 

3 to 5 years 2 4% 

6 to 10 years 5 9% 

11 to 15 years 9 17% 

16 to 20 years 9 17% 

Above 20 years 24 45% 

Data Analysis 

The SMEs were asked to evaluate and validate six measures for employee cyberslacking 

(CySI) based on the research conducted by Ferreira and Du Plessis (2009), Hanaysha (2016), and 

Gibbs et al. (2021) which focused on time and on-task can be an effective measure of employee 

productivity as employees who were not engaged in the workplace tended to focus on tasks of 

lower priority or those not essential to their job function. This study sought to validate the six 

measures identified in determining the aggregate of time spent on productivity software such as 

Microsoft's Office 365 suite of productivity tools, Email usage, Microsoft Teams, a web browser, 

OneDrive, and SharePoint as the indicators for measurement. In addition, the SMEs were asked 

to evaluate and validate ten measures for computer security posture (CSP) based on the work 
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conducted by Cain et al., (2018), Such et al., (2019) and Vishwanath et al. (2020) in which 

proper security controls were identified in order to increase the security of the devices used for 

accessing an organization’s resources. These items include proper patch management for all 

software on the device, antivirus and malware protection, firewall configuration, and VPNs. 

The results of the expert panel indicated that four of the six measures for employee 

cyberslacking, assessed by the SMEs, met the acceptable rate of consensus of higher than 70% as 

depicted in Table 12. Specifically, Microsoft's Office 365 suite of productivity tools, Email 

usage, Microsoft Teams, and web browser usage received a rating of five or higher on the seven-

point Likert scale. However, OneDrive usage and SharePoint site usage did not meet the 

acceptable rate of consensus from the SMEs as their scores were 67% and 60% respectively and 

therefore will not be used as measures. 

Table 21 

Productivity measures percentage of agreement (N=53) 

PMID Indicator % of Agreement 

PM01 Browser usage 83.0% 

PM02 Email apps usage 75.5% 

PM03 OneDrive for Business usage 64.2% 

PM04 Microsoft 365 Apps usage (Word, Excel, PowerPoint) 71.7% 

PM05 SharePoint site usage 58.5% 

PM06 Microsoft Teams user activity 86.8% 

In addition, the results indicated that all the measures of computer security posture 

assessed by the SMEs achieved a rating of five or higher on the seven-point Likert scale and met 

an acceptable rate of consensus higher than 70%. The SMEs unanimously agreed that operating 

system patches and software updates are key measures of the computer security posture as the 

rate of consensus was 100%. In addition, 96.2% of the SMEs found that Antivirus/Malware 

detection programs and their respective updates were also important measures to assess the 
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computer security posture of devices. The complete list of the CSP measures and the SME 

percentage of agreement are depicted in Table 13. 

Table 22 

Computer Security Posture (CSP) measures percentage of agreement (N=53) 

CSPID Indicator % of Agreement 

CSP01 Operating System Version 92.5% 

CSP02 Operating System Patching (systems are up to date) 100% 

CSP03 Antivirus/Malware Detection programs 96.2% 

CSP04 Antivirus/Malware signature updates 96.2% 

CSP05 Software updates 100% 

CSP06 Disk encryption enabled 90.6% 

CSP07 Firewall enabled 94.3% 

CSP08 VPN usage 90.6% 

CSP09 Collection of security logs enabled  92.5% 

CSP10 End Point Protection 98.1% 

In their evaluation of the six measures for employee CySI and the 10 measures for CSP 

the expert panel was asked to determine the importance of each of these measures. The responses 

from the SMEs were analyzed using the arithmetic mean and the standard deviation values. The 

scores reflected the frequency for each CySI and CSP measures, higher scores indicated the more 

frequent the SMEs indicated the measures to be important. The SMEs (N=53) validated 

indicators to measure employee productivity ranked according to their arithmetic mean and 

standard deviation. The validated productivity measures in order of importance are as follows: 

PM01 (M = 5.38, SD = 1.69), PM06 (M = 5.31, SD = 1.68), PM02 (M = 5.14, SD = 1.92), and 

PM04 (M = 4.76, SD = 1.93). The SME feedback demonstrated that PM03 (M = 4.50, SD = 

1.74) and PM05 (M = 4.38, SD = 1.83) were not validated as important measures of 

cyberslacking. The results of the validated indicators to measure employee productivity are 

graphically depicted in Figure 5. 
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Figure 5 

SME Frequency for Productivity (CySI) Measures (N=53) 

 

In addition, the SMEs (N=53) validated all the indicators to measure cybersecurity 

posture score ranked by their arithmetic mean and standard deviation. The cybersecurity posture 

score measures in order of importance are as follows: CPS02 (M = 6.53, SD = 1.46), CPS10 (M 

= 6.32, SD = 1.52), CPS04 (M = 6.30, SD = 1.49), CPS05 (M = 6.30, SD = 1.45), CPS03 (M = 

6.16, SD = 1.46), CPS09 (M = 6.12, SD = 1.47), CPS07 (M = 6.08, SD = 1.46), CPS06 (M = 

6.06, SD = 1.50), CPS01 (M = 6.03, SD = 1.58) and CPS08 (M = 5.48, SD = 1.48). The results 

of the validated indicators to measure cybersecurity posture score measures are graphically 

depicted in Figure 6.  
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Figure 6 

SME Frequency for Cybersecurity Posture Score (CSP) Measures (N=53) 

 

Lastly, the SMEs were asked to evaluate and validate the proposed Remote Worker 

Cyberslacking Security Risk Taxonomy to assess an organization’s remote workers present a 

higher risk of cybersecurity threats. The taxonomy will be used to assess the composite scores 

derived from the SME validated measures for CySI and CSP. The instrument asked the SMEs to 

validate the taxonomy based on a seven-point Likert scale on the criteria for each of the four 

quadrants of the taxonomy as described in Figure 1. The results of the expert panel indicated that 

the taxonomy met the acceptance criteria of consensus having achieved a rating of five or higher 

by 84% of the SMEs. Taxonomy. To determine the acceptable rate of consensus as a percentage 

the all the SMEs scores of (5) “Moderately Important”, (6) Very Important, and (7) “Extremely 

Important” were counted and divided by the total of number of SMEs, which is 53 as depicted in 

equation 4.  
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𝑃𝑒𝑟𝑐𝑒𝑛𝑡𝑎𝑔𝑒 𝑜𝑓 𝐴𝑔𝑟𝑒𝑒𝑚𝑒𝑛𝑡 =

𝑇𝑜𝑡𝑎𝑙 𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑆𝑀𝐸𝑠 𝑠𝑐𝑜𝑟𝑒 𝑜𝑓 5,   6 ,   𝑎𝑛𝑑 7

53
 (4) 

Figure 7 graphically depicts the percentage of agreement for the cybersecurity posture score and 

cyberslacking measures. 

Figure 7 

Percentage of Consensus for Cyberslacking and Cybersecurity Measures ranked by percentage 

level of agreement. (N=53) 

This study provides the results of the validation process completed by cybersecurity and 

IT SMEs on the productivity values used to measure cyberslacking activity and the values to 

measure device cybersecurity posture to assess the cybersecurity risk remote workers introduce 

to an organization. According to the SMEs, the specific elements identified to measure 

cyberslacking that will enable an aggregated score to determine cybersecurity risk are the 

Microsoft Office 365 suite of productivity tools, Email usage, Microsoft Teams, and web 

browser usage, answering RQ1. The final SMEs validated elements for measuring cyberslacking 
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are depicted in Table 1. In addition, the SMEs identified the key factors to assess the device’s 

security level for connecting to the company’s data. These are: keeping all software updated, 

using antivirus and anti-malware tools, setting up the firewall properly, and using VPNs. 

Table 23  

SMEs validated indicators to measure employee productivity (All Measured in Hours Per Day) 

PMID Indicator 

PM01 Browser usage 

PM02 Email apps usage 

PM04 Microsoft 365 Apps usage (Word, Excel, PowerPoint) 

PM06 Microsoft Teams user activity 

The SMEs identified the specific elements to measure the computer cybersecurity posture 

of the device being used to access corporate resources such as proper patch management for all 

software on the device, antivirus and malware protection, firewall configuration, and VPNs, 

answering RQ2. The final SMEs validated elements for measuring the computer security posture 

score are depicted in Table 14. In addition, this study presented the results from the expert panel 

on the recommendations with respect to the validity of the Remote Worker Cyberslacking 

Security Risk Taxonomy to classify the cybersecurity risk that may be posed by employees based 

on cyberslacking (CySI) and the computer security posture of the remote device (CSP). The 

SMEs agreed that taxonomy can be used to classify the cybersecurity risk that may be posed by 

employees based on the measures identified.  
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Table 24 

SME validated indicators to measure computer security posture 

CSPID Indicator 

CSP01 Operating System Version 

CSP02 Operating System Patching (systems are up to date) 

CSP03 Antivirus/Malware Detection programs 

CSP04 Antivirus/Malware signature updates 

CSP05 Software updates 

CSP06 Disk encryption enabled 

CSP07 Firewall enabled 

CSP08 VPN usage 

CSP09 Collection of security logs enabled  

CSP10 End Point Protection 

Phase Two – Pilot Study 

Data Collection 

In phase two of this study, the pilot phase, an email was sent to 50 potential participants 

containing the link to a Microsoft Forms survey of which 15 participants responded, representing 

a 30% response rate. The instrument was utilized to collect the demographic information 

required for this phase of this study. In addition to the demographic data collected, the IT 

administrator provided a link to an anonymized Microsoft Excel spreadsheet that contained the 

data collected. The rows in the anonymized spreadsheet contained the unique user participant 

IDs and the columns contained the data points collected from the productivity user activity 

reports and the endpoint management reports. 

Data Analysis 

The pilot phase of this study provided feedback on the instrument utilized to collect 

demographic data that was clear and concise. All surveys were submitted complete with no 

omissions to any of the data points. The anonymized Microsoft Excel spreadsheet containing the 
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productivity user activity reports and endpoint management was also complete with no data 

validation issues. This phase did provide a change to how the value of the normalization 

coefficient, j, for the value of CSP, is calculated. Using the indicators of computer security 

posture in Equation 2, the determination was made that the j coefficient was not being derived 

correctly and the calculations were to be derived by dividing one by the sum of the maximum 

value of each computer security posture indicator (MaxCSPi), depicted in Table 9, and 

multiplied by its respective weight. This is represented by Equation 3. 

Phase Three – Main Data Collection 

Data Collection 

In phase three, an instrument was distributed via email to 625 potential participants of a 

higher education based in the United States, of which 138 participants responded, representing a 

22% response rate. All 138 participants were used as there were no validation errors with the 

user activity reports provided by the IT administrator as part of the pre-analysis data screening.  

Data Analysis 

Upon completion of the pre-analysis data screening, the data of the remaining 138 

participants were analyzed beginning with the demographic data. The participants of this study 

were faculty members, administrative staff, technical staff, support staff, and research staff that 

work remotely at least part of the week. All the respondents to the survey met the criteria set 

forth as the targeted group of 625 participants identified by the IT administrator work from home 

at least 20% of the time. The demographic data demonstrated that 52.17% of the participants 

were male, 46.38 were female and 1.45% preferred not to say. In addition, 82.61% of the 

participants were 35 years of age or older, and 97.83% had a college degree. With respect to job 

roles, 33.33% of the participants were faculty members, while the remaining 66.77% were a 
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combination of administrative, support, or technical staff. In terms of the respondents who had 

one or more industry cybersecurity certifications, 90% of the respondents had more than one 

year of experience in the cybersecurity and information technology field and 85% of the 

respondents had a college degree. Most of the participants, 92.03%, had 11 years or more of 

experience, while the remaining 7.97% had five years or less. The distribution of job level was 

split between individual contributors, 52.90%, and the remaining 47.10% were in an executive or 

supervisory role. Table 16 represents the detailed demographic statistics of the participants. 

Considering the demographic data of the target organization, these findings suggest that the 

overall sample of the employees is well represented. 

Table 25  

Descriptive statistics of the participants (N=138) 

Demographic Indicator Frequency Percentage 

Age   

18-24 3 2% 

25 -34 19 14% 

35-44 32 23% 

45-54 49 36% 

55-64 25 18% 

65-74 10 7% 

   

Gender   

Male 74 54% 

Female 64 46% 

   

Education   

High School 8 6% 

Associate Degree 6 4% 

Bachelor’s Degree 31 31% 

Master’s Degree 48 49% 

Ph.D. 56 44% 

   



78 

 

 
 

Table 26  

Descriptive statistics of the participants (N=138) (continued) 

Demographic Indicator Frequency Percentage 

Job Role   

Faculty Member 30 22% 

Administrative Staff 56 41% 

Technical Staff  33 24% 

Other 19 14% 

   

Job Level   

Individual Contributor  70 51% 

Supervisor 19 14% 

Middle Manager 19 14% 

Senior Manager 14 10% 

Executive Level / C-Suite 16 12% 

   

Experience   

1 year or less 1 1% 

1 to 3 years 4 3% 

3 to 5 years 7 5% 

6 to 10 years 18 13% 

11 to 15 years 24 17% 

16 to 20 years 25 18% 

Above 20 years 59 43% 

To answer RQ3, Remote Worker Cyberslacking Security Risk Taxonomy was developed 

to determine if an organization’s remote workers introduce additional cybersecurity threats using 

the measure of CySI and CSP. The measures for CySI and CSP were normalized to a scale 

between 0 and 100 for consistency as depicted in Figure 2. The taxonomy for Remote Worker 

Cyberslacking Security Risk consists of four quadrants: Q1 (Very High Risk), Q2 (Moderate 

Risk), Q3 (High Risk), and Q4 (Low Risk). The scores for CySI indicated that overall 

cyberslacking activity is low as indicated by a positive skew, .38 (M = 33.16, SD = 20.18, N = 

138). Similarly, the scores for CSP indicated devices being utilized were secure as demonstrated 

by a positive skew, .10 (M = 70.35.16, SD = 12.78, N = 138). Table 17 contains the full 

construct statistics for CySI and CSP.  
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Table 27 

Construct Statistics (N=138) 

Item CySI CSP 

N 138 138 

Mean 33.16 70.35 

Std. Deviation  20.18 12.78 

Skewness .38 .10 

Minimum 0 46.17 

Maximum 86.67 86.37 

Figure 8 shows the scatter plot of the two constructs, CySI and CSP derived from the data 

provided by the IT administrator and using the equations defined to develop the respective 

scores. Most of the participant scores, 85%, are found in Q4 – Low Risk, classifying most remote 

workers in the organization as demonstrating a high computer security posture and a low 

cyberslacking score, thus indicating the participants of this study did not introduce additional 

cybersecurity threats to the organization. 

The distribution of the participants in the various quadrants is depicted in Figure 8, Q1 – 

Very High Risk has the least number of participants with a total of three, and the highest number 

of participants in Q4 – Low Risk with a total of 117 participants. Q1 of the Remote Worker 

Cyberslacking Security Risk taxonomy indicates that 2% of the participants pose the highest risk 

to the organization as their devices have a lower cybersecurity posture and their opportunity for 

cyberslacking is higher. Conversely, Q4 of the Remote Worker Cyberslacking Security Risk 

taxonomy indicates that 85 of the participants pose the lowest risk to the organization as their 

devices have a higher cybersecurity posture and their opportunity for cyberslacking is lower. A 

full description of the distribution of participants is detailed in Table 18. 
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Figure 8 

Remote Worker Cyberslacking Security Risk Scatter Plot of CySI and CSP Scores (N=138) 

 

Table 28 

Remote Worker Cyberslacking Security Risk – Quadrant distribution (N=138) 

Quadrant Frequency Percent 

Q1 – Very High Risk 3 2% 

Q2 – Moderate Risk 13 9% 

Q3 – High Risk  5 4% 

Q4 – Low Risk  117 85% 

One-way Analysis of Variance ANOVA 

To answer RQ4, an ANOVA was performed to determine if there are differences based 

on (a) age, (b) gender, (c) education level, (d) job role, (e) job level, and (f) years of work 

experience of the Dependent Variable (DV), remote worker’s cyberslacking activity score 

(CySI). The ANOVA for job level was significant F = 2.464, p = .048 and suggests that CySI 

scores differed by job level due to a p-value that is less than .05. The results of the one-way 
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ANOVA did not demonstrate significance for (a) age, (b) gender, (c) education level, (d) job 

level, or (e) years of work experience, suggesting that there is no difference in CySI scores. 

Table 29 

ANOVA results for CySI (N=138) 

Demographic 

Indicator 

Sum of Squares df Mean 

Square 

F-Value Significance 

Age 1151.463 5 230.293 .552 .736 

Gender 537.721 2 537.721 1.314 .254 

Education 2616.959 4 654.240 1.624 .172 

Job Role 1916.480 3 638.827 1.577 .198 

Job Level 3875.981 4 968.995 2.464 .048* 

Experience 2786.991 6 464.498 1.140 .343 

* - p < .05, ** - p < .01, *** - p < .001 

Similarly, to address RQ5 a one-way ANOVA was performed to determine check if there 

were differences based on (a) age, (b) gender, (c) education level, (d) job role, (e) job level, and 

(f) years of work experience of the DV, employees’ computer cybersecurity posture index. The 

results of the one-way ANOVA did not demonstrate significance for (a) age, (b) gender, (c) 

education level, (d) job role, (e) job level, and (f) years of work experience, suggesting that there 

is no difference in CSP scores. 

Table 30 

ANOVA results for CSP (N=138) 

Demographic 

Indicator 

Sum of Squares df Mean 

Square 

F-Value Significance 

Age 115.709 5 231.142 1.428 .218 

Gender 80.627 2 80.627 .489 .996 

Education 420.633 4 105.158 .633 .640 

Job Role 697.719 3 232.573 1.428 .237 

Job Level 261.507 4 65.377 .391 .815 

Experience 867.412 6 144.869 .875 .516 

* - p < .05, ** - p < .01, *** - p < .001 
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To address RQ6, the taxonomy developed was utilized to determine if there were any 

differences in a participant’s position in the Remote Worker Cyberslacking Security Risk 

Taxonomy based on the demographic indicators of (a) age, (b) gender, (c) education level, (d) 

job role, (e) job level, and (f) years of work experience.  

Age Analysis via Taxonomy 

This study explored distinct patterns by analyzing cross-tabulated data between the 

quadrants of the Remote Worker Cyberslacking Security Risk Taxonomy and the demographics 

indicator of age. As shown in Figure 9, the age groups were predominately concentrated in Q4, 

Low Risk, indicating that all participants regardless of age had low CySI and CSP scores. This is 

consistent with the overall scores for CySI and CSP as depicted in Figure 8, the primary 

taxonomy, suggesting that the participants did not pose additional cybersecurity risk to the 

organization. Applying the taxonomy to the means of the aggregated construct scores based on 

age, depicted in Figure 10, demonstrated that both the 18 to 24 and 25 to 35-year-olds had lower 

CySI scores than the other age groups. In addition, although 55 to 65-year-olds had higher CSP 

scores, they also had higher CySI scores than the other groups. Lastly, the 18 to 24-year-old 

group had lower scores in both CySI and CSP than the other age groups. Thus, suggesting that 

this age group could pose a moderate risk to the organization due to their lower CSP scores. 
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Figure 9 

Remote Worker Cyberslacking Security Risk Scatter by Age (N=138) 

 

Figure 10 

Means and Standard Deviation of Aggregated Construct Scores Based on Age (N=138) 
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Gender Analysis via Taxonomy 

This study also explored distinct patterns by analyzing cross-tabulated data between the 

quadrants of the Remote Worker Cyberslacking Security Risk Taxonomy and the demographics 

indicator of gender. As shown in Figure 11, the gender group, consisting of males and females, 

was predominately concentrated in Q4, Low Risk, indicating that all participants regardless of 

age had low CySI and CSP scores. This is consistent with the overall scores for CySI and CSP as 

depicted in Figure 8, the primary taxonomy, suggesting that the participants did not pose 

additional cybersecurity risk to the organization. Applying the taxonomy to the means of the 

aggregated construct scores based on gender, depicted in Figure 12, demonstrated that females 

had lower CySI and CSP scores than males. Thus, suggesting females are less likely to pose a 

risk to the organization due to their lower CySI and higher CSP scores and are predominantly in 

Q4 - Low Risk of the taxonomy. 
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Figure 11 

Remote Worker Cyberslacking Security Risk Scatter by Gender (N=138) 

 
Figure 12 

Means and Standard Deviation of Aggregated Construct Scores Based on Age (N=138) 
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Education Analysis via Taxonomy 

In addition, this study explored distinct patterns by analyzing cross-tabulated data 

between the quadrants of the Remote Worker Cyberslacking Security Risk Taxonomy and the 

demographics indicator of education. As shown in Figure 13, the education demographic was 

predominately concentrated in Q4, Low Risk, indicating that all participants regardless of gender 

had low CySI and CSP scores. This is consistent with the overall scores for CySI and CSP as 

depicted in Figure 8, the primary taxonomy, suggesting that the participants did not pose 

additional cybersecurity risk to the organization. Applying the taxonomy to the means of the 

aggregated construct scores based on gender, depicted in Figure 14, demonstrated that the 

participant with only a high school diploma had the lowest CySI scores, conversely, those 

participants with an Associate’s degree had the highest CySI scores than the other education 

groups. This suggests participants with a high school diploma are less likely to pose a risk to the 

organization due to their lower CySI and higher CSP scores and are predominantly in Q4 - Low 

Risk of the taxonomy. 
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Figure 13 

Remote Worker Cyberslacking Security Risk Scatter by Education (N=138) 

 
Figure 14 

Means and Standard Deviation of Aggregated Construct Scores Based on Education (N=138) 

 
Job Role Analysis via Taxonomy 
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This study explored distinct patterns by analyzing cross-tabulated data between the 

quadrants of the Remote Worker Cyberslacking Security Risk Taxonomy and the demographics 

indicator of job role was also conducted. As shown in Figure 15, the job role demographic was 

concentrated in Q4, Low Risk, indicating that all participants regardless of job role had low CySI 

and CSP scores. This is consistent with the overall scores for CySI and CSP as depicted in Figure 

8, the primary taxonomy, suggesting that the participants did not pose additional cybersecurity 

risk to the organization. Applying the taxonomy to the means of the aggregated construct scores 

based on job role, depicted in Figure 16, demonstrated that support staff and administrative staff 

had higher CySI scores than faculty and technical staff. In addition, the taxonomy depicted that 

technical staff had the highest CSP scores and lowest CySI scores. This suggests participants in 

technical roles are less likely to pose a risk to the organization due to their lower CySI and higher 

CSP scores and are predominantly in Q4 - Low Risk of the taxonomy. 
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Figure 15 

Remote Worker Cyberslacking Security Risk Scatter by Job Role (N=138) 

 
Figure 16 

Means and Standard Deviation of Aggregated Construct Scores Based on Job Role (N=138) 
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Job Level Analysis via Taxonomy 

Subsequently, this study explored distinct patterns by analyzing cross-tabulated data 

between the quadrants of the Remote Worker Cyberslacking Security Risk Taxonomy and the 

demographics indicator of job level. As shown in Figure 17, the job level demographic was 

concentrated in Q4, Low Risk, indicating that all participants regardless of job level had low 

CySI and CSP scores. This is consistent with the overall scores for CySI and CSP as depicted in 

Figure 8, the primary taxonomy, suggesting that the participants did not pose additional 

cybersecurity risk to the organization. Applying the taxonomy to the means of the aggregated 

construct scores based on job level, depicted in Figure 18, demonstrated that supervisors had the 

lowest CySI and CSP scores than the other job levels. In addition, the taxonomy depicted middle 

managers had the highest CSP scores and lowest CySI scores. Thus, suggesting participants in 

the middle managers category are less likely to pose a risk to the organization due to their lower 

CySI and higher CSP scores and are predominantly in Q4 - Low Risk of the taxonomy. 
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Figure 17 

Remote Worker Cyberslacking Security Risk Scatter by Job Level (N=138) 

 
Figure 18 

Means and Standard Deviation of the Aggregated Construct Scores Based on Job Level (N=138) 
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Experience Analysis via Taxonomy 

Lastly, this study explored distinct patterns by analyzing cross-tabulated data between the 

quadrants of the Remote Worker Cyberslacking Security Risk Taxonomy and the demographics 

indicator of experience. As shown in Figure 19, it was predominately concentrated in Q4, Low 

Risk, indicating that all participants regardless of job level had low CySI and CSP scores. This is 

consistent with the overall scores for CySI and CSP as depicted in Figure 8, the primary 

taxonomy, suggesting that the participants did not pose additional cybersecurity risk to the 

organization. Applying the taxonomy to the means of the aggregated construct scores based on 

experience, depicted in Figure 20, demonstrated that participants with less than 1-3 years of 

experience had the highest CySI scores yet had the lowest CSP score. This suggests participants 

in this experience range are more likely to pose a risk to the organization due to their higher 

CySI scores and lower CSP scores. Participants with 3-5 years of experience had the lowest CySI 

scores. In addition, the taxonomy depicted those participants with 1 year or less and above 20 

years of experience had the highest CSP scores. Thus, suggesting participants with over 20 years 

of experience are less likely to pose a risk to the organization due to their lower CySI and higher 

CSP scores and are predominantly in Q4 - Low Risk of the taxonomy. 
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Figure 19 

Remote Worker Cyberslacking Security Risk Scatter by Experience (N=138) 

 

Figure 20 

Means and Standard Deviation of Aggregated Construct Scores Based on Experience (N=138) 
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Summary 

The results of the data collection and the data analysis conducted were presented in 

phases. In phase one of this study, in collaboration with SMEs, the Delphi method was used to 

answer RQ1 and RQ2. Phase two, the pilot phase, was conducted to verify and validate the 

collection and data processing method of this study. Phase three, the main data collection phase, 

was used to address RQ3, RQ4, RQ5, and RQ6. 

Phase one of this research study validated the measures for employee cyberslacking and 

the computer security posture score of the device being used to access organizational resources 

using the Delphi method. The result of the expert panel indicated that four of the six measures 

for employee cyberslacking, assessed by the SMEs, met the acceptable rate of consensus. The 

SMEs validated measures for CySI are Microsoft's Office 365 suite of productivity tools, Email 

usage, Microsoft Teams, and web browser usage. In addition, the results in phase one indicated 

that all the measures of computer security posture assessed by the SMEs met an acceptable rate 

of consensus. The SMEs validated measures for CPS are operating system versions, operating 

system patching, antivirus/malware detection programs, antivirus/malware signature updates, 

Software updates, Disk encryption enabled, firewall enabled, VPN usage, collection of security 

logs enabled, and endpoint protection. Phase two of this study was used to ensure that the 

collection methodology and the formulas set forth to determine CySI and CSP scores were valid.  

The results of phase three, the main collection phase, utilized the taxonomy developed to 

determine if there are differences in remote workers’ cyberslacking activity score based on their 

(a) age, (b) gender, (c) education level, (d) job role, (e) job level, and (f) years of work 

experience. In addition, the taxonomy developed was used to determine if there are differences in 

employees’ workers computer security posture scores based on their (a) age, (b) gender, (c) 

education level, (d) job role, (e) job level, and (f) years of work experience. The majority of the 
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participant scores were classified as low risk as they were primarily in the fourth quadrant of the 

taxonomy. This indicated that most remote workers who participated in this study demonstrated 

a high computer security posture and a low cyberslacking score, thus would not introduce 

additional cybersecurity threats to the organization.  
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Chapter 5 

 

Conclusions, Discussions, Implications, Recommendations, and Summary 

Conclusions 

Eze et al. (2024) described the effects of cyberslacking to be detrimental to organizations 

not only in terms of productivity loss but also susceptible to security breaches. In addition, 

Karthikeyan and Thomas (2017) posit that cyberslacking could cost organizations billions of 

dollars due to the associated costs such as loss in productivity, security issues, and legal 

proceedings. Cyberslacking has been researched extensively within the confines of the traditional 

workplace setting, an area where additional research is needed is hybrid and remote work 

structures and the propensity of employees to engage in cyberslacking activities during work 

hours (Lim & Teo, 2024). Therefore, the main goal of this research study was to develop, 

validate, and empirically test a taxonomy to assess an organization’s remote workers’ risk level 

of cybersecurity threats. This study measured workers’ potential engagement in cyberslacking, 

and the computer security posture of the remote devices used to access the organization’s 

resources. To achieve the main goal of this study, a three-phased developmental approach in 

developing the Remote Worker Cyberslacking Security Risk Taxonomy to assess remote 

workers’ potential risk to the organization. In the first phase, phase one, the Delphi method was 

used to validate measures for employee cyberslacking and the computer security posture score of 

the device being used to access organizational resources. This phase sought the consensus of the 

SMEs on the indicators that would be used to derive a composite score for both CySI and CSP. 

This phase also sought consensus from the SMEs on the Remote Worker Cyberslacking Security 

Risk Taxonomy. The second phase of this study, phase two, conducted a small pilot to validate 

the collection methodology as well as the process used to derive the composite score for both 
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CySI and CSP. The last phase of this study, phase three, was the main data collection and 

analysis phase concluded with using the developed Remote Worker Cyberslacking Security Risk 

Taxonomy to assess the participants of this study to determine if they would introduce additional 

cybersecurity threats to the organization. 

Discussions 

In phase one, this study collaborated with SMEs to validate indicators for measuring 

CySI and the CSP that were derived from the literature. In addition, the SMEs were also asked to 

validate the Remote Worker Cyberslacking Security Risk Taxonomy. After one round of the 

Delphi method the SMEs reached a consensus on four of the six indicators to measure CySI as 

well as all 10 of the indicators to measure CSP. Phase two of this study was conducted to ensure 

the validity of (a) the instrument utilized to collect the required demographic information, (b) the 

defined computer security posture measures, (c) the defined productivity usage measure, and (d) 

the organization’s capability to accurately report the computer security posture and productivity 

usage measures. In addition, this phase provided the ability to validate the data analytics process 

that would be used for the main data collection. 

In phase three of this study, statistical analysis was used, specifically a one-way ANOVA 

to check for differences based on demographic information collected and the cyberslacking 

activity score. The results of the one-way ANOVA demonstrated a significance for the job role, 

suggesting that there is a difference in CySI scores for this demographic. Conversely, the 

ANOVA did not demonstrate significance for (a) age, (b) gender, (c) education level, (d) job 

level, or (e) years of work experience, suggesting that there is no difference in CySI scores for 

these demographics. A subsequent one-way ANOVA was used to check for differences based on 

demographic information collected and the computer security posture score. The results of the 

one-way ANOVA did not demonstrate significance for (a) age, (b) gender, (c) education level, 
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(d) job role, (e) job level, and (f) years of work experience, suggesting that there is no difference 

in CSP scores for the demographics tested. 

In addition to the one-way ANOVA analysis conducted, the SMEs validated Remote 

Worker Cyberslacking Security Risk Taxonomy was used to plot the two constructs, CySI and 

CSP, derived from the data provided by the IT administrator and using the equations defined to 

develop the respective scores. The results demonstrated that while the participants were 

predominately classified as “Low Risk” using the taxonomy there were specific demographic 

groups that could pose a risk to the organization as a result of their composite CySI and CSP 

scores. For example, the taxonomy depicted middle managers had the highest CSP scores and 

lowest CySI scores. Thus, suggesting participants categorized as middle managers are less likely 

to pose a risk to the organization due to their lower CySI and higher CSP scores and are 

predominantly in Q4 - Low Risk of the taxonomy. Additionally, the taxonomy depicted that 

technical staff had the highest CSP scores and lowest CySI scores. These results suggest 

participants in technical roles are less likely to pose a risk to the organization due to their lower 

CySI and higher CSP scores and are predominantly in Q4 - Low Risk of the taxonomy.  In terms 

of experience the results showed that participants with 1 year or less and above 20 years of 

experience had the highest CSP scores. Thus, participants with over 20 years of experience are 

less likely to pose a risk to the organization due to their lower CySI and higher CSP scores and 

are predominantly in Q4 - Low Risk of the taxonomy. The results depicted for education 

demonstrated that the participant with only a high school diploma had the lowest CySI scores, 

conversely, those participants with an associate degree had the highest CySI scores than the other 

education groups. This suggests participants with a high school diploma are less likely to pose a 

risk to the organization due to their lower CySI and higher CSP scores and are predominantly in 



99 

 

 
 

Q4 - Low Risk of the taxonomy. In reviewing the results for gender, the taxonomy depicted 

females had lower CySI and CSP scores than males. Thus, suggesting females are less likely to 

pose a risk to the organization due to their lower CySI and higher CSP scores and are 

predominantly in Q4 - Low Risk of the taxonomy. Lastly, in reviewing the results for age, the 

results demonstrated that both the 18 to 24 and 25 to 35-year-olds had lower CySI scores than 

the other age groups. In addition, although 55 to 65-year-olds had higher CSP scores, they also 

had higher CySI scores than the other groups. Lastly, the 18 to 24-year-old group had lower 

scores in both CySI and CSP than the other age groups. Thus, suggesting that this age group 

could pose a moderate risk to the organization due to their lower CSP scores. 

Implications 

There are several implications for professional practice and research provided by this 

study. From a professional practice perspective, an organization can use the SMEs’ validated 

measures to understand the potential risks introduced by their remote workers. From a research 

perspective, this study contributes to the overall body of work for IS studies, cybersecurity, 

productivity, and remote work. In addition, this study can be used to further the development of 

theoretical foundations and frameworks to contribute to the body of knowledge.  

As the adoption of remote work continues organizations will need to develop 

methodologies to mitigate the risks introduced by workers in non-traditional workspaces. This 

study provides organizations with a taxonomy to help assess and mitigate the cybersecurity risk 

posed by remote workers who engage in cyberslacking. Using the taxonomy cybersecurity 

professionals of organizations can evaluate the risk level of remote workers in an organization 

using the indicators of CySI and CSP as validated by SMEs. This can be used as a benchmarking 

tool based on SMEs’ defined metrics from application usage and cybersecurity posture indicators 

to provide composite scores that would allow for a comparison. The results of this analysis can 
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be leveraged by organizations to mitigate potential deficiencies in computer cybersecurity 

posture on remote worker devices, cybersecurity awareness training, and policy changes.  

From a theoretical perspective, several research studies have employed the Theory of 

Planned Behavior (TPB) to explore whether an employee’s attitude and/or internet addiction 

influence their likelihood of engaging in cyberslacking. Galletta and Polak (2003), Jamaluddin et 

al. (2015), and Askew et al. (2014) have utilized TPB to delve into employees’ intentions behind 

cyberslacking and to identify the underlying factors driving these behaviors. This study expands 

the body of knowledge by adapting a theory used in the field of criminology, Routine Activity 

Theory, to provide insight into the potential risk introduced by remote workers who may have 

the opportunity to engage in cyberslacking activities. This provides an opportunity to expand the 

body of knowledge using a different foundational theory.  

Recommendations 

The participants of this study included SMEs (N=53) and remote workers (N=138) from 

a large four-year educational institution in the northeastern part of the U.S. Although the goals 

set forth by this study were met, it did not account for users who may have been multitasking or 

using multiple productivity products collectively during the data collection. Another area of 

focus that should be explored is the use of portals and web-based versions of productivity tools. 

With the increased availability of features in web-based versions of Microsoft’s productivity 

suite, organizations are less inclined to install the full version of the software on the device being 

leveraged by the users. While telemetry is being collected for these web-based products, there is 

still feature parity that needs to be accounted for when measuring the usage of these products in 

this manner. In addition to using web-based portals and applications, this study did not monitor 

overall web usage, therefore delineation of using the web browser for personal use was not 

always captured, future studies should incorporate data from web proxies and other web traffic 



101 

 

 
 

monitoring tools to determine the time spent in a web browser that is not business related. This 

study looked at information workers who primarily used the Microsoft Office Suite and 

Microsoft Teams, it should be noted that expanding this study to collect usage data that 

encompasses other business applications used by the organization to conduct daily functions 

would enhance this study. The organization that participated in this study primarily used the 

Microsoft Windows operating system; future studies should look to expand this to other 

operating systems. This study should be conducted in other organizations outside of an academic 

setting such as corporate enterprise environments, nonprofit environments as well organizations 

that are based outside of the U.S. to enhance generality. 

Summary 

The research problem this study addressed was the identification and classification of 

remote workers engaged in cyberslacking and the potential cybersecurity risks to which they 

expose their organizations, such as malware, spyware infection, or security breaches (Ozler & 

Polat, 2012; Vernon-Bido et al., 2018). The main goal of developing, validating, and empirically 

testing a taxonomy to assess an organization’s remote workers’ risk level of cybersecurity threats 

has been addressed in this study. This was completed by using a three-phased developmental 

approach, where in phase one the literature and SMEs feedback were used to identify key 

indicators by which cyberslacking and computer security posture can be measured. The SMEs 

participated in one round of the Delphi method in order to reach a consensus on the measures for 

CySI and CSP. This phase was used to answer the first two research questions of this study: 

RQ1: What are the specific elements identified by SMEs to measure cyberslacking that 

will enable an aggregated score to determine cybersecurity risk? 
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RQ2: What are the specific elements identified by SMEs to measure the computer 

cybersecurity posture of the device being used to access organizational resources? 

The second phase of this study consisted of conducting a pilot with a small set of 

participants, N=15, to validate the data collection and analysis methods before moving to the 

primary data collection stage of this study as recommended by van Teijlingen and Hundley 

(2002). This pilot did provide a change to how the value of the normalization coefficient, j, for 

the value of CSP, is calculated. As it was determined there was an error in the formula for 

calculating the weights for CSP, this was addressed by adding Equation 3.  

The last phase of this study encompassed a larger sample size of participants, N=138, 

where Microsoft Excel and SPSS were utilized to analyze the collected data points from the three 

distinct data sources, specifically the demographic survey, the endpoint management system 

data, and the cyberslacking measures identified by the SMEs in phase one. To answer RQ3, the 

data points for cyberslacking measures were used as inputs to Equation 1 to calculate the CySI 

score for each participant. Similarly, the data points from the endpoint management system were 

used as inputs to Equation 2 and Equation 3 to calculate the CSP scores. Using the scores for 

CySI and CSP, SPSS was used to complete a one-way ANOVA to answer RQ4 and RQ5. Lastly, 

the results of the aggregated data of CySI and CSP and the corresponding analytics were 

visualized using the Remote Worker Cyberslacking Security Risk Taxonomy that was developed 

to answer RQ6. The main data collection and analysis in phase three was used to answer the 

remaining research questions: 

RQ3: How are the employees positioned in the Remote Worker Cyberslacking Security 

Risk Taxonomy using the cyberslacking score and the computer security posture score? 
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RQ4: Are there significant mean differences in the employees’ cyberslacking scores 

based on the demographic indicators of (a) age, (b) gender, (c) education level, and (d) 

years of work experience? 

RQ5: Are there significant mean differences in the employees’ computer security posture 

scores based on the demographic indicators of (a) age, (b) gender, (c) education level, 

and (d) years of work experience? 

RQ6: Are there any differences in an employee’s position in the Remote Worker 

Cyberslacking Security Risk Taxonomy based on the demographic indicators of (a) age, 

(b) gender, (c) education level, and (d) years of work experience? 

The research study provides visibility into the potential security risks posed by remote 

workers who could be engaging in cyberslacking activities, contributing to the larger 

cybersecurity field, and providing a methodology to classify the level of risk remote workers 

could pose to the organization. The identification of key indicators to measure CySI and CSP 

using the Delphi method provides an opportunity for future research in this area. In addition to 

the SMEs’ identified metrics, the research provides a taxonomy, the Remote Worker 

Cyberslacking Security Risk Taxonomy, that can function as a classification tool for the risk 

level that may be posed by remote workers in the organization. The data analysis and 

classifications the taxonomy provide allows organizations to address potential deficiencies in 

computer cybersecurity posture for remote worker devices, enhance cybersecurity awareness 

training, and implement necessary policy changes.  
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Appendix C 

Subject Matter Expert Recruitment Letter 

 

Dear Information Systems Security Subject Matter Expert (SMEs), 

 

I am a Ph.D. Candidate in Information Systems at the College of Computing and Engineering at 

Nova Southeastern University (NSU). My dissertation is chaired by Dr. Yair Levy, and this work 

is part of the Levy CyLab Projects (https://infosec.nova.edu/cylab/). 

 

You are receiving this survey because you have been identified as a cybersecurity or information 

security person. The goal of this research study is to develop, validate, and empirically test a 

taxonomy to assess an organization’s remote workers’ risk level of cybersecurity threats. The 

survey will be used to validate measures for employee cyberslacking (CySI) and the computer 

security posture (CSP) score of the device being used to access organizational resources. 

 

You will be taking an anonymous survey for a multi-phased Delphi method. The survey process 

will continue until a consensus is achieved. The survey will take approximately 10-15 minutes to 

complete. Your participation will contribute to the current literature about Cybersecurity and 

Remote Workers. This research study involves minimal risk to you. To the best of our 

knowledge, the things you will be doing have no more risk of harm than you would have in 

everyday life. You can decide not to participate in this research, and it will not be held against 

you. There is no cost for participation in this study. Participation is voluntary and no payment 

will be provided. 
 

Your responses are anonymous. Information we learn about you in this research study will be 

handled in a confidential manner, within the limits of the law, and in an aggregated manner. 

Only the Principal investigator will have access to the raw data. The participant’s identifiable 

information will be excluded from this study. This data will be available to the researcher, the 

Institutional Review Board (IRB) and other representatives of this institution. All confidential 

data will be kept secure. Data will be securely stored on a device protected by password and disk 

encryption. 
  
I appreciate the support and assistance in contributing to this research study. If you wish to 

receive the study's findings, please contact me via email, and I will provide a copy of the 

academic research publication resulting from this study.  

 

Very respectfully,  

 

Ariel Luna 

Ph.D. Candidate in Information Systems 

College of Computing and Engineering 

Nova Southeastern University  

Email: al1572@mynsu.nova.edu  
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Appendix D 

Information Users Recruitment Letter 

 

Dear Information Systems User Participant,  

 

I am a Ph.D. Candidate in Information Systems at the College of Computing and Engineering at 

Nova Southeastern University (NSU). My dissertation is chaired by Dr. Yair Levy, and this work 

is part of the Levy CyLab Projects (https://infosec.nova.edu/cylab/). I am seeking participants for 

my dissertation study. My research study seeks to validate productivity and security measures for 

remote workers. 

 

If you choose to participate in this research study, you understand and agree that your 

participation and responses are entirely voluntary. All your responses will be completely 

anonymous, and no personal identifiable information will be collected or traced to the originator. 

You also understand that you may choose to stop your participation in this research at any time. 

 

Your responses are anonymous. Information we learn about you in this research study will be 

handled in a confidential manner, within the limits of the law, and in an aggregated manner. 

Only the Principal investigator will have access to the raw data. The participant’s identifiable 

information will be excluded from this study. This data will be available to the researcher, the 

Institutional Review Board (IRB) and other representatives of this institution. All confidential 

data will be kept secure. Data will be securely stored on a device protected by password and disk 

encryption. 

  

I appreciate the support and assistance in contributing to this research study. If you wish to 

receive the study's findings, please contact me via email, and I will provide a copy of the 

academic research publication resulting from this study.  

 

The survey should take 5 minutes. If you would like to participate, please go to: 

 

Thank you very much for your time.  

 

 

Very respectfully,  

 

Ariel Luna 

Ph.D. Candidate in Information Systems 

College of Computing and Engineering 

Nova Southeastern University  

Email: al1572@mynsu.nova.edu  
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Appendix E 

Participant Consent Email  

Dear associate, [insert organization] has a unique opportunity to participate in a cybersecurity 

study focused on validating productivity and security measures for remote workers. The 

learnings from this research will help organizations, like [insert organization name], enable 

productivity and cybersecurity best practices for remote workers, and how best to train the 

organizations end users and associates. 

This study is being performed by a Ph.D. Candidate in Information Systems at the College of 

Engineering and Computing of Nova Southeastern University. This dissertation is chaired by Dr. 

Yair Levy, and this work is part of the Levy Cylab projects 

(https://infosec.nova.edu/cylab/) Participation consent is needed from you to ensure the 

dissertation study data is academically compliant. 

In order for your consent to be registered, please click on the voting buttons at the top of this 

email. “Yes” means you consent to participate in the study, and “No” means you prefer not to 

participate. Participation in this study is voluntary, and if you choose “Yes” all responses and 

any data gathered will remain anonymous and no Personally Identifiable Information (PII) will 

be collected as part of the study. In addition, if you choose “Yes” you may rescind your 

participation in the study at any time by replying to this email. 

 Please select “Yes” or “No” from the voting buttons above. Thank you in advance for your 

participation in this important cybersecurity academic study! 
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Appendix F 

Subject Matter Expert Survey 
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Appendix G 

Participant Survey 
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