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Appendix G 

Research Study Recruitment Email 

 

Faculty & Staff, 

With cyber threats constantly developing and increasing in sophistication, cybersecurity 

training is now important for organizations. This fall, a cybersecurity training program 

will be offered to all employees with the goal of increasing awareness of cyber threats 

facing us as a University, discussing organizational policies and procedures, and 

ultimately helping you better understand the role you play in keeping data secure.  

You are encouraged not only to complete the training course materials but to also 

participate in the anonymous pre- and post-assessment. The assessment will take 

approximately 45 minutes to complete and will gather absolutely no personal 

information. I am currently a Ph.D. Candidate in Information Systems and Cybersecurity 

at the College of Engineering and Computing, Nova Southeastern University, working 

under the supervision of Professor Yair Levy. The data gathered from the pre- and post-

assessments will be used in a generalized manner as part of my research study, which 

seeks to determine the most successful cybersecurity training method within the 

organization.  

If you are willing to participate, please reply to this email and you will be contacted with 

additional details on how to access the pre- and post-assessments. You must be 18 years 

of age or older.  

Thank you in advance for your consideration. I appreciate your assistance and 

contribution to this phase of my research study.  

Warmest Regards, 

Jodi Goode, Ph.D. Candidate 

Email: jp1587@mynsu.nova.edu 

Information System and Cybersecurity 
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Appendix H 

Proposed Cybersecurity Countermeasures Awareness Vignettes 

 

 CCA 

Measure 
Vignette Policy Topic Adapted From 

Policy CCA-P1 Levi goes to the shared office printer alone and finds a document printed by someone else. The document is labeled “Confidential”. 

Based on the organization’s information security policy, Levi should: 

 

Option Action Score 

A Leave the document on the printer as it was found. 0 

B Quickly read through the document and deliver it to the employee that printed it.  2 
C Look for a name of the employee that printed it without reading the confidential information, and 

deliver it to the employee. 

6 

D Deliver the document to a supervisor. 10 
   

 

Disclosure of information 

Doherty et al. (2011) 

 
 

Acceptable Use Policy 

SANS Institute (2014) 

Vance et al. (2012) 

 CCA-P2 Cindy is browsing free online game sites at work and the anti-virus program alerts her that a virus has been installed on her 

computer. Based on the organization’s information security policy, Cindy should: 
 

Option Action Score 
A Take no action. 0 

B Remove the virus to save time. 2 

C Contact a supervisor to inform him/her of the virus. 6 

D Call IT/IT security to seek their assistance in removing the virus. 10 
   

 

Prevention of viruses and worms 

Doherty et al. (2011) 
 

 

Acceptable Use Policy 

SANS Institute (2014) 

 

Vance et al. (2012) 

 CCA-P3 Zoie is working from home using the laptop provided by her organization. Her kids want to use the laptop to play games. Zoie is 

upset because her kids do not have a computer. She lends her work laptop to her children and later realizes that the kids have 
installed a number of programs. Zoie should: 

 

Option Action Score 
A Take no action. 0 

B Remove the programs herself.  2 

C Report the issue to a supervisor. 6 
D Report the issue to IT/IT security. 10 

   
 

Mobile computing 

Doherty et al. (2011) 
  

 

 
Acceptable Use Policy 

SANS Institute (2014) 

Vance et al. (2012) 

SETA CCA-S1 Sandy’s supervisor requests her to leave the office computer unlocked so that other employees can use it while she is out to lunch 

or away from the office. Sandy should: 

 

Option Action Score 
A Leave her computer unlocked as requested by her supervisor.  0 

B Leave her computer unlocked as requested by her supervisor and report this incident to IT/IT 

Security. 

4 

User access management 

Doherty et al. (2011) 

  

 
 

Acceptable Use Policy 

SANS Institute (2014) 

Vance et al. (2012) 
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C Continue to lock her computer and inform her supervisor that the request goes against the 
organization’s acceptable use policy. 

8 

D Continue to lock her computer, inform her supervisor that the request goes against the 

organization’s acceptable use policy, and report this concern to IT/IT Security. 

10 

   
 

 
 

 

 CCA-S2 Alan is head of a department where several employees have access to confidential information, while others have positions that do 

not call for this type of access rights. He has reason to believe that an employee who does not have the right to access confidential 
information has found the credentials of another employee and accessed salary information. Alan should: 

 

Option Action Score 
A Take no action. 0 

B Discuss the incident with the employee in question  2 
C Discuss the incident with the employee and report the incident to IT/IT security.  6 

D Report the incident to IT/IT security and allow them to investigate it further. 10 
   

 

Violations and breaches 

Doherty et al. (2011) 
  

 

 

Acceptable Use Policy 

SANS Institute (2014) 

 

Hovav and D’Arcy 

(2012) 

 CCA-S3 Tyler uses a file server that contains work-related confidential information that she accesses by typing in her username and 

password. Tyler is leaving for vacation soon and a co-worker will need to take over some of her regular duties requiring access to a 
folder on that secured file server. Tyler should: 

 

Option Action Score 
A Share her password with her co-worker before leaving to save time while she is away. 0 

B Save the files to a local computer to allow access by her co-worker while she is away. 2 

C Not share her credentials, but set up the connection to the file server on her co-worker’s computer 
using her access rights.  

6 

D Inform her supervisor that her co-worker has a need to access the secured file server while she is 

away. 

10 

   
 

User access management 

Doherty et al. (2011) 
  

 

 
Password Protection Policy  

SANS Institute (2014) 

 

Vance et al. (2012) 

Monitoring CCA-M1 Ryan prepares payroll records for his organization’s employees and, therefore, has access to both timekeeping and payroll systems. 

Periodically, Ryan will increase the hours-worked records of certain employees by “rounding up” their total hours for the week. 
For example, Ryan might change 39.5 hours worked to 40 hours worked for the week.  

 

Option Action Score 
A Modification or altering of computerized data cannot be monitored. Therefore, Ryan’s actions 

cannot be detected. 

0 

B Modification or altering of computerized data cannot be monitored. However, Ryan’s actions can 
be detected by other methods. 

4 

C Modification or altering of computerized data can be monitored. However, Ryan’s actions cannot 

be detected. 

8 

D Modification or altering of computerized data can be monitored. Therefore, Ryan’s actions can be 

detected. 

10 

   
 

User access management 

Doherty et al. (2011) 
 

 

 
Ethics Policy 

SANS Institute (2014) 

Hovav and D’Arcy 

(2012) 

 CCA-M2 Bobby’s position requires that he regularly deal with confidential information. He has a project that needs to be completed and a 

business trip this week. Bobby copies the confidential files needed for his project to a USB drive and takes it with him on the trip.  

 

Option Action Score 

Physical security of 

infrastructure and information 

resources 
Doherty et al. (2011) 

  

Vance et al. (2012); 

Hovav and D’Arcy 

(2012) 
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A Computing activities cannot be monitored. Therefore, this copy of files to a portable media device 
cannot be detected.  

0 

B Computing activities cannot be monitored. However, this copy of files to a portable media device 

can be detected by other methods.  

4 

C Computing activities can be monitored to ensure employees are performing only explicitly 

authorized tasks. However, this copy of files to a portable media device cannot be detected. 

8 

D Computing activities can be monitored to ensure employees are performing only explicitly 
authorized tasks. Therefore, this copy of files to a portable media device would be detected. 

10 

   
 

 
 

Acceptable Use Policy 

SANS Institute (2014) 
 

 

 
 

 

 

 

 CCA-M3 Jayde is given a laptop for work purposes that is missing a piece of software she believes would make her more effective on the 

job. Jayde requests that her organization purchase the software but her request is denied. To solve the problem, Jayde obtains an 
unlicensed copy of the software from a friend outside of the organization and installs the software on her work laptop.  

 

Option Action Score 
A Periodic audits of work computers cannot be completed as it slows down the computers. Therefore, 

unauthorized use of software cannot be detected. 

0 

B Periodic audits of work computers cannot be completed as it slows down the computers. However, 
unauthorized use of software can be detected by other methods. 

 4 

C Periodic audits of work computers can be completed. However, cannot detect this unauthorized use 

of the software. 

8 

D Periodic audits of work computers can be completed. Therefore, can detect this unauthorized use 

of the software. 

10 

   
 

Software development and 

maintenance 
Doherty et al. (2011) 

  

 
 

Acceptable Use Policy 

SANS Institute (2014) 

Hovav and D’Arcy 

(2012) 
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Appendix I 

MyCyberSkills Assessment Example Screens 
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