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Protecting digital estate

by Jon M. Garon







As more details of our everyday lives are published and
stored online, the issues that arise when a user dies become
increasingly complicated. The question is: Who owns the
rights to your digital life?

Each day, an ever-growing percentage of
the population moves important informa-
tion to the cloud—online services storing
correspondence, contracts and legal docu-
ments, photographs, financial records and
more. Although many of these items have
little financial or emotional importance,
others may be critically important to the
management or worth of an estate. The
website of a modern writer may rival the
importance of his or her published and
unpublished manuscripts. A child’s Face-
book page can serve as a touching memo-
rial for parents in grief. A list of friends or
followers may have significant financial
value to a closely held business with a
value comparable to a customer list or
similar corporate trade secrets.

Although death is inevitable, the effect of
death on one’s digital assets is far from
clear. Very few laws address the issue.
Moreover, many of these assets are gov-
erned by contract or vendor practice
rather than state testamentary law.

In 2004, Yahoo! came under significant
public criticism for enforcing its nontrans-
ferability provisions when Justin Ellsworth,
a 20-year-old marine, was killed in Falluja,
Iraq, and Yahoo! refused to provide his fa-
ther with access to his account.! At the

14 | Ohio Lawyer = March/April 2012

time, Yahoo! explained that it would “turn
over the account to family members only
after they go through the courts to verify
their identity and relationship with the de-
ceased.” Yahoo! also added pressure on the
family because “[a]fter 90 days of inactivity,
Yahoo! deletes the account.”™ A court ulti-
mately gave the contents of the late
Ellsworth’s account to his parents, but up-
held the terms of the contract denying the
right to continue using the account.

The opinion was unpublished and had
no binding precedent. For Yahoo!, it also
did not affect its policy. Even today,
Yahoo! provides the following limitation
in its contract:

No Right of Survivorship and
Non-Transferability. You agree
that your Yahoo! account is non-
transferable and any rights to
your Yahoo! ID or contents
within your account terminate
upon your death. Upon receipt
of a copy of a death certificate,
your account may be terminated
and all contents therein perma-
nently deleted.’

In contrast, Facebook has a procedure
dedicated to addressing issues with de-
ceased participants.

{Facebook] will process certain
special requests for verified im-
mediate family members, in-
cluding requests to remove a
loved one’s account. This will
completely remove the profile
(timeline) and all associated con-
tent from Facebook, so no one
can view it. For all special re-
quests, we require verification
that you are an immediate fam-
ily member or executor. Re-
quests will not be processed if
we are unable to verify your rela-
tionship to the deceased.®

The Facebook policy, however, is not
contractually included among terms of
service. Moreover the provision creates a
rather broad category of potential agents
to control the decedent’s Facebook ac-
count. The voluntary provision does not
require an executor nor differentiate
among family members. This may prove
more convenient for most families, but
it exacerbates the problem for those fam-
ilies where spouses, children or partners
are not in agreement regarding the dece-
dent’s wishes.

www.ohiobar.org



States struggle to provide
statutory protection

Recognizing the growth of this issue, five
states have taken action to address various
aspects of these rights.” The first of these
was enacted in Connecticut in 2005 cov-
ering only email.® The Connecticut law
appears to be a direct response to the out-
cry generated by the treatment of the
Ellsworth family by Yahoo!. A very similar
law was enacted in Rhode Island in
2007.? Oklahoma and Idaho have fol-
lowed with similar laws, expanding email
to include blogs and social media such as
Facebook and Twitter.'®

The laws are quite limited. Oklahoma’s
statutory provision, for example, provides
that the “executor or administrator of an
estate shall have the power, where other-
wise authorized” to control the account.
In the case of Yahoo!, the subscriber has
agreed in the non-negotiable, clickwrap
agreement that the account is not trans-
ferable.!"! As such, the lack of transferabil-
ity or access would still govern. Since this
policy applies to services such as the
Yahoo! photo-sharing site Flickr, a dece-
dent’s entire photo history will be wiped
out upon death.

Indiana has attempted to go one step fur-
ther with a more comprehensive statute.
The Indiana act requires thar the trustee
or representative of the estate be provided
“access to or copies of any documents or
information of the deceased person stored
electronically... ” The Indiana act also re-
quires that the information not be de-
stroyed for two years."?

While still a relatively simple provision,
the Indiana statute improves over other
laws because it is not limited to particular
types of Web services. The Indiana law ex-
tends to cover photo-sharing sites, mobile
apps and a variety of other online services.

www.ohiobar.org

The Indiana statute has two limirtations,
one for disclosure of information that
would violate federal law and another for
information for which the decedent
would not have had his or her own ac-
cess.'? There is certainly the potential for
overlap with federally protected informa-
tion, such as financial records, health
records or student records. Each of these
types of stored electronic information is
subject to federal privacy laws, so some of
that information may preclude a trustee
from gaining access. The law may provide
too much access for a trustee if the docu-
ments are confidential or privileged and
of a type that should be controlled by
one’s employer rather than one’s family.
Still, the law is a significant improvement
over the majority of states.

Even the broader Indiana law does not ad-
dress the continued use of an existing ac-
count. While this is not likely to matter
for a personal email account, it could
make a difference if that account was used
in a small business or as the account to
which notices of copyright violations are
to be sent.” It could also make a signifi-
cant difference if a personal blog or Twit-
ter account is used to promote a business.

Good preparation matters

For important online assets, everyone
who spends valuable time online should
begin planning for the inevitable day
when someone else will need to take over
their online presence. The digital estate
management firm Entrustet has analyzed
Facebook’s user data to suggest that po-
tentially 408,000 U.S. Facebook users
(and 1.78 million users worldwide) will
die in 2011.7

The planning is important for both testa-
mentary and conservatory purposes, so
that appropriate steps can be taken if a
person were to become incapacitated as
well as to pass away. The good news is
that careful inventories will also help
manage the deluge of account informa-
tion that is increasingly becoming a bur-
den in life as well as death.

Inventory

As with any estate plan, the first step is a
careful audit of one’s assets. In the case of
either death or incapacity, the first impor-
tant step is to track down and identify all
of the assets, liabilities and other concerns
that must be addressed.'® The list may
quickly become quite long:

 Email accounts and cross-platform
login information;

* Websites, hosting services and URLs;

* Facebook, Twitter, LinkedIn, Google+
and other social media accounts;

* Audio, visual and audiovisual content—
MySpace, GarageBand, YouTube, Flickr,
Picasa, Google Docs, Scribd, etc.;

* Financial services accounts including
banking, stock trading, credit card, pre-
paid cards, pre-paid accounts, shopping
accounts and auto-debiting accounts;

* Devices including computers, USB
drives, smart phones and PDAs;

* Medical records;

* Cloud computing services and remote
storage; and

* Video game, virtual world and other
accounts."

As an ongoing matter, users should begin
keeping an updated log of each new ac-
count they open along with the user name
for such account. The password for each
account should also be kept, but that in-
formation should be maintained sepa-
rately from the list of accounts so that the
estate plan does not serve as a skeleton key
to unlock the security measure under-
taken to protect the assets in life. Any
physical assets—disks, back-up media,
USB drives, computers, mobile devices—
should also be inventoried.

Curate

All of us are becoming archivists of our
lives. The time and effort needed to man-
age our digital estate will be a function of
the size of the material one creates and the
clarity with which we have managed that
information.

Older media and media difficult to access
should be replaced. It is better for the

March/April 2012 = Ohio Lawyer | 15
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The new 0SBA Report

Think outside the hook.

For more than 80 years, Ohio State Bar Association members have trusted the
0SBA Report (affectionately known as the green book) to arrive in their mailboxes
each week. This time-honored tradition continues today, but now the 0SBA Report
can be delivered to email inboxes, cell phones and other mobile devices.

The new electronic version of the OSBA Report features the most recent Ohio cour”
decisions and practice- and court-specific customization; weekly or daily delivery
options; breaking OSBA and legal news; and the latest job listings from our online
career center, with the same quality delivered since 1928.

Get the same service and quality you've come to expect in a new and exciting way.
Try the new online OSBA Report today. You'll find it in your email inbox or online a
www.ohiobar.org/oshareport.
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